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Abstract: With the evolution of Cyber Crimes comes the anti-forensic that consists of a framework of 

techniques, procedures, and tools whose main objective is to erase the digital traces left by cyber criminals. 
Therefore, the purpose of this paper is to describe how digital anti-forensic techniques can undermine an 
investigation of cybercrime. Thus, two case studies of digital crimes were developed: 1 – Port Scan 
Intrusion Detection and 2 – Data Wipe. The purpose of this was to apply forensic computation techniques 
in an environment with and without the use of anti-forensics in order to verify the impact of the same in 
digital investigation. The results showed that there are flaws in forensic computing techniques that can be 
exploited by a malicious agent, so improvements in these techniques are necessary so that virtual crimes 
do not go unpunished. 
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1. Introduction 

Among the various topics covering computing, 

information security by itself is of paramount 

importance for the preservation of data on the 

Internet. According to Samsung [1], there is a 

“critical” need to protect all connected devices by 

2020, especially IoTs. Thus, when security objectives 

are not met several cyber crimes can be perpetrated 

in the virtual environment, for example: snooping, 

traffic analysis, IP spoofing, password theft, Denial 

of Service (DoS), child pornography sharing, 

kidnapping data, among others. In addition, the 

increasing use of information systems and 

technological advances in areas such as computer 

 
1: Port Scan: computer network scans to identify which nodes are active 

and which services they are running. This technique is widely used by 

cybercriminals to identify potential targets, as it makes it possible to 

networks and artificial intelligence pose risks to 

information security.   

Therefore, to combat cyber crimes comes the 

forensic computing that has been the technical basis 

used by scientists in police forces around the world, 

especially in the Brazilian Federal Police. However, 

to make the work of computer forensics difficult, 

cybercriminals apply digital anti-forensics, which is 

responsible for hiding the traces that would lead to 

the resolution of digital crimes. As previously 

described, the purpose of this paper is to present the 

impact of anti-forensics through two case studies: 1 - 

Port Scan1 Intrusion Detection and 2 - Data Wipe. 

The purpose of this was to execute cyber crimes (eg, 

Port Scan Intrusion and File Deletion) and to apply 

associate potential vulnerabilities with services enabled on a node. 

Source: https://www.cert.br/stats/incidentes/2018-jan-dec/tipos-

ataque.html.   

https://www.cert.br/stats/incidentes/2018-jan-dec/tipos-ataque.html
https://www.cert.br/stats/incidentes/2018-jan-dec/tipos-ataque.html
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computer forensics with and without the use of anti-

forensics in order to show how harmful anti-forensics 

can be to a digital investigation. The remainder of this 

paper was divided as follows: Section 2 presents 

related works. Section 3 presents the proposal 

description and methodology. Section 4 presents the 

results and discussion of case study 1. Section 5 

presents the results and discussion of case study 2. 

Therefore, the conclusions and possibilities for future 

works are presented. 

2. Related Works 

The following acts are considered digital crimes: theft 

of computer services; unauthorized access to 

electronic documents; software piracy; alteration or 

theft of electronically stored information; extortion 

committed by using computers; unauthorized access 

to bank records obtained through computers (eg, 

credit card cloning, trafficking and password theft); 

virus transmission and destructive commands [2]. 

Forensic computing is the discipline that combines 

elements of law and computing in order to collect and 

analyze data from digital media, computer networks, 

and storage systems in such a way that this data is 

valid in the courts [3]. Forensic computing can also 

be defined as an area that seeks to preserve, restore 

and analyze criminalistic evidence [4]. 

 Anti-forensics is responsible for hiding the 

tracks of cybercriminals in the digital environment. In 

some ways anti-forensic techniques are intended for 

malicious purposes, seeking to circumvent digital 

security to act illegally and camouflage the cyber 

criminal action. However, this definition can be 

understood in another way, where the same 

techniques that are used for malicious purposes also 

help to improve forensic computing methods [5]. 

Many works present the application of computer 

forensics, for example, in [6] a Linux server is 

examined to identify digital traces, for that some 

Linux BackTrack 5 tools like Metasploit, Nessus, 

Whatweb, Nmap, etc, are used. Thus, the authors 

perform attacks on a Linux server and consequently 

scan the server log files in order to find some digital 

trail. However, no anti-forensic technique was 

employed. Also, it is not clear how the attacks were 

carried out. 

 In [7] the authors seek to prove through 

practical tests that it is possible to retrieve data from 

a formatted Solid-State Drives (SSD), even 

containing algorithms that perform secure formatting 

of the data. Thus, the expert experiments were 

divided into two steps: 1 - Imaging for further analysis 

using tools such as FTK Imager 3.2.0 (eg, Windows 

64-bit), dcfldd, dc3dd 7.1.614 (ex. , Kali Linux 32 bit); 

and 2 - data recovery, using tools such as Foremost, 

Scalpel, Magic Rescue, Photorec and Recoverjpeg. 

The results showed that many files, even with secure 

formatting, were recovered, among them are *.jpg, 

*.bmp, * gif, *.png, *.avi, *.mpg, *.pdf, *.doc, *.java, 

*.sys, and *.dll. However, no anti-forensic technique 

has been applied or mentioned. In [8] a case study is 

proposed which a digital investigation is applied to a 

pedophilia case. In this context, several forensic 

techniques and tools are used and although the work 

does not mention anti-forensics, the steganography 

technique is used to make the investigation difficult. 

3. Proposal Description 

This section describes two case studies that aim to 

show the application of anti-forensics and how it is 

detrimental to the digital investigation. Proposed 

case studies: 1) Port Scan Intrusion → Applied 

forensic technique - IP attacker tracking. Applied anti-

forensic technique - trail obfuscation using web 

proxy; 2) Pen drive Data retrieval → Forensic 

technique applied - file retrieval and analysis of 

mactimes of files from a pen drive with fls and 

mactime tools. Applied anti-forensic technique - file 

wiping and/or disk wiping; The tests performed were 

divided into two parts, the first part (A) presents the 

digital forensic investigation acting on a committed 

crime. Moreover, the second part (B) presents the 

same study, but at this stage, anti-forensic 

techniques are applied, Table 1. In addition, in order 

to validate all the case studies performed, they were 

based on the Manual de Procedimento 

Operacional Padrão (POP) n°3.4, Forensic 

Informatics [9], which describes the standard 
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procedures used by Brazilian criminal police in expert 

examinations. 

Case Study Scenario Description 

1 A Port Scan Intrusion 

1 B 
Port Scan Intrusion 
with Anti-Forensic 

2 A 
Storage Data 
Retrieval 

2 B 
Storage Data 
Retrieval with Anti-
Forensic 

 Table 1. Division of Case Studies 

 

3.1. Methodology 

The research methodology used in this work was the 
case study. According to Yin [10], a case study is the 
strategy indicated when "how" or "why" questions 
should be answered, is just one of many ways to do 
social science research. Criminology/criminalistics is 
important social science, and so is computer 
forensics. Thus, a case study is the ideal 
methodology for studying digital crimes. Therefore, 
there are several ways of its application such as 
experiments, surveys, historical research and 
analysis of information in the archives, among 
others. 
 
 

3.2. Case Study 1, Port Scan 

This case study consists of performing a port scan 

using Nmap on a server to find out which network 

services are active. Thus, the digital forensic 

technique indicated here is to trace the reverse route 

to find out the source of the attack. Therefore, the 

subnetcalc2 tool (eg, Figure 3) was used and by 

applying it the forensic expert can find out where the 

attack came from. The next part is to reproduce the 

same type of attack, however, the attacker will now 

use an anti-forensic technique known as trail 

obfuscation using the JAP web proxy. Using this 

 
2: Subnetcalc: This tool shows the geographical location of the IP. 

Although it was not designed for that. Source: https://www.uni-

due.de/~be0001/subnetcalc/. 

feature the expert will not be able to pinpoint the 

source of the attack and as a result, it will not be 

possible to construct a crime case. In this case study, 

the attacker uses only web proxy and Nmap to mask 

the origin of the attack, no other anti-forensic 

technique is used. The network topology in which the 

case study was performed is as shown in Figure 1. 

Figure 1. Environment Topology. 

 

3.2.1. Case Study 1, Materials and 

Methods 

In order to conduct this case study the materials and 

methods were divided as follows: 

• Hardware used: i) Attacked Computer: 

Samsung notebook, core i3, 300 GB Maxtor 

Hard Drive, and Linux Mint 17.1; ii) Attacking 

Computer: HP core i3 generic computer, 500 

GB Hard Disk, Windows 7 Ultimate; iii) 

Network Equipment and Connections are 

as shown in Figure 1; 

• Software Used: i) Attcked Computer: 

Iptables Firewall version 1.6.1-2ubuntu2, 

subnetcalc 2.1.3-1ubuntu2; ii) Attacking 

Computer: Nmap version 6.40 and JAP 

version 00.20.001.3.3. 

https://www.uni-due.de/~be0001/subnetcalc/
https://www.uni-due.de/~be0001/subnetcalc/
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3.3. Case Study File Deletions 

This case study reproduces two situations in which a 

suspect of committing a digital crime (eg, the 

dissemination of child pornography) has his pen drive 

seized in a search and seizure. Thus, in the situation 

(A), without anti-forensics, the suspect delete the files 

from the pen drive using the SHIFT + DEL keys. 

However, in the situation (B), using anti-forensics, the 

suspect uses the wipe3 tool to erase the pen drive 

files. 

 The forensic technique that was employed by 

the expert consists of the recovery deleted files, using 

the tools: fls, mactime and foremost. These 

experiments present the part where files are retrieved 

from the storage device based on the Post Mortem 

Forensic methodology [11]. 

3.3.1 Case Study 2, Materials and 

Methods 
 

In order to conduct this case study the materials and 

methods were divided as follows: 

• Hardware used: i) Kingston Pen drive 2 GB; 

ii) Samsung notebook, core I3, 300 GB 

Maxtor Hard Drive, and Linux Mint 17.1 ; 

• Software used: i) fls version 3.2.3, mactime 

version 3.2.3 and foremost version 1.5.7, and 

wipe version 0.22; 

• File types and file operations: i) Type → 30 

FAT format files have been inserted into the 

USB pen drive, such as: five *.pdf, five *.odt, 

five *.docx, five audio files *.mp3, five *.jpeg 

images and five video files in *.mp4 format; ii) 

Operations → The operations performed on 

the archives were deletion and alteration. 

 
3: Wipe: can permanently delete data on hard drives and flash drives. 

Source: https://github.com/berke/wipe. 

That is, all files have been deleted. In 

addition, two files have been changed, for 

instance, *.docx and *.odt files. The purpose 

of the operations was to verify how forensic 

technique can be applied effectively to 

recover all files and detect if they have been 

altered.  

4. Results and Discussion, Case 

Study 1 

4.1. Scenario A, Port Scan without 

Anti-Forensic Technique 

 
With the help of the Nmap tool, a machine was 

scanned on a LAN and whose gateway is 

179.254.175.95, Figure 1. Thus, in order to enable 

the attack, port redirection was made so that the 

target machine (eg, 192.168.19.18, Figure 1) received 

Nmap requests (eg, Nmap command: nmap –T4 –A 

–v 179.254.175.9514) and consequently allow 

checking which services were open and susceptible 

to exploiting vulnerabilities5. Therefore, when running 

the scan, the firewall system script, available on 

Github, issued an alert in the log file, with the 

message “WARNING Port Scan ATTACK !!!”, 

Figure 2. 

Figure 2. The Log showed by Firewall. 
   

When checking the attacking IP 

200.163.14.57 displayed in the Firewall log, a reverse 

search was performed to identify where the attack on 

the server came from (eg, 192.168.19.18) using the 

4: Port Scan parameters with Nmap '-T' are given to indicate the 

attack time. '-A' is used to detect the operating system as well as its 

version. 

5:  https://www.cert.br/stats/incidentes/2018-jan-dec/tipos-ataque.html. 

https://github.com/berke/wipe
https://github.com/dioxfile/Network-Scripts/tree/master/FIREWALL
https://www.cert.br/stats/incidentes/2018-jan-dec/tipos-ataque.html
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subnetcalc tool (eg, command: subnetcalc 

200.163.14.57). The information generated by the 

tool can be seen in Figure 3. 

 
Figure 3. Attacker IP location using subnetcalc. 

From this point, locating the source of the 

attack is possible following the procedures described 

in [9]. Therefore, the experts should ask the 

responsible ISP to register the IP that was granted to 

the client at the time of the attack and thereafter issue 

a search and seizure warrant. It is observed that it 

was trivial to obtain the attacking IP location (eg, 

Brazil, Figure 3) when an anti-forensic technique is 

not applied. 

4.2. Scenario B, Port Scan with Anti-

Forensic 
In this step, we used the anti-forensic web proxy 

technique, which was performed with the JAP6 tool. 

This tool aims to make it difficult or impossible to 

locate the attacking device, for example, Figure 4 

shows the JAP interface, already running, which 

replaces the attacker IP in Brazil 200.163.14.57 with 

an IP in France 178.33.255.188. 

Figure 4. JAP Interface. 

          In addition, a Nmap feature was used with JAP, 

which allows the attacker to make a false identity 

setting. For example, nmap -T4 -A -v -D 

 
6:  https://anonymous-proxy-servers.net/en/jondo.html. 

178.33.255.99-178.33.255.199, ME, RND, RND. 

This command allows you to mask the source of the 

attack by randomly generating false IP addresses 

(eg, bait) from the 178.33.255.99-178.33.255.199 

range, and from this, the attacker can scan the port 

without his actual IP being tracked. Therefore, an 

intense scan was performed at IP address 

192.168.19.18. This type of attack selects all ports, 

for example, commons service ports are known as 

DNS, HTTP, HTTPS, DHCP, FTP, Telnet, SSH, 

SMTP, etc., and even makes use of the various 

Nmap Scripting Engine (NSE) to vulnerability 

testing.     Again, as in the previous test, when running 

the server scan, because it has an active firewall 

system, it issued an alert in the log file, with the 

message “WARNING Port Scan ATTACK !!!”, 

Figure 5. 

        However, the Firewall action does not detect the 

attacker's real IP, but a rather fake IP's (eg, baits), 

which were randomly generated by Nmap, as shown 

in Figure 5. 

Figure 5: Firewall Log.   

           Checking the IP's displayed in the Firewall log 

shows that there are several different IP's as a result 

of the applied anti-forensic technique. Therefore, 

when performing a reverse search to identify where 

the server attack came from, a random IP was 

chosen '198.108.67.106', and using the subnetcalc 

tool (eg, command: subnetcalc 198.108.67.106), the 

result shows the false origin of the attack, USA. , 

Figure 6, when in fact the attack came from Brazil. 

https://anonymous-proxy-servers.net/en/jondo.html
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Figure 6. Location of attacking IP using subnetcalc. 

          From this point, if the experts ask the US ISP 

the register IPs made available at the time of the 

attack, an innocent person may be blamed and it may 

not be possible to locate the actual attacker due to 

anti-forensic technique. 

5. Results and Discussion, Case 

Study 2 

5.1. Scenario A, File Recovery without 

Anti-Forensics 

Using the fls, mactime and foremost tools, this case 

study aims to recover files that were deleted with 

SHIFT + DELETE keys. Thus, after the seizure of the 

storage device, pen drive, for identification purposes, 

for instance, its manufacturer, model, and serial 

number, the usbview tool was used, Figure 7.

 
Figure 7. Usbview verification result. 

         First, the device was cloned, creating an image 

of the device so that the information remained intact 

and without the possibility of interference from the 

 
7MD5: hash md5 has been used for simplification purposes only. In 

practice it is recommended to hash SHA512 . 

external environment. And to ensure that no bits of 

the device image was changed, a hash function was 

used, which generates specific codes for each image, 

and if it is changed, the codes will also be changed, 

causing the image to be discarded. Cloning and 

hashing were done from a Linux terminal, for 

example: 

1. Device Image: # dd if=/dev/sdb of=/media 

imagem.dd 

2. Hash Function: # md5sum7 imagem.dd 

3.Result: ee4fd520b4f4e1f06c43e30b565eb927 

The next step in identifying the evidence was 

recognizing the partitions present in the image, then 

listing the files and creating a timeline showing all 

changes, for example, deletion, last access, etc. 

Also, the tool mmls was used to check the partitions 

present in the image, and thus determine where the 

files are located, or if any partition is hidden, and may 

go unnoticed under analysis. This process was 

performed on the Linux terminal, Figure 8. 

Figure 8. Analysis result with mmls tool. 

          After listing the partitions present in the image, 

it was identified that in slot 4 were contained the files 

to be recovered. The other partitions were discarded 

because they were system partitions. To check and 

list the files and mactimes we used the fls and 

mactime tool, the commands used for listing the files, 

and displaying the mactimes were executed on the 

Linux terminal, example: 
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• File Listing: #fls -m / -r -o 2048 imagem.dd > 

imagem.txt8 

• Mactimes Listing: # mactimes -b 

imagem.txt9 
        

      Moreover, checking the mactimes, it was identified 

that four files with extensions .odt and .docx were 

modified by the user, as shown in Table 2, which 

indicates the suspicion that these files have in their 

content, information that can be used as evidence. 

N° Date/Time 
Tipo de 

Timeline 
File Path 

 1 
Wed Oct 24 

2018 21:07:42 
      m.b /multiplicar.odt (deleted) 

 2 
Wed Oct 24 

2018 21:08:10 
       m..b /provas.odt (deleted) 

 3 
Wed Oct 24 

2018 21:12:52 
        m... 

/numeros (outra 

cópia).docx (deleted) 

 4 
Wed Oct 24 

2018 21:12:52 
      m... 

/.Trash-1000/files/numeros 

(4ª cópia).docx (deleted) 

Table 2. Result of mactime analysis. 

            The next step in the investigation is the file 

recovery. Thus, the Foremost tool was used to 

recover them, an example in the Linux terminal: # 

foremost -t all -i imagem.dd10 . 

             The result of the file recovery is shown in Figure 

9, where only the .jpg, .zip, .png, and .pdf files were 

successfully recovered. Files with the extension 

.mp4, .mp3 were not recovered in this process. Files 

with the extension .odt and .docx were corrupted 

and transformed into different extensions (eg, .zip, 

.sx, .png during recovery). They, therefore, lost their 

readability and validity as evidence before the jury. 

 
8: The fls tool is included in forensic autopsy software, and its 

documentation is available: 

https://wiki.sleuthkit.org/index.php?title=Fls 

Figure 9.  Foremost analysis result. 

5.2 Scenario B, File Recovery with 

Anti-Forensics 

In this second step of the case study, we used the 

disk wiping technique, in which all device contents 

were deleted using the wipe tool in the Linux terminal: 

# wipe -kq /dev/sdb. As in Scenario A the usbview 

device identification tool was used, the verification 

result is shown in Figure 10. 

Figure 10. Usbview Result. 

         Here was also created the hash code of the 

generated image. Image creation and hash creation 

were done from a Linux terminal, for example: 

1. Device Image: # dd if=/dev/sdb of=/media/img.dd 

2. Hash Function: # md5sum img.dd 

3. Result: b8bfe86450f0fd9a36672cee2d23c576 

 

      The next step was to identify partitions and create 

a timeline that will show all changes, deletion, last 

access, and more. When scanning the device image, 

9: Mactime is a tool that is included in the autopsy software and is 

available at https://wiki.sleuthkit.org/index.php?title=Mactime. 

10: foremost  is a data recovery tool whose manual is located at 

https://www.howtoforge.com/recover-deleted-files-with-foremost. 

https://wiki.sleuthkit.org/index.php?title=Fls
https://wiki.sleuthkit.org/index.php?title=Mactime
https://www.howtoforge.com/recover-deleted-files-with-foremost
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listing files and mactimes identified that it was 

unreadable, Figure 11. 

Figure 11. Partition Listing Result with mmls. 

 

           It is essential to note that only file listing and 

mactimes were impaired in this process. However, 

the attempt to recover the files was performed 

because the tool used has great recovery power. 

Thus, the file recovery was done with the Foremost 

toot: # foremost -t all -i imagem.dd. After trying to 

recover the files, it was verified through the log 

generated by the tool, that no files were recovered 

during the analysis because of the anti-forensic 

technique used, Figure 12. 

Figure 12. Foremost Analysis Result. 

 Therefore, it was not possible to proceed with 

the expert analysis, as it depends on the recovery of 

the files to proceed, and no file was found in the image 

analyzed by foremost. 

6. Conclusions 

In this paper, we presented two case studies which 

are: 1 - Port Scan Intrusion and 2 - Data Wipe. The 

case studies in question were conducted in two steps, 

with and without the application of anti-forensics. It 

was observed that the investigation in the scenario 

without the application of anti-forensics can identify 

suspects and generate evidence that can be used in 

court. However, with the application of anti-forensics 

the work of the expert becomes difficult, since it is 

much more complex to reach out to criminals and/or 

generate evidence that can be used in court. In 

addition, several steps of computer forensics and 

digital anti-forensics were described as the use of dd, 

foremost, fls, Nmap, among others. 

 Among the presented techniques are: reverse 

IP search; IP spoofing with web proxy and wipe file 

delete. Thus, it was possible to observe, in practice, 

how anti-forensics can harm the digital investigation. 

Thus, in future works we intend to research and 

describe how anti-anti-forensics can help mitigate 

the problems described in this research. 
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