
IJoFCS (2018) 1, 29-36  
 

 

_____________________________ 

 The International Journal of  
FORENSIC COMPUTER SCIENCE 

_____________________________ 

www.IJoFCS.org 
 

DOI: 10.5769/J201801003 or http://dx.doi.org/10.5769/J201801003 

 

___________________________________ 
Paper submitted on: October 4th, 2018 

An Integrated Copy-Move Forensic Method for Tamper 
Detection and Localization of Duplicated Regions 
  
Vanita Mane1 and Subhash Shinde 2   
 

(1) Email: vanitamane1@gmail.com 
(2) Email: skshinde@rediffmail.com, 

 

Abstract: A copy-move tampering is induced by facsimileing and gluing content inside a similar 

picture, and conceivably post preparing it. As of late, the identification of copy-move fabrications has 
turned into the most dynamic research region in blind image forensics. A many copy-move forgery 
detection (CMFD) techniques such as block-based and key-point matching predicated methods have 
been proposed for the detection and localization of copy-move image forgery. Key-point based 
strategies were found better than block-based methods in term of robustness against affine 
transformations, computational cost and space complexity, still, it has some limitations. Researchers 
have proposed many integrated methods to cope up with the limitations of key-point based methods, 
but they failed to detect mirror reflection transformation and some improvements to define the 
tampered region more precisely is required. This paper aims to propose a novel method which can 
elevate these drawbacks by combining features of key-point based method MIFT (Mirror Invariant 
Feature Transform) and block-based technique Zernike moments. Additionally, proposed refining the 
affine transformation utilizing an iterative plan which amends the estimation of the affine 
transformation parameters by incrementally finding extra key-point matches. The proposed integrated 
method has been assessed utilizing a sizably voluminous dataset of real images. The improved results 
are obtained compared with MIFT and Fusion method for parameters precision, recall, and F-
measure. 
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I. Introduction 

Nowadays digital images are becoming the main 
source of information carrier in the digital era. 
Thousands of people are highly dependent on the 
digital images in their day to day life. As a result, 
today digital images speak to a typical wellspring 
of proof, both inconsistently life discussions and 
in trials. But, in today's digital age, digital images 
are easily manipulated without leaving any visible 

traces of tampering. The legitimacy of images has 
played a vital role in several areas, including; 
Tabloid magazines, newspapers, fashion 
industry, in mainstream media outlets, scientific 
journals, political campaigns, courtrooms, and the 
photo hoaxes and crime scene investigation 

image tampering is of three types: Image 
retouching, Image splicing, and Copy-move. 
Image retouching used to improve or reduce 
digital images features. Image splicing is used to 
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create a new image by compositing two or more 
images. Work in this paper is focused on copy-
move. 
 

 
Figure.1. Example of image tampering that 
appeared in press in July 2008. The feigned 
image (on the right) shows four Iranian missiles 
but only three of 
them are real; two different sections (encircled in 
red and purple, respectively) replicate other 
image sections by applying a copy-move attack 
[1]. 
  
In copy-move (Figure.1) a part of the image is 
replicated and pasted to some other location to 
copy or hide the contents within the same image. 
The key feature of copy-move is that, since the 
copied locale is picked from the same image, the 
noise factor, surface and color patterns are 
similar in temperament with whatever remains of 
the image. Therefore, it is very difficult to identify 
which part is forged one. Moreover, there is a 
possibility that some post-processing operations 
can be performed on the copied part before 
pasting it which makes the detection procedure 
harder. Considering this complexity, total work is 
concentrated towards detection of copy-move 
forgery. 
 

2. Literature Survey 

An image CMFD has in recent times become a 
very vital research topic in blind or passive image 
forensics. The studied literature shows several 
techniques to know the recent development in the 
field of images CMFD. Passive copy-move 
tamper detection techniques divided into two 
types: Key-point based, and Block based. 
 

A. Block Based Methods 
 

In this method first, the image is split into 
overlapping square blocks and then resemblance 

among the blocks are acquired to conclude the 
image forgery. DCT [2], PCA [3], DWT [4] and 
Zernike performs relatively very well. Though 
block-based method detects duplication more 
accurately still it has some issues listed below: 

• More memory required and consequently 
more computation time 

• Cannot detect large transformations i.e. 
scaling, rotation, reflection, etc. 

 

B. Key-Point Based Methods 
 

In this methods, key-points (regions with high 
entropy) are extracted to create a feature vector. 
The feature vectors are matched to seek out the 
copied blocks. Key-point based methods Scale 
Invariant Feature Transform (SIFT) [1], Speeded- 
Up Robust Feature SURF [5] and MIFT [6] have 
numerous advantages as compared to block- 
based methods such as high computational 
efficiency, robustness against geometric 
transformations like scaling, rotation, illumination 
variations etc. Yet there are many issues related 
to key-point based methods and these are listed 
below: 

• If the copied area is small in nature, it may 
happen that the area is totally missed. 

• These methods on their own usually are 
unable to detect flat copied regions i.e. 
area with enormously uniform or repetitive 
texture. 

• These methods have a high False positive 
rate (FPR). 

• These methods are unable to distinguish 
between original and duplicate region. 

 
C. Integrated Methods 

 
To solve the problems of the above-mentioned 
methods many authors [7], [8], [9] and [10] 
proposed hybrid techniques for copy-move 
tamper detection. By composing two methods 
growth the precision and robustness, but still, 
have some issues listed below: 

• These methods cannot handle mirror 
reflection transformation. 

• Some improvements to define the 
tampered region more precisely. 
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• Still, the performance of detection flat 
region needs to be improved 

• By applying two feature extraction 
methods on the whole image, the 
processing time was increased. 

 

3. Contribution  

From literature analysis, it is found that the block-
based or key-point based methods alone are 
unable to detect copy-move forgery for all types 
of attacks and all types of transformations. Even 
hybrid methods fail. A novel framework for 
detecting Copy-Move Forgery in Digital Images 
by combining the best features of Key-point 
based and Block-based methods which will 
elevate the limitations of the existing system is 
proposed. Likewise, proposed refining the affine 
transformation utilizing an iterative plan which 
enhances the estimation of the affine 
transformation parameters by incrementally 
finding extra key-point matches. 
 

4. Methodology 

The goal of the proposal is to detect copy-move 
forgery in almost all types of images i.e. images 
having post-processing as scaling, rotation, and 
reflection in addition to this if the forgery is done 
on flat regions.  

 
Figure. 2. Proposed Framework for CMFD 

The proposed approach considers a two-
component CMFD system. 

• The first component involves a key-point 
based system. Here MIFT [6] is considered 
as it is invariant to mirror reflection, scaling, 
rotation and robust to illumination changes. 

• The second component is a block-based 
method. For a close and highly reliable 
examination of an image, Zernike Moments 
[11] is the best choice.  

 
The framework of the proposed method is shown 
in Figure.2 explained in detail in following 
subsection: 
 

4.1. Preprocessing 
 
In the preprocessing, if the test image is in the 
RGB format it is converted to grayscale format. 

 
4.2. Extract Local MIFT Features 
 
MIFT is an improved version of SIFT which 
detects invariance of features in the mirror 
reflection. For a better understanding of MIFT 
first, need to go through SIFT proposed by [12]. 
Lowe’s method for image feature extraction 
converts an image into a huge collection of 
feature vectors. These feature vectors are 
invariant to image scaling, translation, and 
rotation and are robust to local geometric 
deformation. Key locations are detected as 
maxima and minima of the result of DoG 
(Difference of Gaussians) function applied at 
different scale in scale space using scale-space 
representation to a series of smoothed and 
resampled images. During localization, the 
candidate points which are having low contrast 
and reside on edges are discarded. By this 
invariance to scaling and translation is achieved. 
To achieve invariance to rotation dominant 
orientations are assigned to localized key-points. 
Finally, the key-point descriptor is computed to 
uniquely identify each key-point. A 16x16 
neighborhood around the key-point is taken which 
then split into sixteen windows of 4x4 sizes and 8 
bin orientation histogram is created for each 4x4 
window. This gives a total of 128 bins for each 
key-point, which is represented as a vector to 
form a key-point descriptor. As per [13] it is clear 
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that SIFT uses a fixed order to organize the 16 
cells in the interest region after specifying the 
dominant orientation out of 36 candidates. 
Because of this, it fails to distinguish between 
mirror reflection and rotation. X. Guos MIFT [13] 
method is used to solve this problem. The author 
of this paper introduced an adaptive encoding 
method which can maintain the order of the 16 
cells in the mirror reflection case. The reflection 
can be in any of four directions up, down, left or 
right. The two important directions are left and 
right. Directions up and down have the same 
order of bin orientation. The main aim is to 
choose between left and right. The formulae to 
choose is as below: [13], 
 

………(1) 

 

……….(2) 

 

where Nb is the number of orientation bins, nd is 
the dominant orientation and Li is the gradient 
magnitude. 
 

4.3. Key-point Matching 
The detected key-points are matched using 
Euclidean distance. For this first, compute the dot 
product of feature descriptors generated from 
above step with its transpose. Then sorting is 
performed to bring the similar feature descriptor 
values together. Finally, the Euclidean distance 
between neighboring key-points is computed and 
if space is smaller than a predefined threshold 
value, the matching is found, and these key-
points are stored for further processing. 
 

4.4. Estimating Affine Transformation 
 
From the descriptors generated, clusters are 
formed on the basis of hierarchical agglomerative 
clustering and grouped using Ward’s linkage 
method [1]. A tree structure is generated and 
clusters having a specified number of points are 
used. Finally, inliers (matched points) and outliers 
(mismatched points) are found through Random 
Sample Consensus algorithm (RANSAC) [1]. The 
points which satisfy a specific equation are inliers 
and remaining are outliers. 

 

4.5. Tampering Detection 
 
If there are inliers, then tampering is detected, 
and it is localized in an image. All the outliers are 
removed that helps us to reduce the false positive 
rate. 
 

4.6. Zernike Moments 
Key-point based method fails for flat images and 
very small copied area. If a tampered image is 
detected as non-tampered by above process, 
then Zernike moment(block-based) [11] is applied 
for tampering detection. Zernike is capable of 
investigating forgery in flat images and is sturdy 
to noise and rotation invariant and, therefore if we 
tend to use a descriptor primarily based in these 
moments, it will inherit these characteristics. 
In (ρ, θ) polar coordinates, the Zernike radial 
polynomials Rmn(ρ) are defined as: 

 
The procedure to extract a feature from an image 
using Zernike moments is as follows: 

i. The suspicious image (color image) with 
size, NxN is taken as input and converted 
to a grayscale image. 

ii. The image is then divided into overlapping 
blocks of size BxB 

iii. iii Zernike Moments are extracted from 
each block to represent feature vector for 
the corresponding block. 

iv. The feature vectors are lexicographically 
sorted so that the similar feature vectors 
will come adjacent to each other. 
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v. Based on the threshold value and 
Euclidean distance the matching is found. 

vi. Filter out the wrong matches again 
RANSAC is applied. 

 

5. Evaluation Parameters 

When evaluating CMFD algorithms, the important 
measures are the quantity of images accurately 
distinguished as tampered, TP, the quantity of 
images incorrectly distinguished as tampered, FP, 
and the quantity of images incorrectly 
distinguished as non-tampered, FN and the 
quantity of images correctly distinguished as non-
tampered, TN. From these computed the 
measures Precision, P, and Recall, R. They are 
defined as: 
 

…………………………..(3) 

………………………………..(4) 

Precision gives us the percentage of tampered 
images to all images detected as tampered, 
whereas Recall gives us the percentage of 
tampered images which are correctly detected as 
tampered. 
We also give F-measure as the harmonic mean 
of precision and recall. Higher the F-measure 
better the method performs. 
 

…………….(5) 

6. Experimental Results 

In this section, the performance of the proposed 
approach is analyzed through a set of 
experiments using two image databases.  
 

6.1. CASIA v2.0 Dataset 
 
The proposed methodology is evaluated on a 
dataset named CASIA v2.0. This dataset contains 
different types of forgeries. The dataset V2.0 
contains a total of 3469 images out of which 1710 
authentic and 1759 tampered color images. The 

images in this dataset are of different size, 
various from 240160 to 900600 pixels. 
 

6.2. Benchmark Dataset 
 
It includes 48 base images, separate snippets 
from these images. Here the copied region i.e. 
snippet is smooth (e. g., sky), rough (e. g., rocks) 
or structured (typically man-made buildings). The 
image size is about 3000 x 2300 pixels. Out of 
available base images, 10% of image pixels 
belong to the tampered region. 
 

6.3. Evaluation 
 
The proposed method is compared with two kinds 
of methods key-point based method (MIFT)[6] 
and fusion of key-point based method (SIFT) and 
block-based method (Zernike Moments)[9] as 
shown in Table I and II respectively.   
 

Methods Precision 

(%) 

Recall     

(%) 

F-measure   

(%) 

MIFT [6] 96.76 61.17 74.96 

Proposed 97.10 68.56 80.37  

Table 1.  Detection Results on CASIA Dataset 

 
1) Evaluation on CASIA v2.0 dataset: In this 
evaluated the proposed method on CASIA v2.0 
dataset and compared with key-point based 
method MIFT [6]. The proposed method is an 
integration of MIFT and Zernike Moment. As seen 
in Table 1, it is observed that the performance of 
the proposed integrated scheme in terms of 
precision, recall, and F-measure is better than 
MIFT. 

                          
 (a)                    (b)        (c) 

Figure. 3. (a) Original Image, Results obtained by 
(b) MIFT detects only a few key points in the flat 
copied region (c) Zernike accurately detects 
forgery in flat copied region 
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The poor performance of MIFT is because it 
detects only a few key-points in flat or smooth 
copied region as seen in the Figure.3(b). So, it 
fails to detect forgery in flat and small copied 
Region. 

For those images where MIFT fails in the 
integrated method, Zernike moment is applied 
which accurately detects a forgery in flat and 
small copied regions and improves the 
performance as shown in Figure.4. These figures 
show the original image, tampered image, 
detection, and localization. In the localization part, 
red portion show tampered region and green 
portion is an original part of the image. 
 

 
(a)     (b)       (c) 

Figure. 4. Results obtained by proposed method 

:(a) Original Image (b)Tampered Image (c) 

detection of flat copied region 

 
2) Evaluation on Benchmark Dataset: In this 
evaluated proposed method on Benchmark 
dataset and compared with a fusion of key-point 
based method SIFT and block-based method 
Zernike Moments [9] as seen in Table 2.  
 
Methods  Precision 

(%)  

Recall 

(%)  

F-measure 

(%) 

(SIFT+Zernike) 

[9] 

77.59 93.75 84.91 

Proposed 90.74 96.08 93.33 

Table 2.  Detection Results on BENCHMARK Dataset 

 
The proposed method outperforms than existing 
integrated method in terms of precision, recall 
and F-measure as most of the images in the 
Benchmark database have been tampered by 
reflecting and copying the image regions, 
resulting in a poor performance of the SIFT 
method. SIFT is not robust to reflection as shown 
in Figure.5. 

 
(a)     (b)        (c) 

Figure. 5. (a) Original Image (b) Very few Key-

points detected by SIFT (c) More Key-points 

detected by MIFT than SIFT 

The proposed method is invariant to mirror 

reflection, robust to combined transformation, 

detects multiple regions tampering correctly as 

follows:  

1) Invariant to mirror reflection: Proposed method 

aims at advancing state-of-the-art descriptors to 

be invariant to the mirror reflection. Even if some 

portion of an image is copied, reflected and 

pasted our method perfectly detects such forgery 

as shown in Figure.6. 

                                              
 (a)                 (b)       (c)  

Figure.6.Results obtained by the proposed 

method :(a) Original Image (b) Tampered Image 

(c) detection of copied region 

2) Robust to combined transformation: Proposed 

method is robust to combined transformation like 

reflection, rotation and scaling to create image 

forgery as shown in Figure.7. It accurately detects 

such forgery. 

                                 
  (a )                     (b)        (c) 

Figure. 7. Results obtained by the proposed 
method :(a) Original Image (b)Tampered Image 
(c) detection of flat copied region 
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3. Multiple region tamper detection: Even if same 

is region is copied and pasted multiple times 

within the same image proposed method 

precisely detects and localize such portions in a 

test image as shown in Figure.8 

                         
 (a)                           (b)       (c) 

Figure. 8. Results obtained by the proposed 
method :(a) Original Image (b) Tampered Image 
(c) detection of flat copied region 
 

4. Multiple objects multiple tamper detection: 

Multiple objects from the same images are copied 

and pasted multiple times within the same image. 

Then also the proposed method correctly detects 

and localize them in an image as shown in 

Figure.9 

    (a)                     (b)                        (c)                                             
Figure. 9. Results obtained by the proposed 

method :(a) Original Image (b)Tampered Image 

(c) detection of flat copied region 

 

6.4. Analysis 

From the above experimental results, it is clear 

MIFT features are invariant against rotation, 

reflection and scale change but failed to detect 

smooth or flat copied regions. Zernike is best for 

same. But it is impractical to use a block-based 

method i.e. Zernike moments method alone due 

to its high computational cost. So, by combining 

the Zernike method with MIFT improves the result 

and reduces computation, as if MIFT fails only for 

those images we apply Zernike instead of 

applying it on the global dataset. 

7. Conclusion 

Nowadays the people are highly dependent on 

internet and multimedia content especially digital 

images in their day to day life. These images are 

used as statistics assets. Moreover, at the 

present time, digital images can be present as 

evidence in courts. There are some ways to deal 

with recognize copied regions either the 

duplicated part is stuck in the other area with no 

changes or with changes, for example, rotation, 

reflection or scaling. MIFT features are robust to 

all transformation like reflection, rotation and 

scaling but show poor performance for smooth or 

flat or repeated content copied regions. Zernike 

moments are invariant against rotation and 

degradation and it is efficient for flat or repeated 

content regions. This paper presents an 

integrated method to detect copy-move forgery. 

Combining MIFT and Zernike methods improved 

the precision and robustness. Consequently 

copy-pasted regions in the overall image even in 

flat regions are detected. 
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