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Abstract: A wireless mobile ad hoc network is a dynamic wireless network with the engagement of 
cooperative nodes with a infrastructure less networks. Multicasting routing is intended for group 
communication that supports the dissemination of information from a sender to all the receivers in a 
group. Problems in ad hoc networks are the scarcity of bandwidth, short lifetime of the nodes due to 
power constraints, dynamic topology caused by the mobility of nodes. We would like to provide 
solution for the above problem using the cross layer approach. In a cross-layer design, where the 
medium access control layer functionality and the network layer functionality are performed by a single 
integrated layer. The basic design philosophy behind the multicast routing part of the architecture is to 
establish and maintain an active multicast tree surrounded by a passive mesh within a wireless mobile 
ad hoc network. Thus, the multicast backbone is a condensed passive mesh woven around a highly 
pruned tree. Although tree-based and mesh-based multicasting techniques have been used separately 
in existing multicasting architectures, the novelty in this study is the integration and reengineering of 
the tree and mesh structures to make them highly energy efficient and robust for real-time data 
multicasting in mobile ad hoc networks. Energy efficiency is achieved by enabling the nodes to switch 
to sleep mode frequently and by eliminating most of the redundant data receptions. Extensive 
simulation studies using Network Simulator helps to study the proposed solution soundness and prove 
the robustness of the system. 
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I. Introduction 

In this paper we propose two 
enhancements to the basic operation of the 
ETUS. ETUS protect only network layer. Our 
main is to design cross layer umpiring system 
(CLUS) to improve the security system. In CLUS 
we have proposed new framework. In these 
CLUS framework, we have introduced three 
enhancements includes battery status, link status 
and normal operations of ETUS such as token 

status, and network operation (i.e) (i) detecting (ii) 
quarantining the malicious nodes and (iii) 
salvaging. In detection the misbehaving node is 
traced and identified. Quarantine procedure 
envisages marking the offending nodes so that 
they do not participate any further in the network 
activities.  In salvaging operations ensure that 
alternative path. In this chapter we have found 
solutions to the first two issues such as battery 
status and link status. The CLUS, Cross Layer 
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Umpiring System being proposed now, handles 
all the three functionalities successfully. 

Extensive simulation studies using 
Network Simulator helps to study the proposed 
solution soundness and prove the robustness of 
the system. In this chapter we will explain, our 
proposed CLUS (Cross Layer Umpiring System) 
model. The rest of the chapter is organized as 
follows:  Section 2 provides overview of CLUS; 
Section 3 lists the important assumptions made. 
Section 4 describes the details of implementation 
of CLUS model. In Sections 5 we describe 
simulation studies done using QualNet and 
Section 6 with concluding remarks. 
 

2. Cross Layer Umpiring System 
 

In the Cross Layer Umpiring System, 
battery status and link status mechanism is 
introduced. We will consider two distinct 
situations: disruptions during (i) route reply and 
(ii) data forwarding phases. In the Cross Layer 
Umpiring System (CLUS) we have provided a 
mechanism to handle each of these two 
situations.  Let us now consider disruption during 
route reply phase. The loss of route reply packets 
causes serious impairment of performance of 
routing protocol. This is because route reply 
packets are obtained after flooding the entire 
network with RREQs.  MekeshSinghal et al 
have proposed and implemented the idea of 
salvaging route reply (SRR) for on demand 
routing protocols. This may happen because of 
either link failure or battery shortage. The above 
reasons are very genuine. Nodes affected with 
genuine reason should not book. It may treat it 
separately. Hence we reduce false positive.   

In this section, we propose a frame work 
Cross Layer Umpiring System (CLUS) that 
provides security for routing and data forwarding 
operations. In our system, each node's behavior 
from source to destination is closely monitored by 
a set of three umpires. If any misbehavior is 
noticed, CLUS flag off the guilty node from the 
circuit. We have proposed three enhancements to 
the basic ETUS such as Link status, Token status 
and Battery status as shown in the Figure 1.  
 

Protocols have need of correct information of the 
link status between neighboring mobile nodes. In 
the token status misbehaving nodes, token status 
is changed. Battery Life status is helpful to 
choose good battery strength nodes. The model 
with these three enhancements is called CLUS. 
We have implemented CLUS using AODV 
protocol.  
 

 
 

Figure 1 Frame work of CLUS 

 

2.1 CLUS Model 
 

In the Cross Layer Umpiring System (CLUS) 
each node is issued with a token at its inception 
which is similar to TBUT and GETUS. The token 
consists of four fields: NodeID, status, reputation 
and battery level. NodeID is assumed to be 
unique and deemed to be beyond manipulation; 
status is a single bit flag. Initially the status bit is 
preset to zero indicating a green flag. Initially 
reputation value is zero (i.e) positive. The token 
with green flag and positive reputation is a permit 
issued to each node, which confers it the freedom 
to participate in all network activities. Each node 
in order to participate in any network activity, say 
Route Request RREQ, has to announce its token 
status bit and reputation value. If token status bit 
is “1” indicating “red flag” protocol does not allow 
the node to participate in any network activity. 
Similarly, if reputation value is “-1” indicating 
“negative reputation” the protocol does not allow 
the node to participate in any network activity. 
Like that battery level more than 50 % only 
actively allowed participating in the network. 
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In network layer have two prominent 

operations route identification and  packet 
forwarding are similar operations of ETUS. In the 
forward path during data forwarding, each node 
monitors the performance of its immediate next 
node. That way, node A can tell correctly whether 
B is forwarding the packet sent by it, by 
promiscuously hearing B’s transmissions. 
Similarly during reply process RREP, C can verify 
whether B is unicasting the route reply RREP and 
whether the hop count given by B is correct. Thus 
during forward path A is the umpire for B and C is 
the umpire for B during reverse path operations. 
When a node is found to be selfish misbehaving – 
say dropping packets, the corresponding umpire 
immediately sends a M-ERROR message to the 
source and the status bit of guilty node is set to 
“1” – red flag using M-Flag message and 
reputation value is set to -1. In order to correctly 
correlate the overheard messages an additional 
field next_hop, link status and battery status has 
been introduced in all routing messages as done 
in CLUS. Though there are several kinds of 
misbehavior that could be captured by 
promiscuous hearing we are focusing only selfish 
actions: dropping packets and not transmitting 
packets. 

 
 

Figure 2 CLUS operations model 
 

Our aim in designing the security system 
is to limit the overhead to as minimum as possible 
while getting a good improvement in throughput. 
The active path is specified by nodes source, 
node 1,  . . node Ni-1, node Ni  . . node Nm and the 
destination node. Thus there are Nm+2 nodes in 

the active path U1, U2  . . Ui , Ui+1,  . . Um and Um+1 
are umpiring nodes as shown in the Figure 2. 
Umpire Uiis situated in the communication zones 
of nodes Ni, Ni-1, Ui-1 and Ui+1. For node Ni  the two 
umpires will be Ui and Ui+1. The third umpire will 
be Ni-1 is the forward path and Ni+1 in their reverse 
path. Thus when Ni is found to be misbehaving – 
say dropping packets or not forwarding control 
packets, umpire nodes Ui , Ui+1  & Ni-1  in the 
forward path and Ni+1  in the reverse path sends a 
M-ERROR message to the source,  then sets the 
status bit of guilty node Ni to “1” indicating  red 
flag by M-Flag message and reputation value is 
set to -1. 
Our aim is designing the security system is to 
limit the overhead to as minimum as possible 
while getting a good improvement in throughput. 
SCAN system and ETUS with requirements of 
signatures on the tokens by a minimum of 'k' 
neighbors, encryption, and periodic renewal of 
tokens is definitely robust, but at a huge cost of 
control overhead and energy efficiency.  
 
 

2.2.2. Analysis Of  Operations 
 

2.2.2.1 ROUTE REPLY PHASE  
 

During route reply phase CLUS is 
operational. In this the immediate predecessor 
monitors the performance. If node Ni    

misbehaves, and say announces a wrong 
sequence number. This is immediately observed 
by the node Ni+1 which sets the status bit of Ni to 
red and starts RREP salvaging operation. On the 
other hand if  Nisimply loses communication link 
or shortage of battery power with Ni+1, Ni   is 
notbooked; only route reply salvaging is 
undertaken. 
 

2.2.2.2 Data Forwarding Phase 
 

During data forwarding phase if  node   Ni  
misbehaves i.e. it drops packets, it is observed by 
nodes Ni-1 , Ui-1, and Ui+1 and they send M-Flag 
messages, and convict the guilty node ; further 
they  unicast messages among themselves to 
establish an alternative path via Ni-1 , Ui, Ui+1  

andNi+1.  In this segment Self_USS will 
operational.  
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On the other hand if node Ni goes out of 

communication link or shortage of battery power 
but the umpiring nodes do not receive the hello 
messages from Ni and simply switch over to 
alternative path, thus booking of innocent node is 
avoided. Thirdly umpire Ui may go out of 
communication link with Ui-1, Ni-1, Ni, and Ui+1 .In 
such a case Ni-1 monitors Ni   and Ni   monitors Ni  

+1    under Self_USS. 
 

3. Models And Assumptions 
 

In this section, we formulate the MANET 
network and security model, and also describe 
the selfish attacks. 

 
 

3.1. Network Model 
 

We consider a MANET consisting of an 
unhindered number of wireless mobile nodes. For 
differentiation between nodes, we require each 
node to have a unique non zero identification (ID) 
number. Assumptions made in the design of 
Cross Layer Umpiring System (CLUS) are as 
follows: 

 
1. A MANET where nodes are free to move 

about or remain at stand still, at their will 
is assumed. 

2. Each node may join or leave the network 
at any time. 

3. Nodes may fail at any time. 
4. The source and the destination node are 

not selfish nodes. 
5. Every node in the network have neighbors 

list. 
6. There exists a bi-directional 

communication link between any pair of 
nodes, which is a requirement for most 
wireless MAC layer protocols including 
IEEE 802.11 for reliable transmission. 

7. Wireless interfaces support promiscuous 
mode of operation. Most of the existing 
IEEE 802.11 based wireless cards 
support such promiscuous mode of 
operations, to improve routing protocol 
performance. 

 
 The promiscuous mode operation may 

incur additional communication overhead and 
energy utilization in order to process the transit 
packets. We do not address the energy efficiency 
in this work. 

 

3.2. Security Model 
 
  MANET are vulnerable to security attacks 
due to its features of shared radio channel, 
insecure open medium, dynamic changing 
topology, lack of cooperative algorithms and 
centralized monitoring, limited resource 
availability and physical vulnerability. Attacks on 
MANET can be classified into two categories, 
namely, active attacks and passive attacks.  An 
active attack attempts to destroy or alter the data 
packets and routing messages being exchanged 
in the network and it’s very harmful to the network 
security. Passive attack does not disrupt the 
operation of the network. Our work focuses on 
passive attack, but we do not address nodes that 
eavesdrop and record other nodes transmissions, 
and we address only the selfish nodes that refuse 
to fully participate in the network routing 
operations. Our security model is implemented on 
top of the popular AODV routing protocol 
 

4. Simulation Experiments 
 
 

Simulation studies have been done using 
QualNet 5. We have carried out our focus 
attention on four parameters – packet delivery 
ratio, false negatives probability, false positives 
probability and control overhead when mobility 
and percentage of malicious nodes vary.  

 
The performance evaluations for 

investigations – I are based on the simulations of 
100 wireless mobile nodes that form a wireless ad 
hoc network over a rectangular (1000 X 1000 m) 
flat space. The MAC layer protocol used in the 
simulations was the Distributed Coordination 
Function (DCF) of IEEE 802.11. The performance 
setting parameters are given in Table 1. 

 



22   Secured Unicast Cross Layer Routing Design in Wireless Mobile Ad Hoc Networks ____________________ 

 

 

Table 1 Parameter Settings 
 
  Before the simulation we randomly 
selected a certain fraction, ranging from 0 % to 40 
% of the network population as malicious nodes. 
We considered only two attacks – modifying the 
hop count and dropping packets. Each flow did 
not change its source and destination for the 
lifetime of a simulation run. 
 

4.1. Throughput 
 

 
Figure 3 Comparison of CLUS throughput 

with various malicious nodes in percentage. 
 

 
In the world of MANET, packet delivery 

ratio has been accepted as a standard measure 
of throughput. Packet delivery ratio is nothing but 
a ratio between the numbers of packets received 
by the destinations to the number of packets sent 
by the sources. We present in Figure 3 the packet 

delivery ratios of CLUS with node mobility varying 
between 0 to 20 m/s. 
 

 
Figure 4 Comparison of CLUS and ETUS 

with 40 % of malicious nodes. 
 

 
 

Figure 5 Comparison of generic ETUS, 
TBUT, CLUS and ETUS in presence of 40 % of 
malicious nodes. 

 
From Figure 3, Figure 4 and Figure 5 the 

following conclusions can be drawn: 
 

i. In general packet delivery ratio decreases as 
mobility and percentage of malicious nodes 
increase. 
 
ii. We find that  CLUS yields a much  higher  
packet delivery ratio  compared to  generic ETUS, 
TBUT and ETUS  in the  presence  of 40% selfish 
nodes. It is found that with TBUT, there is a 
higher packet delivery ratio ranging from 3% 
(CLUS 20 m/s  mobility) to 6%. 
 

 

4.2 Failure To Deduct (False 
Negatives) Probability 

False Negatives Probability can be 
defined as: Number of malicious nodes left 
undetected  

Property Values 

Simulation Time 600 seconds 

Propagation Model Two rays Ground 

Reflection Mobility Model Random way point 

Maximum Speed 0 – 20  

Pause Time 0 seconds 

Traffic Type  CBR (UDP) 

Payload Size  512 Bytes 

Number of Flows 10 / 20 flows 

Node Placement Random 

Transmission Range 250 meters 

Radio Bandwidth 2 Mbps 
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LU

MN

NNumber of malicious nodes left un det ected
False Negatives Pr obability

Total number of malicious nodes T
 

 
The above definition requires some elaboration. 

We can think of two groups of malicious nodes 
that are left undetected. In the first group are 
those nodes, which never played a part in the 
network operation; they were probably traveling 
along the boundaries and never had a chance to 
participate in the network activity.  
 

 
Figure 6 Presents failure to deduct probability as a 
function of mobility and percentage malicious 
nodes. 
 
  The second groups of malicious nodes 
are those that played a role as a routing node, but 
went undetected. Clearly our umpiring system is 
responsible only for the second group. The first 
group of nodes is similar to reserve players in the 
sidelines and clearly any umpire cannot show red 
flag and march off players in the sidelines.  
Appropriately we have done the failure to detect 
probability calculation taking into consideration 
only those nodes, which took part in the network 
activity. Other researchers adopt the same 
approach also.  The results are similar that of 
SCAN (Hao Yang et al 2006).  

 

Figure 7 False Negatives Comparison of CLUS 
and ETUS with 40 % of malicious nodes. 

 

 
Figure 8 False Negatives Comparison of 
generic ETUS, TBUT, CLUS and ETUS in 
presence of 40 % of malicious nodes. 
 

Figure 6, Figure 7  and Figure 8 presents  
failure to detect  probability  as a function  of 
mobility and percentage of  selfish  nodes   of  
generic ETUS, TBUT, CLUS  and  ETUS,  
respectively.  A false-negative  probability,  which  
is the  chance  that  umpires fail to convict and 
isolate a selfish node, can be de- fined  as the  
ration  of the  number   of selfish  nodes  left 
undetected  to  the  total  number  of  selfish  
nodes.  We have calculated the failure to detect 
probability by taking into consideration only those 
nodes that took part in the network   activity.  
Other researchers have also adopted the same 
approach.  From Fig. 5.8, we can see that the 
false negative probability has decreased in CLUS 
compared to ETUS. 

4.3 False Accusation (False Positives) 

Probability  

False accusation probability ( refer Figure 
9) is the chance that umpires incorrectly   convict   
and   isolate   a legitimate   node.   In other 
words, this is the probability of wrongly booking 
innocent nodes. Fig. 5.10 presents false 
accusation probability as a function of mobility 
and percentage of selfish nodes for CLUS and 
ETUS, respectively. We find a similar  decrease  
in  false accusation   probability  at  all other 
combinations  of  selfish  node  percentages and  
mobility values with ETUS. We find that false-
positive probability increases with increasing 
percentage of selfish nodes and increased 
mobility. We present a comparison of false- 
positive probability values between generic 
ETUS, TBUT, CLUS and ETUS of 40% selfish 
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nodes in Figure 11. It is seen that with ETUS, 
false-positive probabilities decrease slightly. 
 

 
Figure 9 Presents accusation probability as a 
function of mobility and percentage malicious 
nodes. 
 

 
Figure 10 False Positives Comparison of CLUS 
and ETUS with 40 % of malicious nodes. 

 
 

 
Figure 11 False Positives Comparison of 
generic ETUS, TBUT, CLUS and ETUS in 
presence of 40 % of malicious nodes. 
 

4.4. Communication Overhead 
 
Communication overhead (Figure 12)  

can  be  evaluated based on the number of 
transmissions of control  messages like 
RREQ, RREP, and  RERR in the  case of 
plain  AODV and in addition  M_ERROR, M-
Flag, umpire, and neighbor list messages in 
the CLUS and ETUS in the Fig. 5.13. In the 

Figure 5.14, Communication overhead 
Comparison of generic ETUS, TBUT, CLUS 
and ETUS in presence of 40 % of malicious 
nodes. 
 

 
Figure 12 Communication overhead Vs mobility 
with various percentages of malicious nodes 
 

 
Figure 13 Communication overhead 
Comparison of CLUS and ETUS with 40 % of 
malicious nodes. 
 

 
 

Figure 14 Communication overhead 
Comparison of generic ETUS, TBUT, CLUS and 
ETUS in presence of 40 % of malicious nodes. 
 

 

5. Related Works 

The approaches for detecting packet 

dropping attacks can be categorized as three 

classes: multipath forwarding approach, neighbor 
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monitoring approach, and acknowledgment 

approach [1 -4]. 

A team of robots are deployed to accomplish a 

task while maintaining a viable ad-hoc network 

capable of supporting data transmissions 

necessary for task fulfillment. Solving this 

problem necessitates: 1) estimation of the 

wireless propagation environment to identify 

viable point-to-point communication links; 2) 

determination of end-to-end routes to support 

data traffic; and 3) motion control algorithms to 

navigate through spatial configurations that 

guarantee required minimum levels of service [7]. 

One such uncertainty is wireless communication 

itself which assumes complex spatial and 

temporal dynamics. For dependable and 

predictable performance, therefore, link 

estimation has become a basic element of 

wireless network routing. Several approaches 

using broadcast beacons and/or unicast MAC 

feedback have been proposed in the past years, 

but there is still no systematic characterization of 

the drawbacks and sources of errors in beacon-

based link estimation in low-power wireless 

networks, which leads to ad hoc usage of 

beacons in routing [8]. 

Many defenses based on spatial variability of 

wireless channels exist, but depend either on 

detailed, multi-tap channel estimation something 

not exposed on commodity 802.11 devices-or 

valid RSSI observations from multiple trusted 

sources, e.g., corporate access points-something 

not directly available in ad hoc and delay-tolerant 

networks with potentially malicious neighbors [9]. 

 
6. Conclusions 

 
In this chapter Cross Layer Umpiring 

System (CLUS) has been proposed.  We have 
conductedsimulationstudiesusing QualNet 
5.0 toevaluatethe performanceof 
CLUS.Theresultsshow that 

CLUSsignificantlyimproves theperformanceof 
TBUT and GETUSinallmetrics,namely, packet 
deliveryratio, false posit ives, and false 
negatives. However compared to TBUT 
communication overhead is increased by 
27.93 %. This is understandable since 
CLUS involves commissioning additional 
set (m+2) nodes for umpiring as well as link 
status and battery status. The next chapter 
introduces analysis of all three models. 
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