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Abstract: Security is considered to be an important issue in any wireless network. Many protocols are being 

designed for providing security in mobile ad hoc network to protect the data or network from various threads and 

attacks. Another important factor for ad hoc network is path optimization with less delay and energy 

consumption. Main challenges the MANET is proving good QOS, security and resource reuse. Security is being 

provided by Secure Elliptic Curve Routing Algorithm (SECRA) which consumes less energy and provides 

greater security over the network. In this paper we highlighter the relative performance of the routing protocols 

QRMR and AQRMR for different parameters i.e. end to end delay (in sec.), packet delivery ratio (in %), and 

throughput (in kbps) respectively for 50 to 200 nodes in the simulation area against time (in seconds). As UDP 

application starts sending packets after 0.06 sec. performance of each protocol is analyzed. From comparison we 

conclude that performance of AQRMR is better than QRMR protocol. There are present the scenario of ECC 

algorithm. Through which privacy provide to the message. Packet delivery ratio of AQRMR is better than the 

QRMR protocol. 
 

Key words: Mobile ad hoc network, Secure Elliptic Curve Routing Algorithm, Multipath, QoS, Routing 

Protocol, QRMR, AQRMR.  

 
 

I. Introduction 

Ad hoc wireless network is a special case of wireless 

network devoid of predetermined backbone 

infrastructure. This feature of the wireless ad hoc 

networks makes it flexible and quickly deployable. 

Qos is the performance level of a service offered by 

the network to the user. Most of the multimedia 

applications have stringent QoS requirements that 

must be satisfied. The goal of QoS provisioning is to 

achieve a more deterministic network behavior, so that 

information carried by the network can be rightly 

delivered and network resources can be better utilized. 

There are several challenges incorporating issues of 

efficient outing, medium access, power management, 

security and end to end quality of service (QoS) with 

user mobility. Most of the conventional routing 

protocols are designed either to minimize the data 

traffic in the network or to minimize the average hops 

for delivering a packet. [2].  

When QoS is considered, some protocols may 

be unsatisfactory or impractical due to the lack of 

resources and the excessive computation overhead. 

QoS routing usually involves two tasks: collecting and 

maintaining up-to-date state information about the 

network and finding feasible paths for a connection 

based on its QoS requirements. To support QoS [12], a 

service can be characterized by a set of measurable 
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pre-specified service requirements such as minimum 

bandwidth, maximum delay and maximum packet loss 

rate [3]. 

2. Problems of Ad Hoc Routing 

Protocol 

QoS is a wide area for research. Many protocols 

and techniques are developed in this field. QoS is 

provided in MANET is very important to make real 

time communication such as audio and video. There 

are many problems in the improving the QoS.[9], [10], 

[11] Many factors are there [13]which includes in the 

QoS like delivery ratio, overhead control, the average 

end-to-end delay.  But Qos in MANET is very difficult 

and challenging as compared to the wired network. So 

there are many problems when we are discus about is 

providing QoS in MANET. For example, which 

routing protocol discus in introduction (QRMR) is 

advanced from AODV protocol, but there are many 

limitations in this so it has required further 

development in this. There are many problems in ad 

hoc network such as dynamic topologies, bandwidth 

constrained, variable capacity links, energy 

constrained operation and limited physical security.  

Selection of routing protocol in any ad hoc network is 

very challenging task. A design issue for an efficient 

and effective routing protocol is to achieve optimum 

values of performance parameters under network 

scenarios. 

3. Related Work 

 S. Venkatasubramanian [1] develop a QoS-based, 

robust multipath routing (QRMR) protocol for      

mobile ad hoc networks to allot weights to individual 

links, depending on the metrics link quality, channel 

quality and end-to-end delay. The individual link 

weights are combined into a routing metric to validate 

the load balancing and interference between links 

using the same channel. Consequently, the traffic is 

balanced and the network capacity is improved as the 

weight value assists the routing protocol to evade 

routing traffic through congested area. Subsequently, 

the selection of the proportion of traffic to be routed to 

each neighbor is made to perform routing such that the 

weight of the node is a possible minimum.  

 C.R.Lin and J.S. Liu [2] proposed a bandwidth 

routing protocol for quality-of-service (QoS) support 

in a multihop mobile network. The QoS routing 

feature is important for a mobile network to 

interconnect wired networks with QoS support (e.g., 

ATM, Internet, etc.). The QoS routing protocol can 

also work in a stand-alone multihop mobile network 

for real-time applications.  

 Sanjeev Gangwar and Dr. Krishan Kumar [3] have 

proposed an effort has been made to develop 

comparative study and performance analysis of 

various on reactive routing protocols on the basis of 

mentioned performance metrics. Energy efficiency is 

one of the main problems in a mobile ad hoc network, 

especially designing a routing protocol. Power control 

and accommodating multiple classes of traffic requires 

further research attention.  

 Roch A. Guerin and Ariel Orda [4] have proposed 

the problem of routing flows with quality-of-service 

(QoS) requirements through one or more networks, 

when the information available for making such 

routing decisions is inaccurate. Inaccuracy in the 

information used in computing QoS routes, e.g., 

network state such as link and node metrics, arises 

naturally in a number of different environments that 

are reviewed in the paper. The goal is to determine the 

impact of such inaccuracy on the ability of the path-

selection process to successfully identify paths with 

adequate available resources. 

 M. Ali, B. G. Stewart, A. Shahrabi, and A. 

Vallavaraj [5] have proposed a new approach based on 

multipath routing backbones for enhanced QoS in 

MANETs. Nodes in MANETs greatly differ with each 

other in terms of communication and processing 

capabilities. In this approach, multiple routing 

backbones are identified from source to destination 

using intermediate nodes that have better 

communication and processing capabilities to take part 

in the mobile routing backbones and efficiently 

participate in the routing process. In addition to 

enhanced QoS support, the new approach also 

provides better congestion control according to current 

network traffic levels and nodes' processing loads. 

Simulation results show that this approach reduces 

end-to-end delay considerably and improves network 

throughput and packet delivery ratio by directing 

traffic through lowly congested multiple routing 

backbones that are rich in resources. 

 Abhay Atrish and Sukumar Nandi [6] have 

present a comparative study of three different QoS 
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based routing protocols. Firstly, SQ-AODV is an 

energy aware routing protocol works on 'make before 

break' mechanism. It utilizes a cross layer approach, in 

which residual node energy information is used for 

route selection and maintenance. Secondly, SMORT is 

a scalable multipath routing protocol which reduces 

the routing overhead incurred in recovering from route 

breaks, by using secondary paths. Lastly, QASR is a 

QoS aware stable path routing protocol designed using 

Signal Stability based Adaptive routing. It aims to 

select stable QoS routes that can survive for longer 

period of time using ns2. 

 Sanjeev Gangwar, Dr. Saurabh Pal and Dr. 

Krishan Kumar [7] have presented a thorough 

overview of QoS routing metrics, resources and 

factors affecting performance of QoS routing 

protocols. The relative strength, weakness, and 

applicability of existing QoS routing protocols are also 

studied and compared. QoS routing protocols are 

classified according to the QoS metrics used type of 

QoS guarantee assured. 

CH. V. Raghavendran, G. Naga Satish, P. Suresh 

Varma and K.N.S.L. Kumar [8] have presented the 

challenges and basic concepts behind QoS routing in 

MANETs and provided a thorough overview of QoS 

routing metrics and design considerations. MANETs 

are likely to expand their applications in the future 

communication environments. The support for QoS 

will thus be an important and desirable component of 

MANETs. Several important research issues and open 

questions need to be addressed to facilitate QoS 

support in MANETs. Capacity estimation, route 

discovery, route maintenance and feasible path 

selection are key issues that require further 

exploration. 
 

4. Module of Coding and Protocol 

Overview 

Two types of file are generated one is scenario file 

and another is traffic file are generated. Traffic can be 

of two type and the two types of traffic generator like 

CBR and TCP so we have four different parameters. 

Then the mobility model (random waypoint mobility 

model) is used for the simulation purpose its represent 

the node movement. How their location, velocity and 

acceleration change over time. Routing protocols are 

used for transmitting the data among nodes.  After that 

ns2 tool is used for generating the scenario .It 

generates two types of file one is nam.filename file 

and another is tr.filename. Nam file generate the 

simulation that is in actual going on and another file tr 

file have trace file format by using awk script we can 

find out the value of how much packet drop, how 

much packet sent ,how much packet received, how 

much time to received the packet .So we can plot a 

graph . Below overview is given of QRMR protocol 

and newly designed AQRMR protocol. 

A. QRMR Protocol 

QoS-based Robust Multipath Routing (QRMR) 

protocol for mobile ad hoc networks; which is used to 

allot weights to individual links depending on the 

metrics such as quality of link, channel and delay. The 

selection of the proportion of traffic to be routed to 

each neighbor is made to perform routing such that the 

weight of the node is a possibly minimum. QRMR is a 

hybrid type routing protocol. Basically approach 

which is used in QRMR is similar to AOMDV routing 

protocol. Multiple routes are discovered during to path 

discovery process. In this new weight matrix is adding 

with every link between nodes which is depends upon 

end-to-end delivery, channel quality & link quality. 

These weight value next process routing and manage 

traffic through the network & enhanced the network 

capacity. In wireless network QoS is depend upon 

three factors end-to-end delivery, channel quality, link 

quality. Main propose of QOS is determined a route 

from source node to destination that fulfill the needs of 

users with QOS. Route is selected on the bases of QOS 

desire. 

B. AQRMR Protocol 

The proposed Advanced QoS based Robust multi 

path Routing (AQRMR) protocol selects multi path 

routes based on shortest path along with QoS 

parameters like bandwidth and end to end delay as 

route selection criterion. Shortest path consists of node 

density and link quality. Strong and weak channels can 

be easily differentiated by the shortest path. The main 

objective of using intermediate link is that the nodes 

which have been stationary for a threshold period are 

less likely to move and therefore, allows the protocol 

to select a link which has existed for a longer period of 

time. So the concept of node density and link quality 

plays vital role in selecting the most stable QoS links 

exhibiting stronger signals for maximum amount of 
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time and leads to stable QoS routes. The AQRMR 

protocol provides an eminent way of instantaneously 

constructing shortest paths between mobile nodes. The 

protocol signaling allows on demand route discovery 

and end- to-end QoS reservation to support QoS in 

terms of maximum bandwidth and minimum delay. 

This protocol rectifies the problem of available and 

used bandwidth as it is projected for shared links. By 

this it is possible to make an admission control of 

flows based on the available resources and to easily 

recover from the QoS violations. AQRMR provides 

fast rerouting capability and enables quick recovery 

from channel deterioration and route breaks. 

 

5. Elliptic Curve Security Algorithm 

Elliptic curve in MANET is used to provide higher 

security with smaller key size and less energy 

consumption. Smaller key size is sufficient to provide 

more security in message [14].  In encryption process, 

the algorithm consists of combination of public key 

infrastructure for hybrid system and elliptic curve 

algorithm for confusion and diffusion operations as 

shown. Hexadecimal numbers which is being used is 

arranged in the form of matrixes i.e. 8*8 in public 

position. [14] Elliptic curve algorithm helps to 

generate a private position based to the secrete value 

from public key.1024 bits are divided into two parts of 

512 bits. The last step is inserting the key inside the 

Cipher data based on the private position.  

Elliptic Curve Security Algorithm key generation 

process is described below. An entity M key pair is 

associated with a particular set of EC domain 

parameters such as key k, secure key s, public key p 

and data to be secured is considered.  

1. Select a random integer d in the interval [1, n- 

1].  

2. Compute Q = dp. 

3. M’s public key is p, M’s private key is s. 

The elliptic curve algorithm shows the process 

which describes security using public and private key. 

This algorithm is described in following steps:  

1. Public position of A, B, C and D taken.  

2. Public key infrastructure is given to generate 

secrete key value  

3. The secrete key of value is been considered as 

S[0,....,2r+3]  

4. Certain value of B and D is taken with 

addition of secrete key i.e. B = B + S [0] and 

D = D + S   [1]  

Algorithm is performed such that after addition of 

secrete key there will be data generated at private 

position is (B, C, D, A) which is equal to the data 

generated at public position. Decryption process is 

exactly reverse of the encryption [14]. This decryption 

process involves converting the encrypted data back to 

its original form which can be understand by the 

receiver. Same as that of process at the beginning of 

encryption at the start, decryption process is described 

at the sender side to generate the same private position 

at the receiver side to eliminate the key from the 

cipher text. 

6. Simulation Results 

A. Simulation Model and Parameters 

The simulation results of selected QRMR and 

AQRMR routing protocols has been analyzed. Their 

performance has been evaluated in the MANET 

scenario in terms of different performance metrics i.e. 

throughput, packet delivery ratio and end to end delay 

over TCP and UDP connection. In our simulations, the 

node density is varied as 50, 75, 100, 150 and 200.  

For this simulation work various parameters has been 

set up. Random Waypoint mobility models have been 

used to check the performance of protocols. The 

simulation is performed using Network Simulator 

(NS-2.35) in which the packets of size 1024 Bytes are 

used at a data rate of 1 Mbps. Under this simulation 

two protocols are analyzed at both mobility models in 

an area of 1000 x 1000 m
2
. The packets are sent at a 

rate of 20 m/sec. Simulation is run for a total of 100 

seconds using 50-200 nodes in the simulator Random 

waypoint Mobility model uses a pause time of 2 

seconds. During this simulation node density has been 

varied from 50 nodes to 200 nodes. The MAC protocol 

used is 802.11b. The behavior of QRMR and AQRMR 

routing protocol with varying density of nodes has 

been checked for Random Waypoint mobility model. 

Comparing the existing QRMR protocol with 

proposed routing protocol using ECC algorithm on the 

basis of these performance matrix: 

1. Packet Delivery Ratio 

2. End to end delay 

            3. Throughput 
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The network parameters we have used for network 

simulation for routing protocols are given in the Table 1. 

To evaluate the performance of routing protocols by taking 

a real world scenario into consideration with some 

constraints we have used a network simulator NS-2.35.  

For simulation purpose we used QRMR and AQRMR 

routing protocols. The simulation was carried out for 100 

seconds. This show how data is accesses how parameter 

used from transfer the data. 

 
Simulation 

Parameters  

Value  

Network Simulator  NS-2.35 

Routing Protocols  QRMR,AQRMR  

Simulation Area  1000m x1000m,  

Number of Nodes  50,75,100,150,200 

MAC Protocol  IEEE802.11b  

Simulation Time  100 sec.  

Connection Type  TCP 

Packet Size  1024Bytes  

Data Rate  1 Mbps  

Mobility Model  Random waypoint model  

Pause Time  2 sec.  

Nodes Speed  20 m/ sec.  

Seed  1.0 

Antenna Antenna/Omni Antenna 

Propagation Model Propagation/ Two Ray 

Ground 

Channel Channel/Wireless Channel 

TABLE 1: NETWORK PARAMETER 

 

B. Performance Metrics 

There are following performance matrices to 

evaluate the performance of the routing protocols. 

 

1. Throughput: It measures how well the 

network can constantly provide data to the 

destination. It is the ratio of the total amount 

of data that reaches a receiver from a sender to 

the time it takes for the receiver to get the last 

packet. 
 

2. Packet Delivery Ratio: The ratio of the 

number of data packets delivered to the 

destination nodes and the number of data 

packets sent  by source nodes. It measures  the  

 

 

 

loss rate as seen by transport protocols and as 

such, it characterizes both the correctness and 

efficiency of ad hoc routing protocols. A high 

packet delivery ratio is desired in any network.  
 

3. End to end delay: The average time interval 

between the generation of packets in a source 

node and successfully delivery of it in a 

destination node. 

The performance would be better when it is low. It 

therefore includes all the delays in the network 

such as buffer queues, transmission time and 

delays induced by routing activities and MAC 

control exchanges.  

C. Result 

Figure 1 and 2 shows the scenario with 200 and 50 

nodes. Graph  in the figure 3, 4 and 5  highlight the 

relative performance of the routing protocols QRMR 

and AQRMR for different parameters i.e. end to end 

delay (in sec.), packet delivery ratio (in %), and 

throughput (in kbps) respectively for 50 to 200 nodes 

in the simulation area against time (in seconds). As 

UDP application starts sending packets after 0.06 sec. 

performance of each protocol is analyzed. 

In these scenarios present the nodes 200 and 

50. They move within defined area and transfer data 

and packets from one mobile node to another. 

 

 

Figure 1: Scenarios of 200 nodes 
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Figure 2: scenarios of 50 nodes 

1. END-TO-END DELAY 

Comparisons graph of delay with two routing 

protocols. Simulation environment consists of five 

different numbers of Nodes 50, 75, 100, 150, 200 

mobile nodes. 

 
Figure 3: End-to-end delays 

In figure 3 shows the end to end delay of QRMR 

and AQRMR routing protocol. In this AQRMR 

protocol delay is overall less as compare to exiting 

QRMR protocols. So in the terms of end-to-end delay 

performance of AQRMR protocol is better as compare 

to the QRMR protocol. 

2. PACKET DELIVERY RATIO 

Comparisons graph of PDR with two routing 

protocols. Simulation environment consists of five 

different numbers of 50, 75, 100, 150, 200 mobile 

nodes. Figure 4 show the performance of packet 

delivery ratio. 

 In terms of PDR AQRMR routing protocols is 

gives better performance at node 50, 100, 150 and 200 

as compare to QRMR Routing protocol and at node 75 

QRMR routing protocol gives better performance as 

compare to AQRMR routing protocol. Packet delivery 

ratio of AQRMR is better than the QRMR protocol.    

 

Figure 4: Packet Delivery Ratios                    

 

3. THROUGHPUT 

Comparisons graph of throughput with two routing 

protocols. Simulation environment consists of five 

different numbers of 50, 75, 100, 150, 200 mobile 

nodes. Figure 5 show the performance of throughput. 

 

Figure 5: Throughput 

When throughput of any protocol is high then 

concluded that performance of that routing protocol is 

better than the other routing protocols. In the graph it 

clearly show that throughput performance of the 

AQRMR is better at all the 50, 75, 100, 150, 200 

nodes as compare to the QRMR protocol. This graph 

show when node density increase performance of 
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throughput is better. So in term of throughput 

AQRMR perform better as compare to the QRMR 

protocol. 

7. Conclusion and Future Scope 

After reviewing these QoS based protocols and 

observing their simulation result, it can concluded that 

by considering different QoS metrics these protocols 

outperforms in some condition with limited 

performance in others. Like QRMR performs well in 

end to end delay at node 100, and in packet delivery at 

node 75. The other hand AQRMR performs better in 

all the performance metrics. AQRMR provides fast re- 

routing capability and enables quick recovery from 

channel deterioration and route breaks. Based on our 

research and analysis of simulation result we draw the 

conclusion that AQRMR Routing Protocol perform 

better as comparison to the QRMR Routing Protocol. 

There are present the scenario of ECC algorithm. 

Through which privacy provide to the message. The 

encryption-decryption procedures formulated for the 

wireless wired systems are not attainable to be 

connected specifically for the remote systems and 

specifically for remote sensor systems. For future 

work several directions are possible from here. Like by 

combining more reliable QoS based 
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