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1. IntroductIon

Over the years there has been an ever increas-

ing demand for more storage capacity and porta-

bility of  electronic devices. History has witnessed 

the change in storage  media technology from 

the floppy disk (1.44 Mb) to blue ray disc (25,000 

Mb). But the greatest  change of all revolutions in 

storage  media facility was the introduction of the 

pen drive and the Memory cards. These memory 

cards are manufactured in various dimensions  

and  specific technical aspects.  At present, in  

open market more than  20 types of media cards 

are available[1-3]. These media cards provide us-

ers with the ease of portability and compatibility 

with numerous digital devices. Memory card can 

be used as external memory in a mobile phone 

as well as in a digital camera. The memory card 

can also be inserted in a memory card reader that 

can transfer the  digital data captured from an 

electronic device to a computer. As  such devices  

are so commonly in use, they are frequently en-

countered in many crimes as  digital evidences 

having digital data  in the form of digital pictures, 

messages, phone book, or  even higher docu-

ments such as Microsoft office files. Retrieving 

data from such  media card can be of major sig-

nificance in providing clues  to solve  a crime. 
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The aspect of increasing storing capacity  has 
also brought about  significant change in the con-
cept of security. Data which  is stored on mem-
ory cards can be very sensitive and may include 
credit card numbers, pin code numbers, phone 
books, encrypted messages and personal mes-
sages[4-8]. To prevent the theft or un-authorized 
access to a memory card, the introduction of en-
crypted password within digital devices provides 
a very secure means for the user. But  neverthe-
less, this has created  more difficulty in their fo-
rensic examination[9-14]. In this paper we  aim  
at explaining   the difficulties encountered   dur-
ing forensic examination of password protected 
moveable media cards and also providing a guide 
line to forensic examiners in case they come 
across such types of password protected devices.

2. Methods And MAterIAls

The analysis involved the  media cards such 
as Multimedia memory cards (MMC), Slot cards 
(SD Cards), Compact flash Card (CF cards), Sony 
pro duo stick, mini SD cards. The cards were first 
completely formatted by placing them in a 16 in 
1 memory card reader and using the hard erase 
function so as to remove any data that might be 
present on them. One reduced size memory card 
(reduced MMC) of 512Mb (Kingston) was then 
placed in a mobile phone of Nokia make (Nokia 
N70). Some data from the phone was then copied 
to the memory card and a password was applied 
to the memory card. The card was then removed. 
A second memory card of same model (512Mb 
Kingston) was then placed in the same phone 
(Nokia N70) and the same data was transferred on 
it but in this case no password was applied to it.

Figure 1. Compact flash, MMC card and 16 in 1 Memory card 
reader

Both cards were then placed in a memory card 
reader attached to a laptop (Compact Presario 
2200) and standard forensic software (EnCase 
and AccessData  Forensic Toolkit) was used in 
imaging the memory cards (refer Figure 1). The 
same steps were performed with different media 
cards using compatible  digital devices that sup-
port them. One copy was password protected 
while the other copy was left unprotected.

The digital devices that were used in pass-
word protecting the media cards were kept for 
further analysis and for retrieving data that could 
be relevant for  analyzing the memory cards. The 
devices were properly labeled to with their re-
spective memory cards and were switched off.

3. results And dIscussIons

The analysis of memory cards,  both the pro-
tected and unprotected ones yielded some very 
interesting observations. A memory card that is 
not password protected would simply auto ex-
ecute and display the contents of the cards. The 
imaging can be done in a similar manner  as that 
of standard hard disk with no major complica-
tions. On the other hand a memory card that is 
password protected when inserted in the memory 
card reader does not auto executes. This is due 
to the fact that the password protection mecha-
nism also locks the auto.exe files. The protec-
tion mechanism will also cause the memory card 
not to be displayed. So, when trying to access, it 
will simply not open. This is a major problem, as  
the memory card cannot be accessed or cannot 
be displayed and forensic tools are not capable 
of producing  an image of the memory card. 

It  is also important to note that while in-
serting the memory card in the card reader the 
computer can give an indication that the media 
card is not formatted and the forensic examiner 
should be careful as not to format the card or 
data can be lost permanently.

The interesting fact about memory cards is 
that the key to unlock the password present is 
located within the memory card itself. Since the 



10
Forensic Examination And  Imaging Of Password Protected Moveable Media Cards 

protection mechanism denies access to card by 
not displaying the card,  it is not possible to un-
lock the card with any form of brute force  or 
dictionary attack. This literally means that it is 
not possible to unlock the password protected 
memory card by connecting it to a computer.

The process of imaging password protected 
memory cards firstly requires the removal of the 
protection key. The solution in removing this 
key lies within the digital device that was used to 
protect this memory card. This device may not 
be present in all cases or may not be know by 
the examiner so alternative solutions are recom-
mended.

3.1. Steps for removing a password from 
a memory card

1. Make an image of the whole system file 
of the phone memory or in cases where 
the device is not supported by data cable 
then make use of a phone registry sym-
bian software (FExplorer) and install it on 
the phone memory. This phone registry 
software will give full access to the whole 
registry system of the phone

2. Locate a file that is called MMCSTORE. 
This file contains a list of passwords that 
have been used to lock the memory cards

3. Copy the file or send if using Bluetooth to 
another folder

4. Rename the file to MMCSTORE.txt

5. Open the file and the password will be 
displayed in it. This number corresponds 
to the key that has been used in locking 
the memory card.

6. Insert the memory card inside the phone. 
If the password on the MMCSTORE file 

corresponds to the password within the 
memory card it will not ask for the pass-
word.

7. Now navigate to the memory card and 
remove any password by inserting the 
password recovered from the MMCSTORE 
file.

8. Take the memory card out and place it in 
the card reader and the imaging can be 
done.

In certain situations the key for unlocking the 
memory card might not be on the MMCSTORE 
file or the key found on the MMCSTORE file might 
not be the right key and this could be due to:

a) If the phone has been formatted that 
would also erase any key that were pres-
ent on the MMCSTORE file.

b) If the key doesn’t match the password of 
the memory card it might be that another 
digital device has been used in locking 
the memory card.

c) Another reason is that if more than  three 
wrong hits of the password is done then 
automatically the memory card password 
will be changed and locked. This would 
mean very minimal chances of  retrieving 
any data from it.

In cases where it is not possible to find the 
key to unlock the password it is recommended 
that the examiner performs a HEX dump of the 
memory card (see Figure 2). This is a very te-
dious work as it would require long hours for 
decrypting the data present from the HEX dump 
but it’s the best way at this time to keep a copy 
of the digital data that is present on the card.
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Figure 2. HEX dump format

Another method that we propose but that is 
more destructive in nature and that should be 
used in critical scenarios  is a type of reverse 
formatting. The concept is removing the key by 
erasing it. This also erases  some of the  data 
that is present on the card but the data can be 
brought back by using forensic data recovery 
software toolkit. The type of recovery that should 
be done is a RAW format recovery. RAW recovery 
will provide us with maximum information from 
the memory card. The only problem with RAW 
recovery is that the data can once again be in 
encrypted format and it would require great ef-
fort to decrypt it.  This method is also destruc-
tive and does not guarantee 100% recovery of 
data and this method should be performed in 
extreme cases.

4. conclusIon

When performing an imaging of a memory 
card, the examiner should confirm whether the 

memory card is password protected or not. A 
memory card that cannot be read by a comput-
er does not imply that it is physically damaged, 
it  could be an indication that it is password 
protected. The memory card has to be  placed  
in a phone that is supporting it and if a pass-
word is requested it confirms that memory card 
is locked. If the memory card is placed in the 
phone that is also sent along for examination 
and no password is requested and the contents 
of the memory card can be read from the phone 
it confirms that the password needed to open 
the memory card is saved on the MMCSTORE file. 
Extracting that file would allow the examiner to 
get hold of the key to unlock the memory card. If 
a password is not present in the MMCSTORE file 
then a HEX dump is firstly recommended and in 
extreme cases the  proposed  reverse formatting 
can be implemented.

Even though mobile forensic kits are now 
readily available and they have the potential 
of reading the memory card contents in mo-
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bile phones but there is no such device yet that 
would allow us to work directly on password pro-
tected memory cards alone. The only solution,  
at present for  in forensic imaging of password 
protected media cards are  the proposed meth-
ods mentioned  above.
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