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Abstract - The digital information systems have become increasingly complex and inex-
tricably intertwined with the infrastructure of national, public, and private organizations. 
The forensic digital analysis as a whole, in its relative infancy, is the unwilling victim of the 
rapid advancement of computer technology, so it is at the mercy of ever more new and 
complex computing approaches. Forensic digital analysis is unique among the forensic 
sciences in that it is inherently mathematical and generally comprises more data from an 
investigation than is present in other types of forensics. The digital investigation process 
can be driven using numerous forensic investigation models. Among these is the need to 
analyze forensic materials over complex chains of evidence in a wide variety of hetero-
geneous computing platforms. The current computer forensic investigation paradigm is 
laborious and requires significant expertise on the part of the investigators. 
This paper presents the application of JDL data fusion model in computer forensics for 
analyzing the information from seized hard drives along with an analysis of the inter-
preted information to prove that the respective user has misused internet. This paper is 
an attempt to use the data fusion and decision mining processes, to help in enhancing 
the quality of the investigation process which is in turn is validated by statistical evalua-
tion. The mining rules generation process is based on the decision tree as a classification 
method to study the main attributes that may help in detecting the suspicious behavior. 
A system that facilitates the use of the generated rules is built which allows investigating 
agencies to predict the suspicious behavior under study.

Keywords - Computer forensic, Digital Investigation, Digital evidence, Cyber Crime, Data 
Fusion, Decision mining.
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1. IntroductIon

Any device used for calculation, computation, 

or information storage may be used for crimi-

nal activity, by serving as a convenient storage 

mechanism for evidence or in some cases as a 

target of attacks threatening the confidentiality, 

integrity, or availability of information and ser-

vices.   Computer forensic analysis [7,17] focuses 

on the extraction, processing, and interpretation 

of digital evidence. 

The tracing of an attack [7,11] from the victim 

back to the attacker often is very difficult and 

may, under certain circumstances, be impossible 

using only back tracing techniques. Although 

forensics investigations can vary drastically in 

their level of complexity, each investigative pro-

cess must follow a rigorous path. So a compre-

hensive tool for forensic investigations is im-

portant for standardizing terminology, defining 

requirements, and supporting the development 

of new techniques for investigators. Current ap-

proaches to Security System generate enormous 

amounts of data; higher priority must be given 

to systems that can analyze rather than merely 

collect such data, while still retaining collections 

of essential forensic data. 

The core concept of this paper is the impor-

tance of data fusion along with decision tree appli-

cation in computer forensics. It begins with defini-

tions of computer forensics and digital evidence, 

followed by a brief overview of the investigation 

tool “A Fusion based digital investigation tool” [18] 
developed using JDL data fusion model [4,9,10] and 

decision tree technique for analysis. Finally this 

paper justifies the use of the tool and application 

of decision tree rules in post incident analysis of a 

hypothetical case as well as validates it by statisti-

cally evaluating the rules used in the detection of 

suspicious user and hence justifies the method. 

The ability to model the investigation and its out-

come lends materially to the confidence that the 

investigation truly represents the actual events.

2. computer ForensIcs  And legAl 
AdmIssIbIlIty oF dIgItAl evIdence 

computer ForensIcs [7,8]

Computer Forensics is the science of busting 

cyber criminals. It can be defined more pedan-

tically as the “investigation of digital evidence 

for use in criminal or civil courts of law.” Com-

puter Forensics is most commonly used after a 

suspected hack attempt, in order to analyze a 

computer or network for evidence of intrusion. 

It is the use of scientifically derived and proven 

methods toward the preservation, collection, 

validation, identification, analysis, interpreta-

tion, documentation, and for the purpose of pre-

sentation of digital evidence derived from digital 

sources in the court of Law to punish the crimi-

nal [7].  The major goals are to:

•	Provide	 a	 conclusive	 description	 of	 all	

cyber-attack activities for the purpose of 

complete post-attack enterprise and critical 

infrastructure information restoration;

•	Correlate,	interpret,	and	predict	adversarial	

actions and their impact;

•	Make	 digital	 data	 suitable	 and	 persuasive	

for introduction into a criminal investigative 

process; and

•	Provide	 sufficient	 evidence	 to	 allow	 the	

criminal perpetrator to be successfully 

prosecuted. 

A major issue to achieve these goals is how 

to rapidly collect and normalize digital evidence 

from a variety of sources including firewalls, hosts, 

network management systems, and routers. The 

information that is collected could then be used 

to predict or anticipate adversarial actions, under-

stand the current state of affairs, and help in de-

termining appropriate courses-of-action. 

digital evidence 
As with any investigation [8,14,6], to find the 

truth one must identify data that: 
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•	 Verifies	existing	data	and	theories	(Incul-
patory Evidence)     

•	Contradicts	existing	data	and	theories	(Ex-
culpatory Evidence) 

To find both evidence types, all acquired 
data must be analyzed and identified. Analyzing 
every bit of data is a daunting task when 
confronted with the increasing size of storage 
systems [3]. Furthermore, the acquired data is 
typically only a series of byte values from the 
hard disk or any other source. The Complexity 
Problem is that acquired data are typically at 
the lowest and most raw format, which is often 
too difficult for humans to understand. Also the 
Quantity Problem in Forensics analysis is that 
the amount of data to analyze can be very large. 
It is inefficient to analyze every single piece of 
it. Computer forensics [7] is the application of 
science and engineering to the legal problem 
of digital evidence. It is a synthesis of science 
and law. At one end is the pure science of ones 
and zeros in which, the laws of physics and 
mathematics rule. At the other end, it is the court 
room. To get something admitted into court 
requires two things. First, the information must 
be factual. Secondly, it must be introduced by 
a witness who can explain the facts and answer 
questions. While the first may be pure science, 
the latter requires training, experience, and an 
ability to communicate the science.

3. FusIon bAsed dIgItAl  
InvestIgAtIon tool

A digital investigation tool [18] based on 
data fusion [4,5,9,10] (See Figure 1) has been 
developed by grouping and merging the digital 
investigation activities or processes that provide 
the same output into an appropriate phase and 
mapping them into the domain of data fusion. 
This grouping process of the activities can balance 
the investigation process and mapping them into 
data fusion domain along with decision mining 
can produce more quality data for analysis. 
The primary motivation for the development 

of the investigation tool is to demonstrate the 
application of data fusion in digital investigation 
model and use of decision mining rules improves 
the classification accuracy and enables graphical 
representation in computer forensics. Data 
cleaning, data transformation and data reduction 
features available in different levels of fusion in 
the tool can assist in improving the efficiency 
of digital investigations and narrowing down the 
search space. The documentation capabilities 
incorporated into it can help the investigating 
agencies to generate the report describing the 
nature of the case, steps used in analysis and 
finally result (decision) taken by the analyst, 
which can be used an expert testimony in the 
court of law. The data fusion process at different 
progressions is further explained in Table 1. 

Figure 1 Fusion based Forensic Investigation 
Tool

3.1 preparing the case (misuse of inter-
net) data and selecting the relevant At-
tributes

Employees with access to the Internet via 
their computer system at work can use the World 
Wide Web as an important resource. However, as 
stated earlier, excessive Internet usage for non-
job purposes and the deliberate misuse of the In-
ternet, such as accessing web sites that promote 
unethical activities, has become a serious prob-
lem in many organizations. Since storage media 
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are steadily growing in size, forensic analysis of 

a single machine is becoming increasingly cum-

bersome.	Moreover,	the	process	of	analyzing	or	

investigating a large number of machines has 

become extremely difficult or even impossible. 

However, chief importance in this environment 

is the detection of suspicious behavior. 

The sample of six users hard drives doing 

similar kind of work is studied. As the first 

principle of digital investigation is never to 

work on the original, Forensic Toolkit (FTK) [1] 

was used to create an image of the seized hard 

drives.  Once the images had been created, Files 

can be extracted from the imaged hard disk and 

analyzed using fusion based investigation tool 

for evidence. Since the case is to deal with misuse 

of Internet our main focus is to extract all the 

image	files	and	video	files	and	MP3	files.	We	use	

the FTK toolkit to collect all the image files and 

audio and video files even if the file extension has 

table 1 Activities at different levels in Fusion based Investigation tool

Data Fusion Levels Activities

Source Events of the crime scene. Sources are identified only when crime has been reported 
and authorization is given to the Investigating agencies.   

Data Collection and
Pre-Processing [4,5,9]

The first step where data collected from various sources are fused and processed to 
produce data specifying semantically understandable and interpretable attributes 
of objects. The collected data are aligned in time, space or measurement units and 
the extracted information during processing phase is saved to the knowledge 
database or knowledgebase. 

Low level fusion[4,5,9]

Concerned with data cleaning (removes irrelevant information), data transformation 
(converts the raw data into structured information), data reduction (reduces the 
representation of the dataset into a smaller volume to make analysis more practical 
and feasible). It reduces a search space into smaller, more easily managed parts 
which can save valuable time during digital investigation.

Data estimation

It is based on a model of the system behavior stored in the feature database and 
the knowledge acquired by the knowledgebase. It estimates the state of the event. 
After extracting features from the structured datasets, fusion based investigation 
tool will save them to an information product database.

High level fusion[4,5,9]

Develops a background description of relations between entities. It consists of event 
and activity interpretation and eventually contextual interpretation. Its results are 
indicative of destructive behavior patterns. It effectively extends and enhances the 
completeness, consistency, and level of abstraction of the situation description 
produced by refinement. It involves the use of decision tree functionalities to give 
a visual representation of the data. The results obtained would be indicative of 
destructive behavior patterns.

Decision level fusion[4,5,9]

Analyzes the current situation and projects it into the future to draw inferences 
about possible outcomes. It identifies intent, lethality, and opportunity and finally 
decision of the fusion result is taken in this level. Result can be stored in the log book 
in a predefined format from which evidence report can be generated. The same can 
be stored for future reference. In this level forensic investigator can interact with the 
tool so that more refined decision can be taken.

User interface
It is a means of communicating results to a human operator.  Evidence Report 
prepared and generated is represented as evidence to the problem solved by using 
the tool.

Forensic Log Book
[7,8,14]

The digital information are recorded with a pre-defined format like date and time 
of the event, type of event, and success or failure of the event, origin of request 
for authentication data and name of object for object introduction and deletion. A 
time stamp is added to all data logged. The time line can be seen as a recording of 
the event. The log book can be used as an expert opinion or legal digital evidence.
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been changed. Along with the file type to study 
the suspicious behavior we need to focus on the 
date and time of the day (working or non working 
hour) of browsing. Finally the following points 
can be considered for analyzing the above case.

1. From all the files (image files, video files, 
mp3 files) collected from various sources 
Investigator has to classify the files as 
Graphical	Image	files,	MP3	files	and	other	
files. 

2. To examine the graphical image files we 
use 4 attributes of files as given in the 
following table. The following 4 attributes 
are considered as relevant to the study.

The symbolic attribute are on Table 2

table 2.  symbolic attributes and their values

      Attribute Possible values

File Type Image (bmp, jpeg, gif, 
tiff),MP3 files, Other Files

File Creation Date Older files(with earlier 
creation date), New files

File Creation Time

Early hours of 
morning(12am to 6am)
Day time(6am to 7pm)
Night (7pm to 6am)

File creation day

Beginning of the week 
(Monday, Tuesday)
Middle of the week 
(Wednesday, Thursday)
End of week (Friday, 
Saturday, Sunday)

File Size Small, Large

File Creation Date field has been expanded 
into	 three	 fields.	 1.	Creation	Date	 (YYYYMMDD)	
2.	Creation	Day	3.	Creation	Time	(HHMM).	For	file	
creation Date attribute values we have specified 
two values that is older file when file creation date 
<=c and New file when file creation date >=c. C 
is the date value which has been decided when 
the case was prepared and investigated. File type 
are used to indicate the function of a given set of 
files for analysis. File type has three attributes file 

creation date, File creation day, file creation time 
each of them specifying a specific purpose. We 
give importance to file creation time and day that 
specifies the time at which illegally internet use 
has been done in the work place.

3.2 building the decision rules and predic-
tion of suspicious behavior

The next step is to build the classification rules 
using the decision tree method. The decision tree 
is a very good and practical method since it is rela-
tively fast, and can be easily converted to simple 
classification rules. The decision tree mining rules 
are adopted to analyze the case. A decision tree 
[2] is a tree in which each branch node represents 
a choice between a number of alternatives, and 
each leaf node represents a decision. Decision tree 
learning algorithm [12] has been successfully used 
in expert systems in capturing knowledge. The 
main task performed in these systems is using in-
ductive methods to the given values of attributes 
of an unknown object to determine appropriate 
classification according to decision tree rules. A 
cost sensitive decision tree learning algorithm [15] 
has also been used for forensic classification prob-
lem. It is commonly used for gaining information 
for the purpose of decision-making. In this paper, 
we form the decision tree rules based on the case 
under investigation to maximize the computer fo-
rensic classification accuracy. It starts with a root 
node on which it is for users to take actions. From 
this node, users split each node recursively ac-
cording to decision tree learning algorithm. The 
final result is a decision tree in which each branch 
represents a possible scenario of decision and its 
outcome. Decision tree learning is attractive for 3 
reasons [12,13,15,16]:

1. Decision tree is a good generalization for 
unobserved instance, only if the instances 
are described in terms of features that are 
correlated with the target concept.

2. The methods are efficient in computation 
that is proportional to the number of 
observed training instances.
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3. The resulting decision tree provides a rep-
resentation of the concept that appeals to 
human because it renders the classifica-
tion process self-evident.

In our investigation decision tree
1. Instance is represented as attribute-value 

pairs. For example, attribute ‘File Type’ 
and	its	value	‘image’,	‘MP3’,	‘otherfiles’.	

2. The target function has discrete output val-
ues. It can easily deal with instance which 
is assigned to a boolean decision, such as 
‘p (positive)’ and ‘n (negative)’. 

3. The training data may contain errors. A set 
of decision tree rules are formed based on 
File type analysis to know what values of 
attributes determine whether file is sus-
picious or not. The classification of an 
unknown input vector is done by travers-
ing the tree from the root node to a leaf 
node. A record enters at the root node of 
the tree and determines which child node 
the record will enter next. It is repeated 
until it reaches at a leaf node. All the re-
cord that ends up at a given leaf of the 
tree are classified in the same way. There 
is a unique path from root to each leaf. 
The path is a rule to classify the records. 
Following are the rules formed to indicate 
suspicious behavior.

In Table 3, the first column represents the rule 
number, the generated rules are presented in 
the second column, the number of the files for 
each user under study who successfully satisfy 
the rules is given in the third column depending 
on the number of files satisfying the rule. 
This ordering helps in determining the most 
significant rule. 

In order to achieve the goals set by this 
research, a system that facilitates the usage 
of the generated rules is built which allows 
investigating agencies to predict the suspicious 
behavior.

table 3.  decision mining rules

Rule 
no Rules

1

If it is an image file created/modified/
accessed early in the week (mon, tue) 
during 12am to 6am and 7pm to 12 
am(early morning, late night) then it is 
suspicious.

2

If it is an image file created/modified/
accessed early in the week (mon, tue) 
during 6am to 7pm(working hr) then it is 
not suspicious.

3

If it is an image file created/modified/
accessed middle in the week (wed, 
thurs) during 12am to 6am and 7pm to 
6am(early morning, late night) then it is 
suspicious.

4

If it is an image file created/modified/
accessed middle in the week (wed, thurs) 
during 6am to 7pm(working hr) then it is 
not suspicious.

5

If it is an image file created/modified/
accessed late in the week (fri, sat, sun)
during 12am to 6am and 7pm to 12 
am(early morning, late night) then it is 
suspicious.

6

If it is an image file created/modified/
accessed late in the week (fri, sat, sun)
during 6am to 7pm (day time working 
hour) then also it is suspicious.

7

But if the logical file size is large and if it 
is downloaded during working hours on 
any day of the week need investigation. 
Same rule is applicable for MP3 files 
downloaded at any time on day of the 
week.

3.3 result Analysis and evaluation
Once	all	 the	graphical	 images	and	MP3	files	

had been located, the information regarding 
these files are saved to the database. The tool 
can generate the tree report as in Figure 2 (tree 
diagram for one user); shows the behavior of user 
by classifying the files into positive and negative 
to detect the illegal use of internet. Like wise the  
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tree diagram for other users can be generated. 

When the files were analyzed using above tool, 

following conclusions are drawn.

1.	 Maximum	 internet	 usage	 occurs	 during	

weekends Friday, Saturday and Sunday 

during	6am	to	7pm.	And	during	Monday,	

Tuesday Wednesday and Thursday most 

of the internet use occurs during late in 

the night (7pm to 12am) or during (12am 

to 6am). 

2. From the file content it was also clear that 

majority of the files are graphical images 

and	mp3	files.	MP3	files	downloaded	dur-

ing the period 6am to 7pm everyday are 

suspicious. This could be further refined 

using the date of the incident. So it clearly 

shows the suspicious activity done during 

weekends or during early morning hours 

or late night hours in weekdays. 

From the tree diagram one can easily analyze 

each and every file’s properties like when it is 

created, its type and it’s size. It also classifies 

them according to the decision tree rules to 

show the result as positive (p) or negative (n); 

which are formed keeping in mind requirement 

of the case under investigation. The evidence 

report can be generated and kept in forensic 

log book for further reference. Along with the 

evidence report the investigation procedure can 

also be generated i.e. the rules formed for the 

analysis can also be printed out to be used as an 

expert testimony in the court of law.

In order to measure the performance of a 

classification rules on the test set an evaluation 

methodology is needed to evaluate it. There are 

different parametric tests to test the classification 

accuracy of the hypothesis [19]. As our sample 

size under study is less than 30, in order to 

measure the performance of our classification 

rules on the sample set, the significance level 

is examined by using parametric test as t-test 

[19]. For the test set the null hypothesis (H0) is 

taken as population mean contains all normal 

files (all unsuspicious files (-ve files)). Alternative 

hypothesis (Ha) is taken as population mean 

may contain suspicious or unsuspicious file. 

Statistically we can write

H0 : µH0 =    all files are normal files(-ve files)

Ha : µH0  ≠   normal files(-ve files) i.e. files can be 

either –ve or +ve file based on the 

(table-2) seven decision mining rules 

formed.

Figure 2 User’s tree diagram
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So parametric t-test t is calculated as 

  (1) 

Where  = sample mean

µH0 = universe/population mean

 = Standard Deviation

n =  total no of samples

In the sample set the sample mean   is 

calculated as 153.67 and universal mean (µH0) is 

calculated as 1038.334. Standard deviation  

for the sample is calculated as 1038.664

The degrees of freedom (df) is 

  (2)

For the samples taken for this case study 

the observed value of t is calculated as -7.429. 

To test the significance  value is set as 0.05. 

The calculated t value for degree of freedom 9 

obtained from the statistics table is 2.571. 

As Ha is two sided, we will use two tailed test 

and should determine the rejection region at 5% 

level of significance. So the rejection region is 

set as 

  (3)

The above result shows that the observed t 

value does not lie in the acceptance region; So 

we reject H0 and accept Ha  i.e.  the image files 

being collected from the hard drives of the users 

may be suspicious (+ve) file or unsuspicious (-ve) 

file based on decision mining rules formed and 

hence the decision mining rules formed in the 

paper can be successfully used to detect the 

suspicious user.

4. conclusIon

Forensic digital analysis is unique because it is 

inherently mathematical and comprises of more 

data for an investigation than others. Data fusion 

along with decision tree techniques applied in 

the context of database and intelligence analysis 
can be correlated with various security issues and 
crimes. By presenting data in a visual and graphic 
manner, the tool can offer investigators a fresh 
perspective from which to study the data. It can 
also act as a bridge between the digital forensic 
investigation team and judicial bodies. In addition 
to visualization techniques, statistical evaluation 
of the method can facilitate justification of effi-
cient processing of evidential data. The applica-
tion of data fusion and decision mining can help 
to extract patterns and anomalies from the large 
sets of data and thus can help the investigator to 
add domain context information such as witness 
testimony, crime details into a set of data.
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