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interests of the field of Forensic Computer
Science, software systems and services
related to Computer Crimes, Computer
Forensics, Computer Law, Computer Vision,
Criminology, Cryptology, Digital Investigation,
Artificial Neural Networks, Biometrics, Image
Analysis, Image Processing, International
Police Cooperation, Intrusion Prevention
and Detection, Machine Learning, Network
Security, Pattern Recognition, and Signal
Processing. Matters of digital/cyber forensic
interest in the social sciences or relating to
law enforcement and jurisprudence may also
be published.

CONTENT
A paper may describe original work, discuss a
new technique or application, or present a survey of
recent work in a given field. Concepts and underlying
principles should be emphasized, with enough
background information to orient the reader who
is not a specialist in the subject. Each paper should
contain one key point, which the author should be
able to state in one sentence. The desired focus
should be on technology or science, rather than
product details. It is important to describe the value
of specific work within its broader framework.
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EDITORIAL
Paulo Quintiliano, Ph.D.
Editor-in-chef

It is with great pleasure and satisfaction that
we launch Volume 3, Issue Number 1 of the
IJoFCS during the first semester of 2008, in time
to be distributed to the participants of the “Third
International Conference on Forensic Computer
Science (ICoFCS)”. The continued publication of
our journal heralds the consolidation of a vision
that arose several years ago and that became a
reality in 2006.
We are proud that our journal has elicited
great interest from the international scientific and
forensic communities. We have received numerous
requests for subscriptions to the IJoFCS from
within Brazil, as well as from many countries in
Europe, the Americas and Asia, which is certainly
a reflection of the important work we are doing
and the high technical and scientific level that our
journal has attained. With the aim of increasing
the dissemination of the IJoFCS, and in the hope
of providing incentives for the development of
Forensic Computer Science, we are distributing
free sample copies of our journal to major
universities and research centers in Brazil, as well
as several other countries.

With Volume 3, we are inaugurating a new
phase for the IJoFCS, and we aim to reach even
higher levels of excellence through a wonderful
partnership with the Digital Signal Processing
Group (GPDS) of the Electrical Engineering
Department at the University of Brasília (UnB), and
with the support of the Sagem Orga and SEPIN/
MCT. The GPDS’s professors are the IJoFCS’s
new collaborators and Associate Editors. Through
this partnership, and the great Sagem Orga and
SEPIN/MCT support, and on the basis of the
excellent results we have already achieved, we
hope to turn the IJoFCS into a principal Brazilian
and international entity responsible for evaluating
international scientific literature in our field.
The first issue of Volume 3 features articles
that focus on a particular type of cyber attacks,
with the goal of improving the way we confront
cyber crimes through preventative action and
reaction, in various technical ways. Specifically,
it includes articles that address mobile phone
telecommunications, the use biometrics for
voice recognition and fingerprint, and artificial
intelligence.
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Cyber Fraud Trends and Mitigation
Richard Howard, Ralph Thomas, Jeff Burstein, and Roxanna Bradescu

Abstract— Phishing Trojan horse programs are not traditional bots, but sophisticated and
original pieces of malicious code. Since iDefense began tracking this technique in May
2006, attackers have quietly seeded dozens of variants into the wild to target at least 30
specific banking institutions. These attackers had intimate knowledge of each targeted
bank’s Web infrastructure and built a sophisticated command-and-control system that
completely automated the attacks. The authors believe that criminal organizations are
using these phishing Trojans to compromise millions of bank accounts across the globe.
These Phishing Trojan attacks can defeat sophisticated authentication schemes that security
experts previously thought impenetrable.
This document discusses mitigation techniques that work and fail in light of these new
malicious code attacks. The audience will be given an overview on malicious code attacks
against the financial infrastructure and an introduction to banking authentication schemes.
This document also includes cyber fraud detection and mitigation strategies.
Index Terms— Authentication, Online Fraud, Information Security, Malicious Code,
Phishing

1. Executive Summary
PHISHING Trojan horse programs such as
MetaFisher are not traditional bots, but sophisticated
and original pieces of malicious code. Since
iDefense began tracking the MetaFisher issue in May
2006 (iDefense, "MetaFisher: A Sophisticated Bot
Attack," May 26, 2006), the attackers responsible
for MetaFisher have quietly seeded dozens of
variants into the wild to target at least 30 specific
banks. These attackers had intimate knowledge of

each targeted bank’s Web infrastructure and have
built a sophisticated command-and-control (C&C)
system that completely automates the attacks.
iDefense believes that criminal organizations
are using these phishing Trojans to compromise
millions of bank accounts across the globe.
These types of Phishing Trojan attacks can
defeat sophisticated authentication schemes that
security experts previously thought rock solid.
Manuscript received July 25, 2007.
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The only mitigation scheme that has yet proven
impervious to this Phishing Trojan technique is
the Indexed Out-of-Band One-Time-Password
authentication scheme; however, no single tool will
likely be enough to defeat future attacks. iDefense
recommends that the affected banking institutions
consider a "Defense in Depth" approach to cyber fraud
prevention. Banks should consider client anti-virus
solutions, fraud detection services and some form
of robust authentication as possible tools to mitigate
the threat posed by MetaFisher-type attacks.

2. Introduction
Cyber fraud is defined as the act of stealing
money from unsuspecting users via the Internet.
Since May 2006, iDefense has tracked a rapid
evolution of sophisticated cyber fraud techniques
used by organized crime groups.
iDefense research has identified a new type
of phishing attack; one that does not redirect
the victim to complex mock-ups of commercial
banking websites, like the majority of phishing
schemes developed to date. Instead, this new
technique allows the attacker to inject HTML
directly into the user's browser via a type of
phishing Trojan horse. These attackers target
the users of specific European banks, craft Web
pages designed to look exactly like a legitimate
bank’s website, and inject HTML code designed
to steal login credentials directly from the victim’s
browser. Once successful, the attacker logs onto
the victim’s legitimate banking site using the
stolen login credentials and transfers money out
of the account and into other third-party banking
accounts. Later, unsuspecting accomplice “money
mules” withdraw the cash for delivery, presumably
to the cyber criminals who initiate the attacks.
The MetaFisher cyber fraud attacks comprise
several unique components never before seen by
iDefense, including:
• Sophisticated software development process
indicators
• Local HTML injection techniques instead of
fraudulent external websites

• Ability to defeat complex one-time-pad (OTP)
authentication schemes
• Botnet control of "phished" computers
In its analysis of MetaFisher, iDefense predicted
that it would only be a matter of time before
the attackers migrated to US banking systems
and were able to defeat standard two-factor
authentication schemes, but that prediction came
true much sooner than expected. In summer
2006, press sources reported that at least one
client from CitiBank, using a token-based twofactor authentication scheme, had fallen victim to
a phishing attack1.
Even with an attack this sophisticated, not all
experts agree that cyber fraud is a significant
problem. At the iDefense Customer Council held in
Texas in the summer of 2006, banking customers
unanimously agreed that cyber fraud does not
financially impact their institutions to any great
degree. The conclusion was that simple fraud,
the form of fraud practiced for years, costs banks
more money than cyber fraud. Banks simply were
not very worried about cyber fraud.
These banks do, however, worry about how
their customers, and potential customers, perceive
them. If customers choose one bank over another
because of that bank’s reputation for security,
or lack thereof, it could impact securing a new
banking customer. Bank customers must feel their
assets are safe, and if banks expect to remain
competitive, they must demonstrate this to the
banking community. At the same time, banks must
minimize the cost to implement necessary security
and ensure that such measures are not so intrusive
that the customer is uncomfortable and therefore
reluctant to do business with the bank. For any
organization, these are high expectations.
The keys to security are authentication and
detection. The important question for banks is
how do they support an online banking system
authenticate with any degree of confidence, or
[1] Brian Krebs: Citibank Phish Spoofs 2-Factor Authentication. Security
Fix Blog, Washington Post. July 10, 2006.
[2] http://blog.washingtonpost.com/securityfix/2006/07/citibank_phish_
spoofs_2factor_1.html
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detect malicious behavior and lower the risk of cyber
fraud to acceptable levels? Fortunately, the solution
rests in a spectrum of choices that range from very
complex and completely secure to a simpler not as
secure solution, but perhaps secure enough.
According to an iDefense Weekly Threat Report,
the industry is also concerned about compliance.
The Federal Financial Institutions Examination
Council (FFIEC) guidelines mandated an identity
validation for online users by Dec. 31, 2006. The
FFIEC released the regulations, which are not
presently mandatory, in the autumn of 2005.
The regulations do not specify what forms of
authentication should be used, nor do they require
banks to comply, but the FFIEC begun auditing
banks in 2007. Since the FFIEC does not stipulate
how to accomplish these tasks, the banks are left to
themselves to determine an appropriate solution.
This report discusses how the phishing
Trojan technique operates, how it defeats certain
authentication schemes, and how some banks
and security firms are mitigating the threat with
more complex authentication and fraud detection
systems. Finally, this report examines a list of
possible mitigation techniques.

3. Phishing Trojan Overview
Techniques for establishing a phishing
Trojan on a victim's computer vary, but typically
consist of three components: the initial exploit,
communication with the command-and-control
website, and communication to the FTP drop
server to hold information the attacker wants to
steal. This process is illustrated in Figure 1.

Fig. 1. Cyber-Fraud Overview: Remote resources participating in cyber attacks.

3.1
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Initial Compromise

When iDefense first discovered the MetaFisher
Trojan in the spring of 2006, attackers used
the Microsoft Windows Metafile Format (WMF)
vulnerability to establish the initial foothold
(Step 1 above). Even though large corporations
patched this vulnerability as far back as January
2006, iDefense assumes that many home
users have not. Indeed, in the original report,
iDefense documented close to 30,000 hosts that
comprised the MetaFisher botnet. Exploitation of
the WMF vulnerability is not necessary, however
any exploit that allows an attacker to take control
of the host is adequate to accomplish the first
step.
Once the attackers "own" the victim’s computer,
they establish communication between the
compromised host and the command-and-control
servers. Attackers accomplish this by installing
a Browser Help Object (BHO) on the home user
system that only runs when the victim is using
Internet Explorer (IE).
According to Wikipedia2, a BHO is "a DLL
module designed as a plugin for the Microsoft
Internet Explorer Web browser to provide added
functionality. BHOs were introduced in October
1997 with the release of version 4 of Internet
Explorer.” BHOs gave third-party vendors the
ability to extend the capability of IE and Windows
File Explorer by providing access to the Document
Object Model (DOM), a fairly powerful capability.
For example, IE Google Tool Bar and IE Adobe
Acrobat Viewer use this capability.
Unfortunately, there is no proactive way to
prevent installation of malicious BHOs; the user must
be savvy enough to know how to check. If banking
customers are running Windows XP with SP2, they
can launch Microsoft’s tool for managing BHOs by
opening Windows File Manager, selecting "Tools" and
"Manage Add-Ons." Once there, users can disable
unrecognized BHOs. However, this is cumbersome
at best for the experienced computer user and not at
all suitable for the average home user.
[1] Wikipedia: Browser Helper Object.
[2] http://en.wikipedia.org/wiki/Browser_Helper_Object
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3.2. Command-and-Control Servers

3.3. FTP Drop Servers

Communication between the BHO and
the command-and-control (C&C) server is
accomplished via the Hypertext Transfer Protocol
(HTTP) instead of the typical bot Internet Relay
Chat (IRC) protocol (Step 2). Corporate and home
security policies are much less likely to block
this kind of traffic by default at the network edge
because it appears to be regular Web traffic.

The BHO establishes communication with the
FTP drop site (Step 3). It creates a unique name
on the FTP server that corresponds to the newly
compromised computer’s country of origin
and name. The FTP drop server and the C&C
server can be the same computer or different
computers. iDefense has seen both examples in
the wild.

In the MetaFisher scheme, attackers obfuscated
all commands between the C&C server and the
compromised system through a homegrown
encryption mechanism. The attackers used the
compromised hostname as the key. The iDefense
Malicious Code Team (Malcode) broke this
encryption scheme earlier in the year in an effort
to understand the impact of the phishing Trojan
[MetaFisher: A Sophisticated Bot Attack//May 26,
2006].

iDefense has uncovered evidence that Russian
organized crime is behind these attacks. The C&C
and FTP drop servers have experienced multiple
configurations over the past few months. Just
recently, both servers were located on the same
computer hosted by a Russian ISP and run by
a hacker going by the handle, “Godfather.”
This hacker is notorious for supplying network
domains to host illicit computer activity in Russia.
iDefense has communicated regularly with
Russian law enforcement personnel who claim to
be powerless over the attacks. Unless the crimes
occur on Russian soil (which they do not), and
unless some foreign entity requests help, Russian
law enforcement is largely impotent to stop this
kind of activity.

The use of this C&C scheme is fairly typical for
botnets in general, but what made the MetaFisher
Trojan botnet unique was the sophistication of
the C&C user interface that the attackers built to
automate their activity. The key components of
the software include:
• Apache website running PHP as a C&C
server
• Indicators of disciplined software development
techniques
• Interface that can handle multiple exploits,
not just WMF
• Interface that can easily handle more than
one user
• Interface that easily handles multiple FTP
sites
• Interface that provides meaningful statistics
to users of the software
The attackers configure the C&C servers
to communicate targets, exploits and custom
injection HTML to other members of the
botnet.

3.4. Banking Web Server
After the attackers exploit the host computer
and establish communication with the C&C
server and FTP drop server, they wait for the
user to connect to the targeted bank’s Web
server. When the client attempts to make an
online banking transaction, the BHO injects
HTML code in an effort to steal the user’s login
credentials from the client while the client is
logged onto the banking Web application (Step
4 above). Similar to traditional remote phishing
schemes, the BHO attempts to trick users into
entering user names and passwords in a classic
man-in-the-middle attack. The difference is that
the attackers launch the man-in-the-middle
attack locally on the host instead of remotely
on an external Web server. Figure 2 depicts
the actual website and the fabricated site with
injected content.

R. Howard et. al
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Fig. 2. MetaFisher Targeting a Spanish Banking Site: Via HTML injection an additional field is added to the banking site,
asking consumers for sensitive information.

On the left, users must enter a user ID and a
password to gain access to the site. However, if
users want to make a financial transaction, they
must enter a third password (indicated by the red
circle on the right) to authenticate and authorize
the transaction.
The HTML shown on the right is injected into
the client’s browser from the BHO. IE never actually
connects to the banking website at all. The BHO
collects the user name, password and transaction
password and sends it to the FTP drop server for
later use. The BHO then presents users with some
form of error message indicating that they should
enter the credentials again. This time, the BHO
allows the transaction to reach the banking web
site and users are unaware that anything out of
the ordinary has transpired.
Later, the attacker can log onto the website
using the stolen credentials and transfer money
from the compromised account to another online
banking institution. To complete the cyber fraud,
the attackers hire "money mules" or unsuspecting
accomplices, to withdraw the money and deliver
it to the attackers.

4. Techniques and Malicious Code
Evolution
VeriSign iDefense classifies malicious code that
targets financial institutions in several different
categories. Malicious code authors design specific
Trojan horses to target financial institutions
with more advanced login system designs than
standard username and passwords. However,
less advanced pieces of malicious code, such as
generic keystroke-logging Trojans and generic
form-grabbing Trojans, cause financial burdens
on institutions as well.

4.1. Keystroke Logging
The simplest form of information stealing
software is keystroke-logging software; such
programs are also known as keyloggers. Keystroke
logging records each key typed on the victim’s
keyboard. Keystroke logging produces large
amounts of data that include spaces, line breaks
and backspace keys. Authors have incorporated
keystroke logging in Trojan and Remote
Administration Tool (RAT) toolkits since the late
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1990’s. Keystroke logging became widespread
with early Trojans such as BackOrifice, Netbus
and SubSeven. Today, keystroke loggers are
features found in many RATs such as Nuclear
Rat, ProRAT and Bifrost. Many other types of
Trojans have generic keyloggers that gather
large amounts of stolen data, even if the attacker
is not targeting specific sites. In addition to
RATs, generic keyloggers are often present in
online game credential-stealing Trojans and
various IRC bot families. Keystroke logging is
not capable of grabbing forms. As a result, an
attacker who searches keystroke logs to isolate
recorded keystrokes relevant to a financial
institution might retrieve the following results:
www.mybank.com[CRLF]myonlineidmypassword
The user in the example above visited the
website of “MyBank” from their home computer.
The attacker is unable to capture the state of the
user's account. The site provided the user with
the login page and they subsequently entered
their password. The attacker is unable to retrieve
enough information to log in from a computer not
already registered to that user. If the user were
not at their home location, the attacker would
receive additional fields of text. However, the
attacker would not be able to determine the state
or ascertain what questions the security answers
corresponded to, as the victim never enters this
information using the keyboard.

Attackers can also inject DLLs into browsers and
intercept requests before the browser sends them
to the server. Attackers most commonly achieve
this by using a Browser Helper Object (BHO)
with Internet Explorer. More recently, attackers
started targeting Firefox with similar pieces of
software. This method has the added advantage
of capturing requests before encryption and
retrieving responses after decryption. Because
most sites that require authentication use
SSL, browser-based form grabbing is the only
technique that is effective.

4.3 Screen-shots and Mouse Event Capturing
Trojan authors added the ability to take
screen-shots and capture mouse events at
approximately the same time they added the
ability to log keystrokes. Despite this, many
information stealing Trojan’s that simply copied
the techniques of common RATs, did not add
this capability until banks started using virtual
keyboards to enter credentials. Some banks
use Java for virtual keyboards, which result in
distinctive encrypted or encoded strings. Other
banks submit form data without any additional
encryption other than SSL, therefore generic
form grabbers can still steal data from a virtual
keyboard.

4.4 Phishing and Pharming Trojans
4.2 Form Grabbing
Keystroke logging reveals all text typed
by a user. Obvious disadvantages include
unmanageable amounts of data and the inability
to capture important pieces of data, such as
dropdown boxes, check boxes and fields entered
without a keyboard.
Form grabbing is a generic term given to the
ability to capture all fields sent via HTTP POST
and GET requests by intercepting the form before
the data reaches the server. Attackers have two
primary options to accomplish this task. Attackers
can sniff HTTP GET and POST requests directly
from traffic on the system using sniffing tools.

Phishing and pharming Trojans are nearly
identical. The basic goal behind them is to display
an alternative Web page when users visit a website.
The confusion between the two types of Trojans
mainly stems from the definition of pharming,
and whether redirecting a user to a specific URL is
considered phishing or pharming. Many security
companies’ definitions of pharming would only
consider redirection of the entire domain to a
separate IP, which then must accept the entire
host. The argument is not important, because
both techniques work essentially the same,
resulting in redirection to a set of templates. The
most advanced application of this type of Trojan
involves connecting to the real site so that the real
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SSL exchange happens and the URL bar remains
intact, while simultaneously overlaying a phishing
page.

4.5 HTML Injection
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will the likelihood of it being targeted. Opera’s
password manager poses an even greater threat,
as websites cannot direct it to turn off, as they
can do by using "autocomplete=off" attributes
that Internet Explorer and Firefox follow.

4.7 Certificate Stealing

Fig. 3 Virtual Keyboard Login.

HTML Injection is a means for attackers to carry
out an “on-the-fly” phishing attack. Victims visit
their real banking website, and the Trojan injects
additional HTML code into the page during, or
after the page loads. This allows attackers to
capture fields that are not part of standard forms,
but forms that provide useful information (see
Fig. 2). Attackers also use HTML injection to
create pop-ups with virtual keyboards and fields
to attempt to capture entire TAN sheets.

4.6 Protected Storage Retrieval and
Saved Password Retrieval
Windows 2000, XP and Server 2003 all
provide a Protected Storage system that stores
passwords to applications including Internet
Explorer, Outlook Express and MSN. Users that
choose the "remember my password" feature of
Internet Explorer have all their passwords stored
in this area. Firefox and Opera also come with
similar features to remember form data such as
passwords. Protected storage retrieval is standard
in many Trojans and extremely effective against
sites that use standard username and password
authentication. Attackers target Firefox and
Opera’s password managers less often, but as
Firefox’s market share continues to increase, so

Many financial institutions are requiring digital
certificates for various account types, and Trojan
authors logically followed suit and added certificatestealing functionality to their toolkits. Although
exact formats vary by Trojan, it is common to
have the ability to export certificates, steal CA
certificates, MY A certificates, ROOT certificates,
SPC certificates, PFX certificates and potentially
others. VeriSign iDefense encounters many drop
sites with stolen certificates. It is unclear how
many attackers actually use the certificates they
steal. Therefore, this functionality poses a threat
to institutions that rely on this technique.

5. Banking Authentication Schemes
Since the advent of online banking, financial
institutions have tried a number of different
methods to protect customers' online transactions.
In the second example above, the Spanish bank
Unicaja added a second password in an effort
to provide stronger authentication to its clients
than the traditional user name and password.
Unfortunately, the MetaFisher attackers had no
trouble defeating this scheme. However, other,
stronger authentication schemes do exist.

5.1 Authentication Schemes
According to the CISSP Exam Guide, Third
Edition (All-in-One) by Shon Harris (2003),
identification is the process of verifying the
identity of the user attempting to connect to the
secure server. Subsequently, authentication is the
act of determining the access privileges of that
identified user.
The security community generally agrees that
the process of validating the user’s identification
and authentication consists of the user supplying
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credential information to the system. Credentials
can come from three areas: something the user
owns (like a hardware token), something the
user knows (like a password) or some physical
characteristic (like a fingerprint). For most
systems, any two of these combined is enough
to guarantee the access rights of a user; this is
called two-factor authentication. For example, a
user might own a token that holds a private key
and also has a 4-digit PIN to access a banking site,
and the user must have both to conduct banking
transactions on a web site.
Unfortunately, some two-factor authentication
schemes break down under the nuances of the
phishing Trojan attack.
One-Time Pads (OTPs)
Some European banks have implemented a
program that uses Transaction Authentication
Numbers (TANs). These banks provide booklets
listing 50 different TANs to users. Every time the
user makes a financial transaction, he must use one
of the TANs. Once used, that specific TAN is never
used again. TANs are essentially one-time pads
for passwords. The banking TANs booklet falls
within the two-factor authentication definition, as
something the user owns (a TANs booklet) and
something the user knows (a password).
Unfortunately, the phishing Trojan man-inthe-middle attack has no trouble defeating this
authentication scheme. The attack operates the
same as in the Spanish bank example. However,
instead of stealing the second password, the
attacker steals the entered TAN. The BHO injects
an error statement saying that the TAN is invalid
and to please enter another. The user is unaware
of a problem and enters another TAN. Since the
bank has never seen the first TAN, the attacker can
log into the website and conduct one transaction
for each stolen TAN.
To combat this weakness, some European
banks have instituted more complex versions of
the TAN system: timed OTPs, indexed OTPs and
indexed out-of-band OTPs.

Timed OTPs
This is essentially the same as the OTP method,
but with a twist. The banking application has a
time limit associated with each TAN entered into
the system (typically a minute). When users enter
a TAN, they have only so long to complete the
transaction before the TAN expires. This does not
completely eliminate the possibility of a man-inthe-middle attack, but such a limitation definitely
makes such an attack more difficult to implement.
Timed OTPs are essentially a simpler version
of hardware-based two-factor authentication
methods. Such a method could easily thwart
the attack described earlier in its current form;
however, as seen in the Citibank attack described
below, attackers have already launched successful
attacks against this kind of authentication
scheme. iDefense believes that timed OTPs are
a solid general authentication system that will
defeat the general hacker, but it will fail against
the onslaught of a more determined and skilled
attacker.

Indexed OTPs
Indexed OTPs add one more step to the TANs
process. Instead of the user keeping track of the
used TANs from previous transactions, the bank
asks the user for a specific TAN number from
the booklet. For example, the banking web site
may ask the user to enter TAN # 36 for a given
transaction. As long as the bank randomizes which
TAN it requests, and never uses that TAN again,
this marks an improvement over that standard
TAN system. It prevents a successful phishing
Trojan scheme. The attackers can ask victims to
enter specific TANs, but they will not be able to
guess which TAN the bank requests.
Although indexed OTPs prevent the standard
man-in-the-middle
phishing
Trojan
attack
scenario, such indexed methods may be
susceptible to others, such as brute-force attacks.
For every host in the targeted botnet, the attacker
steals the indexed TAN and tries to login and
conduct transactions. It is therefore reasonable
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to assume that a bank Web application will allow
the user two to three mistakes in entering a TAN
into the system before it locks the user out. A
TAN booklet consisting of 50 numbers gives the
attackers a three in 50 (six percent) chance of
guessing correctly for each account. In the original
MetaFisher report, iDefense reported that the
Trojan botnet consisted of around 30,000 hosts.
iDefense assumes that at least 10 percent of this
botnet's hosts regularly log into the targeted
banking website. If this is indeed the case, the
attacker is given approximately 3,000 attempts
to guess correctly, with a six percent chance of
success. Granted, these are marginal odds, but
the attacker is given a large number of attempts
to guess correctly.
In addition, depending on the rigor of
randomness in producing the TAN booklets, and
the randomness with which the banking application
asks for the TAN during the transaction, the
attacker may be able to predict the next TAN with
better accuracy.
Indexed Out-of-Band OTPs
Indexed Out-of-Band OTPs are more
complicated, as they take the indexed OTP
method one step further. The bank uses a
different channel to transmit and receive the
TAN than it does for allowing its customers to
navigate the web site. For instance, once the
user makes a request for a transaction via the
Web, the bank may send a text message to the
user’s phone with the correct TAN. The user
then responds with the correct one-time TAN
via another cellular phone text message and the
bank authorizes the Web transaction.
This authentication scheme soundly defeats
the phishing Trojan attack methods presented in
this report. It is highly unlikely that attackers will
find a way to defeat this authentication scheme
in the near future; but there is no real need to
do so. There are so many more opportunities to
perpetuate cyber fraud requiring less effort and
technical expertise. In addition, online banking
users have not adopted this technology in mass

17

yet. iDefense predicts that, as users adopt this
method over the next three to five years, hackers
will turn their attention to defeating this scheme.

5.2 Token-Based Two Factor Authentication
Some banks have recently adopted token-based
authentication methods to secure their banking
clients' transactions. A report in the Channel
Register published in the summer of 2006 stated
that, “banks in the Netherlands and Scandinavia
have used two-factor authentication for years and
the technology is widely credited with helping to
make account fraud more difficult”3. In July 2006,
however, the mainstream press reported that
hackers had defeated the two-factor authentication
scheme in place at Citibank4.
In regards to security, Citibank describes
their system on the Citibank website as follows:
"a security token is a small handheld device that
dynamically generates and displays a password.
When signing onto CitiBusiness® Online, users
simply push a button on the token to display a
password. This token password is entered along
with the User ID and static password. The use of
this token serves as the second level of security in
our two-factor authentication process.”
According to Brian Krebs of the Washington Post,
the Citibank tokens provide passwords that provide
a one-minute window for Internet banking access.
To be clear, the Citibank attack is a traditional
phishing attack and not the phishing Trojan attacks
presented in this paper. According to Krebs, “the
scam e-mail says someone has tried to log into
your account and that you need to confirm your
account info. When you click the link, you get a
very convincing site that looks identical to the
Citibusiness login page, complete with a longish
Web address that at first glance appears to end
in Citibank.com, but in fact ends at a Web site in
Russia called Tufel-Club.ru."

[4] John Leyden: Phishers rip into two-factor authentication. 13 Jul 2006.
http://www.channelregister.co.uk/2006/07/13/2-factor_phishing_
attack/
[3] Brian Krebs: Citibank Phish Spoofs 2-Factor Authentication. July 10,
2006. http://blog.washingtonpost.com/securityfix/2006/07/citibank_
phish_spoofs_2factor_1.html
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In this scam, the victim visited the fraudulent
website and input their user ID, password and token
password. This was a traditional man-in-the-middle
phishing attack, so the attacker captured this
information and while the victim was still logged
in, accessed the site again. The attacker used the
stolen credentials and withdrew money from the
account before the token password expired.
Even though the Citibank event was a
traditional phishing attack, the Citibank twofactor authentication scheme is also susceptible
to the phishing Trojan attack described in this
paper. Because the authentication scheme relies
on the user reading the token password, and then
entering it into the website, the authentication
scheme falls prey to the same weaknesses in the
standard OTP authentication scheme described
earlier. To exploit this method, hackers would
have to modify the current phishing Trojan attack
to immediately log into the victim’s account
while the password was still valid; and hackers
have already demonstrated this is possible with
the traditional phishing attack. iDefense believes
this would be a trivial modification to the current
phishing Trojan code.
As far back as March 2005, security experts
predicted that two-factor authentication would
not work for Web authentication. According to
Bruce Schneier, CTO of Counterpane, “[TwoFactor Authentication] won't work for remote
authentication over the Internet. I predict that
banks and other financial institutions will spend
millions outfitting their users with two-factor
authentication tokens. Early adopters of this
technology may very well experience a significant
drop in fraud for a while as attackers move to easier
targets, but in the end there will be a negligible
drop in the amount of fraud and identity theft.”5.

Stronger authentication schemes, like Public
Key Infrastructure (PKI), may provide more
protection but are expensive and more difficult
to implement.

5.3 Authentication Certificates and Public Key Infrastructure (PKI)
According to Wikipedia, PKI is "an arrangement
that provides for trusted third-party vetting of,
and vouching for, user identities. It also allows
binding of public keys to users. This is usually
carried out by software at a central location
together with other coordinated software at
distributed locations. The public keys are typically
in certificates”6. X.509 is the standard for PKI
certificates and specifies standard formats7.
The Internet Engineering Task Force (IETF)
defines PKI as "The set of hardware, software,
people, policies and procedures needed to create,
manage, store, distribute, and revoke Public Key
Certificates based on public- key cryptography"8.
According to the DCOCE, PKI uses asymmetric
encryption, a method where information is encrypted
using one key of a pair of keys. One is a public
key, and the other a secret key, which can only be
decrypted using the public key. No user can de-crypt
a message using the same public key and only the
private key can be used to decrypt the message.
For example, if a user wants to validate that
they are a legitimate user at Bank A, they could
encrypt their password with the public key of that
bank. Once it receives the validation request, Bank
A decrypts the user's password using its secret key.
Mathematically, no other user in the world would
be able to decrypt the password, only Bank A.
Enterprise’s could use PKI in several different
ways to protect banking transactions. Some are more
secure than others. However, attackers also have
several attack vectors they can use against PKI.

Clearly, two-factor authentication does not
protect its users from traditional phishing attacks
or the phishing Trojan attack described in this
report. The token suffers from the same weakness
as the standard OTP authentication method.

[6]

[5]

[7]
[8]

Bruce Schneier: The Failure of Two-Factor Authentication. March
15, 2005. http://www.schneier.com/crypto-gram-0503.html#2

Wikipedia: Public key infrastructure. http://en.wikipedia.org/wiki/
Public_key_infrastructure
Wikipedia: X.509. http://en.wikipedia.org/wiki/X.509
Digital Certificate Operation in a Complex Environment (DCOCE),
http://www.dcoce.ox.ac.uk/background/index.xml.ID=pki
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Scenario 1: No Client Certificate – Standard
Bank SSL Certificate
This is the most common scenario seen today.
Customers connect to the bank's website over a
Secure Sockets Layer (SSL)-protected connection
and enter their password. Attackers can use three
different vectors against this form of security:
malicious code, man-in-the-middle and phishing.
The trouble with SSL certificates is the
emergence of a relatively new certificate type, the
Domain Authenticated SSL Certificate. This type of
certificate is subjected to negligible authentication
before issuance. In effect, anyone can get one.
In the past, online banking customers had some
sense of security if they saw a high-security
(organizationally authenticated) SSL certificate on
a website. Now that virtually anyone can obtain a
Domain Authenticated SSL Certificate for their site,
users cannot use the presence of a SSL certificate
to guarantee the safety of the site, as low-security
certificates (domain-authenticated) look exactly
like high-security certificates (organizationally
authenticated). This allows standard phishing
sites and phishing Trojans to be successful.

Scenario 2: No Client Certificate – High
Assurance Bank Certificate
This functionality is available with Internet
Explorer (IE) 7 and Firefox. An end user connects
to the bank website and provides his password.
However, in contrast to Scenario 1, the end user
will see additional visual confirmation that the
website is authentic.
According to Tim Callan’s SSL blog, “That's
where High-Assurance SSL Certificates come
in. These certificates will look different to the
browsers, and the browsers will be able to display
them differently as a result”9.
According to Callan, “Internet Explorer will
show an old-fashioned SSL Certificate in much
the same way it does today. But a High Assurance
[9] Tim Callan: A new kind of SSL Certificate is on the way. March 28,
2006.
http://blogs.verisign.com/ssl-blog/2006/03/a_new_kind_of_ssl_
certificate_1.html
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certificate will get very different treatment. In this
case, the browser will actually turn the address bar
green, a very clear indication that this is a different
kind of site you're attached to right now. Also, the
name of the organization running this site and
the name of the CA (Certificate Authority) who
issued the certificate will appear in the address
bar adjacent to the actual domain you've visited.
These cues will make it easy for any site visitor
using this browser to tell the difference between
High Assurance and traditional SSL Certificates.”
These visual clues will help the regular user identify
standard phishing sites and the techniques used by
the phishing Trojan discussed in this report.

Scenario 3: X.509 Certificates for both Client
and Bank
PKI-based solutions, where sites and clients
mutually authenticate using X.509 certificates,
suffer from the same Trojan phishing attack
weaknesses described in this report. The
customer has some type of device (second factor
authentication) that contains a client certificate and
private keys. The bank authenticates the customer
with that device. The problem occurs if the attacker
has already exploited the computer through some
other means and has installed the phishing Trojan.
The phishing Trojan could easily wait for the client
to connect to the bank using the X.509 algorithms
and then siphon money out of the account while
the user is conducting normal business.
Presently, iDefense knows of no banks that have
deployed this technology. The issue with mutually
authenticated PKI is that it requires banks to issue
certificates to end-user consumers. Most banks do
not consider this solution viable due to the complexity
and expense involved in implementation.
Although X.509 certificates do not stop a
well-crafted phishing Trojan, they do defeat the
traditional man-in-the-middle phishing attack.

6. Fraud Detection
Some strong authentication schemes for banking
applications may reduce the risk of cyber fraud,
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but they are not the only mitigation technique to
consider. Some security firms like RSA and VeriSign
(of which iDefense is a part) provide fraud protection
services for the banking applications themselves.
Fraud detection services are essentially intrusion
detection systems (IDS) or Intrusion Prevention
Systems (IPS) for cyber fraud. They are a collection
of signatures and anomaly detection algorithms
that may indicate a cyber fraud attack in progress.
Instead of relying only on the client authentication
scheme, some banking institutions use these fraud
detection services to look for fraudulent behavior
on the banking website.
Most commercial fraud detection systems include
a rules engine that allows the customer to specify
patterns characteristic to their environment. The
Rules Engine examines each banking transaction
to see if it matches any pre-determined pattern for
fraudulent or high-risk transactions.
Some commercial systems also include an
anomaly-detection capability. Rather than having
to wait for a new attack to be detected and for a
new rule to be written by an expert, these systems
automatically and immediately detect unusual
behavior for each user or group. Behavioral
systems are inherently "future proof"—they can
spot new types of attacks the first time that
criminals execute them.
Signature-based detection and anomaly-based
detection concentrate on key components of a
banking transaction, including:
Computer: Operating
browser, etc.

system,

language,

Transaction Timing: Hour of the day, day of
the week, frequency of login, etc.
Network Information: IP address, Geo-location,
Connection Speed, Proxy types, etc.
Transaction Type: Login, balance transfer,
payment, etc.
User Type: Student, high-net-worth individual,
retiree, etc.
Fraud detection is generally cheaper and easier
to deploy then the authentication techniques

discussed in this report. These are often preferred
because banks not have to deploy anything to
its customer base; fraudulent detection systems
operate within the banking system proper. The
system watches banking transactions as they
occur within the bank’s server system and do not
make their existence known to customers.

7. Fraud Mitigation
This report has discussed mitigation strategies
to handle phishing Trojan issues. iDefense
does not recommend that banks implement
every solution outlined here, as not all of them
are sound solutions. In much the same way as
perimeter defense is a matter of "Defense in
Depth," cyber fraud is also a matter of "Defense
in Depth." There is no single tool to prevent cyber
fraud, but a series of defenses arrayed in depth
will certainly lower the risk sufficiently to allow
banking customers to operate safely.

7.1 Standard Security Best Practices
Best practices do not protect the banking
customer. IDS signatures, blocking FTP outbound
traffic and blocking access to C&C servers at the
enterprise level will protect the bank’s employees
but not the customers on the outside of the
network edge. Consequently, other mitigation
strategies are necessary.

7.2 BHO Management
To date, banking customers have no automated
method of discovering malicious BHOs. The
process is entirely manual and the investigator
must be fairly technical. Still, it may be possible
to craft a script that utilizes Microsoft’s BHO
Management Tool to discover BHOs that should
not be running. However, more research is
required to enable banking customers to detect
malicious BHOs.

7.3 Customer Anti-Virus
Providing anti-virus protection for all online
banking customers via the America Online (AOL)
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model is worth considering. If the bank can
declare that a current anti-virus signature list is
a prerequisite for any bank transaction, then the
bank has raised the protection bar, at least to a
degree. iDefense has noted that popular anti-virus
products are roughly two weeks behind the current
MetaFisher version. Therefore, such products will
not protect against the newest immediate threat.
This reduces the window of opportunity that
hackers have to make a successful attack.

7.4 One-Time Passwords
Implementation of some version of the OTP
solutions should be considered. So far, the
indexed out-of-band OTP authentication system
is the most complete mitigation solution for the
set of current problems. As mentioned earlier,
iDefense does not expect the hacker community
to attempt to exploit this authentication scheme
for some time. This technology is not yet widely
deployed, and there are still easier means to
conduct cyber fraud than directly address this
approach. In addition, other OTP solutions are
worthy of consideration. Timed OTPs, although
not completely secure, might represent good
middle ground. Such a method thwarts many of
the known authentication exploitation methods,
and is not as complicated for customers to use as
other solutions.

7.5 High Assurance Certificates
These certificates will not be available until
Microsoft releases IE 7 and Vista. iDefense and
Verisign highly recommend that banks encourage
their customers to use Web browsers that can
distinguish between high-assurance certificates
and low-security certificates.

7.6 X.509 Certificates
Deployment of X.509 certificates can greatly
enhance identification and authentication services
in most security environments. In fact, X.509
services will defeat the traditional man-in-themiddle phishing attack. Unfortunately, because
of the way the phishing Trojan functions, it is
possible for a hacker to craft an attack that defeats
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the X.509 scheme. iDefense has no evidence of
this kind of attack in the wild, because banks have
not deployed the X.509 solution to their customer
base. iDefense does believe that hackers could
engineer this attack with very little variation to the
phishing Trojan scheme currently in use.

7.7 Fraud Detection Services
Banking organizations should consider
implementing anti-fraud services, as discussed
earlier, in their respective banking websites.
It is unclear whether the FFIEC will accept this
mitigation measure as a way to validate identities,
but since the group has not given any specific
guidance as to how to accomplish its mandates,
iDefense believes this kind of service is a
reasonable approach, and that a bank could easily
argue such a case.

8. Conclusion
The tactics and techniques of the latest trend
in online fraud, the phishing Trojan horse, can
defeat some authentication schemes that were
previously considered viable protection, such
as hardware-based multi-factor authentication
and OTPs. There are, however, some mitigation
techniques that banks should consider including
in their arsenals against cyber fraud.
The key point to remember from this discussion
is that enterprises have a range of options to
choose from when determining the appropriate
program to combat cyber fraud. Decision
makers must consider the right mix of security,
complexity and cost suited to their customers
and government regulations. Ultimately, there
is no single perfect solution. "Defense in Depth"
applies to cyber fraud as much as it applies to
network edge defense.
Cyber fraud happens every day, and the
criminals implementing it are getting more
sophisticated in their ability to automate the
process. Government regulators are starting
to mandate that banks increase their security
postures in the wake of high-profile fraud cases.
The good news is that enterprises have an array
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of solutions available to them that will reduce
the risk of this particular threat to acceptable
levels.

Glossary of Terms
Authentication: The process of attempting
to verify the digital identity of the sender of a
communication; for example a request to log in.
Anti-Virus: Software that attempts to identify,
thwart and eliminate computer viruses and other
malicious code.
Botnet: Botnet is a jargon term for a
collection of software robots, or bots, which
run autonomously. While the term "botnet" can
be used to refer to any group of bots, such as
IRC bots, the word is generally used to refer to
a collection of compromised machines running
programs, usually referred to as worms, Trojan
horses, or backdoors, under a common command
and control infrastructure.
Browser Helper Object (BHO): A Distributed
Link Library (DLL) module designed as a plugin
for Microsoft's Internet Explorer web browser to
provide added functionality.
Cyber-Fraud: The act of using a computer to
commit fraud (A deception deliberately practiced
in order to secure unfair or unlawful gain.).
Distributed Link Library (DLL): Microsoft's
implementation of the shared library concept in
the Microsoft Windows operating system.
Document Object Model (DOM): A description
of how an HTML or XML document is represented
in a tree structure. DOM provides an objectoriented application programming interface that
allows parsing HTML or XML into a well- defined
tree structure and operating on its contents.
File Transfer Protocol (FTP): A commonly used
protocol for exchanging files over any network
that supports the TCP/IP protocol (such as the
Internet or an intranet).
Hypertext Markup Language (HTML): A markup
language designed for the creation of web pages

with hypertext and other information to be
displayed in a web browser.
Hypertext Transfer Protocol (HTTP): A method
used to transfer or convey information on the
World Wide Web. It is a patented open Internet
protocol whose original purpose was to provide a
way to publish and receive HTML pages.
Identification: A process through which a system
ascertains the digital identity of another entity.
Internet Explorer (IE): Microsoft’s Web Browser.
Internet Relay Chat (IRC): A form of instant
communication over the Internet. It is mainly
designed for group (many-to-many) communication
in discussion forums called channels, but also
allows one-to-one communication.
Intrusion Detection Systems (IDS): Detects
unwanted manipulations to systems such as all
types of malicious network traffic and computer
usage: network attacks against vulnerable services,
data driven attacks on applications, host-based
attacks such as privilege escalation, unauthorized
logins and access to sensitive files, and malicious
code (viruses, Trojan horses and worms).
International Telecommunication Union (ITU):
An international organization established to
standardize and regulate international radio and
telecommunications.
Man-in-the-Middle Attack: An attack in which
an attacker is able to read, insert and modify at
will, messages between two parties without either
party knowing that the link between them has
been compromised.
Money Mule: Persons hired in cyber fraud
schemes to withdraw money from bank accounts
and deliver it to some unknown person. The person
has no knowledge of the cyber fraud scheme that
initially placed the money in the bank.
One-time Pads (OTPs): An encryption algorithm
where the plaintext is combined with a random
key that is as long as the plaintext and used only
once. If the key is truly random, never reused, and
(of course) kept secret, the one-time pad can be
proven to be unbreakable.
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Phishing: A form of criminal activity using
social engineering techniques. Phishers attempt
to fraudulently acquire sensitive information,
such as passwords and credit card details, by
masquerading as a trustworthy person or business
in an electronic communication.
PHP: A recursive acronym that describes
a general-purpose scripting language that is
especially suited for Web development and can
be embedded into HTML.
Secure Sockets Layer (SSL): Cryptographic
protocol, which provides secure communications
on the Internet for such tasks as e-mail, Internet
faxing, and other data transfers.
Trojan horse: A malicious program disguised
as or embedded within legitimate software. The
term is derived from the classical Trojan Horse
myth. They may look useful or interesting (or at
the very least harmless) to an unsuspecting user,
but are actually harmful when executed.
Two-Factor authentication: Any authentication
protocol that requires two independent ways to
establish identity and privileges. This contrasts
with traditional password authentication, which
requires only one factor (knowledge of a password)
in order to gain access to a system.
Windows File Explorer: Microsoft program
that allows the user to view the contents of the
hard drive.
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Windows Metafile Format (WMF): A graphics
file format on Microsoft Windows systems that
hackers exploited as a zero-day exploit over a
four-week period at the end of December 2005
and the beginning of January 2006.
X.509:
The standard for public key
infrastructure (PKI), X.509 specifies, among other
things, standard formats for public key certificates
and a certification path validation algorithm.
Note: Glossary of terms is taken and edited from
entries found in Wikipedia. http://en.wikipedia.
org/wiki/Main_Page
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A Rough Set Classification Algorithm for Detecting
Attacks on Electric Power Systems and Other Critical
Infrastructures
Maurício Pereira Coutinho, Germano Lambert Torres, Horst Lazarek,
and Luiz Eduardo Borges da Silva

Abstract—Critical infrastructures (CI) play a fundamental role in modern society. Our reliance on
information technology (IT) to provide quality service, however, brings vulnerabilities and security
threats. To safeguard against cyber-attacks, CI providers need to ensure the integrity of their
interdependent data networks. This paper presents a novel technique for improving the security of
electrical power systems (a common type of CI), one capable of identifying both deliberate attacks
and accidental faults. Using the Rough Set Classification Algorithm a set of rules can be defined
to describe and evaluate the state of the system, including anomalous events such as attacks
and failures. A test environment and simulated six-bus power system are used to evaluate the
proposed Anomaly Detection System, with good results.
Index Terms—Critical infrastructure protection, electric power system, SCADA, detecting attacks,
rough set theory, data mining.

1. Introduction
Electricity management networks rely heavily on
corporate networks, the Internet, and information
technology to provide quality service. At the same
time, this technology brings new vulnerabilities and
exposes the electricity infrastructure to security
threats [1,2,3,4]. Deregulation of the electricity
market has increased usage of commercial, offthe-shelf technologies such as standardized TCP/
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IP networks and fully networked systems, further
multiplying the opportunities for cyber attacks
[5]. The authors have previously discussed current
initiatives for improving the security of electricity
systems and other Critical Infrastructures [6].
Supervisory Control and Data Acquisition
(SCADA) systems and Energy Management
Systems (EMS) play a vital role in monitoring the
safety, reliability, and protective functions of
power grids. However, these systems are designed
to maximize functionality. Little attention is paid
to security, a potential vulnerability of the grid.
It is important to recognize that disruptions of
service and manipulations of operational data are
also a public safety concern [7].
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There are two approaches to making SCADA
systems more secure [8]. First, anti-virus and
Intrusion Detection Systems (IDS) can be used to
identify problems at the perimeter of the system.
Second, normal data flows and control operations
can be modelled and monitored within the SCADA
system. Operational anomalies may signal external
attempts to change or damage the system.
This paper presents an implementation
of the latter technique intended for Electric
Power Systems (EPS), as previously introduced
by the authors in public fora [6]. The problem
of anomaly detection is addressed using the
Rough Sets Classification Algorithm proposed by
Pawlack et al. [9].
This paper is organized as follows. Sections 2
through 4 present an overview of Electric Power
Systems, SCADA systems, and the nature of the
security problem. Section 5 introduces the Rough
Sets Classification Algorithm. Section 6 describes
the architecture of the Anomaly Detection System,
our method for building the knowledge base, and
how to extract rules from this information. Section
7 applies the method to a six-bus power system
by way of example, and Section 8 concludes.

2. Electric Power Systems
An Electric Power System (EPS) is generally
highly interconnected and dynamic, encompassing
several utilities. It has a hierarchical organization,
sub-divided into regional grids. Each of
these sectors is further split into generation,
transmission, distribution, and customer service
systems, as well as a supplemental energy trading
system. The power grid comprises myriad material
assets such as power plants, transmission lines,
transmission and distribution substations, control
centres (local, regional and national), Remote
Terminal Units (RTUs), Intelligent Electronic
Devices (IEDs), and communication links [10].
Figure 1 divides the computer network of the
electricity infrastructure into two components:
Energy Management Systems (EMS) for regulating
the power flow, and Supervisory Control and Data
Acquisition (SCADA) systems for monitoring the

safety, reliability, and protective functions of the
grid. This figure also illustrates the interactions
between various grid entities [11].
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Fig. 1: Deregulated Electric Power Market [11]

3. Protecting SCADA Systems
SCADA systems collect data from sensors at
remote sites and display the data at a control
centre. These systems can monitor and control
hundreds of I/O points. Remote Terminal Units
(RTUs), located between the sensors and the
control centre, help gather data from field devices.
The sensors themselves may have a digital or
analogue interface, but their signals are not usually
in a form that can easily be communicated over
long distances. The RTUs digitize sensor signals
so that they can be transmitted to the control
centre via standard communication protocols.
Figure 2 illustrates this organization.
SCADA systems employ a diverse range of wired
(leased lines, dialup line, fibre optics, ADSL, cable)
and wireless (spread spectrum, cellular, WLAN,
satellite) communication media. The exact choice
depends on the utility’s characteristics, and where
possible capitalises on existing communications
infrastructure.
Analyzing Figure 2, we can identify several weak
points where internal or external attacks might
gain access to the SCADA Master and RTU. For
example, the RTU might be attacked via Internet
(through the corporate network) or the public
telephone network. A person with access to the
RTU could assume control over its circuit breaker
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or corrupt the information it collects. In order
to prevent such scenarios, anomaly detection
techniques are used to identify these threats as
well as the type of attack.
Intrusion Detection Systems (IDS) have been
studied widely in recent years. This method
discovers attacks by identifying unusual behaviour
(anomalies) in the host network or application;
it thus assumes that some attackers will take
notably different actions or cause unusual events.
An extensive bibliography on IDS is presented in
reference [6].
Corporate Network
WAN TCP/IP

RTU

Remote Access
(Maintenance)

Public Telephone
Network
SCADA
user interface

SCADA Master

Circuit Breaker

Fig. 2: SCADA System Communication Model

4. Problem Definition
EPS operation is intrinsically complex due to the
high degree of uncertainty and the large number
of variables involved. Supervision and control of
the system require a human operator, who must
respond efficiently to diverse requests and alarms
by handling various types of data.
These data may come from SCADA system
measurements or computational processes. The
typical database in a power control centre has
increased tremendously in size over the past few
years, largely due to an increased reliance on
network communications. The control systems
are thus more vulnerable to manipulation by
intruders. Anomaly detection algorithms can
improve the security of SCADA systems by
identifying corrupted values, which may be caused
by malicious attacks.
In addition to monitoring the current state
of the system, the operator must react to future
constraints such as load forecasts and maintenance
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schedules by taking a control action (switching,
changing taps, modifying voltage levels). For all
practical purposes, the current operational state
of the system is defined entirely by data flowing
to the operator.
By analysing these data, the operator attempts
to classify the system as either normal or abnormal.
In a “normal” state, all loads are supplied and all
measurements are inside their nominal ranges.
In the “abnormal” state, some measurements are
outside the nominal ranges and/or some loads are
not supplied. The operator must regularly verify
the system’s security, even when its operational
state is normal. This analysis is conducted by
investigating possible contingencies that could
affect the power system.
According to Bigham et al. [12], there are
two ways for anomaly detection technology to
enhance the integrity and security of EPS data.
First, it can complement existing techniques such
as state estimation by quantifying the likelihood
that electricity measurements are correct. In other
words, they can provide constant feedback on the
integrity and reliability of the data being received.
Second, they can be used to improve standard
security devices such as IDS and virus checkers.

5. Rough Sets Classification
Algorithm
Rough Set Theory, developed by Pawlak [9], is
used to manage uncertainties from inexact, noisy
and incomplete information. Since its advent, it
has become a focal point of research in artificial
intelligence [13]. A more recent work by Pawlak
[14] repeats the basic concepts of rough set theory
and points out some current research directions
and applications.
Before presenting the algorithm, we must
define two major concepts of Rough Set theory:
reduct and core. These concepts are important in
the knowledge of base reduction.
Let R be a family of equivalence relations.
A reduct of R, RED(R), is defined as a reduced
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set of relations that preserves the inductive
classification of set R. The core of R, CORE(R),
is the set of relations that appear in all possible
reducts of R (i.e., the set of indispensable
relations characterising R). These ideas are used
in knowledge base reduction, the simplification of
a set of examples into underlying rules. This is
accomplished by the following procedure:
a) Calculate the core of the problem;
b) Eliminate or substitute a variable; and
c) Redefine the problem in terms of the new
basic categories.
An algorithm to reduce the number of relevant
conditions can be represented as follows:
Step 1: Eliminate dispensable attributes

Fig. 3: Proposed Anomaly Detection Architecture

As previously mentioned, the model uses Rough
Set Theory for data reduction. This technique has
several advantages:

Step 2: Compute the core of the set of
examples.

• It can reduce the number of rules without
reducing the system knowledge base;

Step 3: Compute a reduced set of relations
that conserves the same inductive
classification.

• The behaviour is dynamic, and the expert
(usually, a senior operator/engineer) can
extract a set of new rules when he wants; and

Step 4: Merge possible examples and compose
the final set of rules.

• It requires few computational resources.

6. Anomaly Detection Architecture
A solution to the problem pointed out in
Sections 3 and 4 is presented in Figure 3. The
proposed algorithm uses intelligent techniques
(based on rough set theory) to extract knowledge
from the SCADA system. Firstly, the knowledge
extractor generates a set of rules that can be used
to distinguish normal from abnormal behaviour.
These rules are applied to the data coming from
RTUs. Secondly, the anomaly detector attempts
to determine whether an attack occurred and
recognise its type.
In order to satisfy the limited computational
resources of a SCADA Master, the number of
input variables and examples should be reduced
as much as possible. This will also result in a more
compact set of rules for the anomaly detector.

On the other hand, the technique needs a
huge amount of data to build the knowledge
base.

7. Experiments and Results
The diagram in Figure 4 represents a test
environment for the proposed architecture. Its
first three components (Power Flow, SCADA
Simulator and State Estimator) are adapted from
reference [15].
• Power Flow: This program solves for the
power flow through a specified EPS.
• SCADA Simulator: This program simulates
the data generated by a power system
network, calculating all voltages, power
flows and injections. It also associates these
quantities with a measurement process.
• State Estimator: This program carries out a
standard state estimation process.

M. Coutinho et. al
• Rough Set Rule Extractor: This module
uses the Rough Set Classification Algorithm
to extract rules from the data.
• Anomaly Detection System: This module
applies the rules defined by the Rough Set
Rule Extractor to determine the state of the
simulated SCADA data.
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File
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SCADA
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Load Flow

Measuremt file

State Estimator

State Estimator
Solution File

New SCADA
data output

Knowledge
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Rough Set Examples
Rule
Extractor

Anomaly
Detection
System

Normal/
Abnormal

Fig.4 Test Environment Diagram.

Wood and Wollenberg define state estimation
“as the process of assigning a value to an unknown
system state variable based on measurements
from that system according to some criteria” [15].
According to Martinelli et al. [16], “numerical
estimation algorithms rebuild the state of the
power system in case of missing and/or corrupted
data; however, this approach does not address
the problem of giving a normal/abnormal state
assessment, and in some cases could tend to hide
traces of an ongoing attack or of other anomalies.”
This is a risky assumption, first because there are
often configuration errors and second because the
attacker could be mediating between the control
centre and the electricity network [8].
BUS 2

BUS 3
60.0 MW

BUS 6

50.0 MW

BUS 5
BUS 1

70.0 MW

100.0 MW
70.0 MW
BUS 4

70.0 MW

Fig. 5 Six Bus Power System [15].
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To test the proposed anomaly detection system
(Fig. 4), we used the six-bus network model described
by Wood and Wollenberg [15] and presented in Fig.
5. Test data were generated by introducing errors
into a normal state input file generated by the
SCADA Simulator. Xuan Jin et al. [12] considered 5
types of corruption in electricity data: (1) constant
bias with normally distributed deviations, (2) loss of
a decimal point, (3) sign reversal, (4) signal fixed at
a constant value, and (5) signal fixed at a random
value. They attribute these errors to random
noise, attacks, software bugs, meter failures,
Electromagnetic Interference (EMI) and transmission
errors. The anomaly detection model and state
estimator program were both applied to corrupted
input data, and their results compared.
The knowledge data base contains of 45 states,
each consisting of 58 measurements provided
by the SCADA simulator program with errors
introduced. For the sake of clarity, in this example
errors were applied only to Bus 4 and Bus 6 of
the system. Furthermore, only sign reversal errors
were considered. The Rough Set Rule Extractor
generated the following rules:
• If Active Power on Bus 4 >= −0.77, and Active
Power on Bus 4 < −0.2567, and Active Power
on Bus 6 >= −0.77 and Active Power on Bus
6 < −0.5133, then the output condition is
Normal.
• If Active Power on Bus 4 >= 0.4667 and
Active Power on Bus 4 < 0.71, then the output
condition is Abnormal.
• If Active Power on Bus 6 >= 0.4667 and
Active Power on Bus 6 < 0.71, then the output
condition is Abnormal.
This result demonstrates the great potential of
data reduction: 3 simple rules were extracted from
a database of 2565 measurements (45 states). All
of the original 45 states were correctly identified
by these three rules.
In order to evaluate the proposed anomaly
detection model, new inputs were generated
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by the SCADA simulator program (again using
only sign reversal errors on Bus 4 and Bus 6).
The undisturbed state (or “base case”) has the
following load flow values:
TABLE I
Load Flow and State Estimation outputs for Base Case

The SCADA Simulator creates a file containing
power and voltage measurements at 29 selected
points in the power system. (Recall that in real
life, any field instruments would pass their data
to the control centre via an RTU.) Table II shows

six modified records derived from the base case
in order to simulate corruption of the SCADA
output file. Under a sign reversal error, the state
estimation program generates incorrect values
for all load flows.

TABLE II
State Estimation outputs with errors introduced in the Base Case

Fig. 7: Corrupted measurements file for the Anomaly Detector
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Fig. 9: Anomaly Detector Output.

8. Conclusions and Future Work
Fig. 6: SCADA Output for Base Case

The SCADA output files (Fig. 6) produced
from the corrupted states produce inputs for the
Anomaly Detection model. Fig. 7 shows a sample
of these measurements. Fig. 8 gives a Matlab
program to implement the rules established by
the Rough Set Extractor program. Fig 9 presents
the output of this code.

Electric power systems are vital to modern
society. While these systems require protection
from numerous threats, their communication
networks are particularly vulnerable to attack.
The Anomaly Detection System proposed in
this paper can increase the security of electric
power systems and other critical infrastructures.
A greatly reduced set of rules can be extracted
from a knowledge data base (i.e., a large set of
previously classified system states) using rough
set theory. A test environment for the Anomaly
Detection System was proposed and implemented,
using a six-bus power system as an example. The
system succeeded in extracting three rules and
correctly identifying new states as abnormal. This
technique is thus not only simple to implement,
it has demonstrated favourable performance.
Future improvements to this system will focus on
expanding the range of recognised error types. It
is also our intention to compare this technique to
the “Test Data for Anomaly Detection in Electricity
Infrastructure” method proposed in reference
[17].
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Botnet Detection and Analysis Using Honeynet
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Abstract—We discuss some techniques currently used by intruders to control groups
of compromised machines (botnets). We show how honeynets can be used to identify,
monitor and understand the behavior of botnets. We describe a real attack in detail,
illustrating analysis techniques developed specifically for botnets. The tools, network
topology and strategies we describe can easily be adopted by other researchers and the
network security community.
Index Terms—botnet, computer network security, honeynet, site security monitoring

1. Introduction
The continuous growth of Internet services
and resources in recent years has led to a substantial
increase in server attacks, computer intrusions,
and other illegal activities. Once underground
hacker groups were motivated mainly by the need
to communicate and share information among
themselves, and the desire to learn more about
computer systems. Now that financial transactions
and commerce are commonly conducted through
computer networks, however, Internet criminals
have changed their goal to the illicit acquisition of
financial resources [6]. This malicious activity has
inspired more and more sophisticated attacks.
The easiest targets are computers with
large bandwidth and long uptimes (servers, for
example). These may be located at universities,
enterprises or even certain private homes. The

more such systems an attacker controls, the
greater their power to perform other malicious
acts. A set of compromised computers under
the control of a single attacker is called a botnet.
(The term is a juxtaposition signifying “robot
network”.)
Most botnets rely on the IRC protocol to
exchange information between the controller
and its clients, also known as bots, IRC bots,
drones and zombies [1]. Several kinds of bots
are available, such as Agobot, SDBot, Spybot,
GTBot and Eggdrop. They have different levels of
sophistication related to command and control,
but their basic function is the same.
Once a
uploads a
installs it
to one or

system is compromised, the attacker
bot from his malware repository and
on the machine. The bot connects
more channels on an IRC server and
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waits for commands [3]. Usually, the process of
constructing a botnet follows the logical sequence
presented below:

machine’s resources and making it unavailable.
Such attacks are much more effective when many
computers are used.

1) The controller sends a “log in” command
over the IRC channel, to distinguish their
own bot from other possible watchers.

Spam forwarding: unsolicited e-mails (spam)
can be effectively distributed using botnets,
which provide greater coverage and are harder to
block.

1) The controller uses the bot to scan for
networks, selecting the IP range, scanning
interval and other parameters;
1)

This information helps identify vulnerable
systems that can be targeted in future
attacks;

1)

The controller uses the bot to launch
attacks against vulnerable systems,
sending commands via the IRC channel (for
example, by changing the channel topic);

1)

If these attacks are successful, the bot
propagates to other computers;

1)

The newly installed bots try to connect to
an IRC server, completing the cycle.

By this means, an attacker can compromise and
control a reasonable number of machines to send
SPAM, launch further scans and attacks, capture
keystrokes, maintain a malware repository, and so
on. By constantly repeating the cycle, a controller
can maintain the size of their botnet even as
some hosts are lost (by breaking communication
with the IRC server, turning off, or identifying the
security breach).
By studying botnets and the techniques used
to build them, we can curtail criminal activities
relying on this architecture. Botnets in general
may have the following objectives:
Information gathering: some bots have the
ability to capture keystrokes, screenshots, files,
network traffic, and other data. These capabilities
may be used for collecting bank card information,
gathering strategic and commercial documents
from a competitor, etc.
Distributed Denial of Service (DDoS) attacks:
botnets are commonly used to launch ICMP ECHO,
TCP or UDP floods, overwhelming the target

Malware repository: botnet controllers need
Internet resources to keep their tools easily
available. To this end, some machines are used
as repositories; botclients have been observed
accessing and downloading malware from
compromised FTP and HTTP servers. Placing
these tools on several machines guarantees their
continued availability even if some bots are lost.
Illegal content hosting: botnets can be used
to store illegal content such as phishing sites,
stolen information (files, documents, and credit
card numbers), and pornography.
Anonymity: when several machines around
the globe are used as stepping-stones to access a
compromised host, it is very difficult to perform a
traceback and identify the real attacker or botnet
controller.
Their myriad uses explain why botnets are
currently of great concern to the information
security community [9]. The first step towards
mitigating this threat is to deeply understand the
internal working of botnets and the techniques
employed by those who use them. This work
presents a systematic approach to gathering
information on botnets.

2. Related Works
The literature has seen much discussion
of honeynets (a network of high interaction
honeypots that simulates a production network
and configured such that all activity is monitored
and recorded) [14] and botnets as distinct subjects.
Several works describe and compare important
features of the most well-known bots [1,3,6,7].
However, some of the newer techniques observed
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in botnets, such as the use of encrypted control
commands, are not often discussed in papers. In
this work we describe how honeynets can be used
to identify and study these new techniques.
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One of the main advantages of honeynets is
that all traffic can be monitored and logged [14].
All of the intruder’s actions are recorded, from
the initial exploitation to any and all

Reference [7] explains how botnets can be
used to commit crimes and provides a general
description of their control mechanisms, including
methods other than the usual IRC approach.
Reference [3] focuses on the four most common
botclients: Agobot, SDBot, SpyBot and GT Bot. It
describes in detail their architectures, how their
control mechanisms work, how they spread, and
the kinds of attacks employed.
Reference [1] explains how honeynets can be
used to obtain information on the operation of
botnets. That work also offers a general description
of some kinds of bots. The present paper takes a
similar approach, in that its main purpose is to
offer a methodology useful for identifying and
analyzing common types of bots. In addition,
however, we wish to analyze a new threat: bots
that use encrypted commands to make their
detection and identification more difficult.
Although there are numerous ways to
compromise a honeypot (a single honeynet
computer), such as exploiting web service
vulnerabilities [6], this work discusses the case of
honeypots compromised through vulnerabilities
in their NETBIOS protocol-based services.
In Section 3, our honeynet architecture is
presented. The methodologies and tools used to
analyze captured bots are described in Section
4. An isolated environment (sandbox) used to
study bots is presented in Section 5. In Section
6, we present a detailed, real-world case study
of botnet analysis and its results. Section 7
concludes the paper.

Fig. 1. Honeynet architecture. All information and malware gathered by
the honeynet (top) is analyzed in an isolated environment (bottom).

All traffic within the honeynet is transparently
monitored by an Intrusion Detection System
(IDS) and copied onto a file server called the Log
Host. The goal is to passively gather as much
information as possible, so that one can infer the
techniques used to compromise the honeypots.
Analysis of the traffic log also permits one to
capture malware, locate the malware repository,
find the IP addresses of other bots and perhaps
the controller, and so on.
In the next section we detail our techniques
for obtaining and analyzing information on the
invading botnet .

4. Analysis
3. Using Honeynets to Study Botnets
The first step of this study is the identification
of botnets. A honeynet allows attackers to
compromise its computers and install botclients,
an effective way to research the state of malware.

Several attacks are registered by the Brazilian
Honeynet every day, from all over the globe. Each
one is identified and analyzed, then reported to the
authorities and other competent organizations.
Due to the increased use of botnets for illegal
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activities, the Brazilian Honeynet team has been
paying close attention to incidents making use of
this technology. To facilitate the study of botnets,
we have developed a special methodology to
analyze these events.
The first challenge is to identify which attacks
are related to botnet activities. Due to the large
number of IRC-based bots captured by the
honeynet, we focus our research on this kind
of bot. To this end, it was necessary to develop
practical and effective ways to identify IRC-based
bot activity inside the honeynet.
Tools such as honeysnap [19], ngrep [11],
tcpdump [16], Smart [2] and Sebek [17] can detect
the presence of a bot by analyzing the honeynet’s
collected data. More sophisticated techniques
such as machine learning can also identify botnet
activities in network traffic [8], but satisfactory
results require accurate statistical modeling of
the environment. While interesting, such details
lie beyond the scope of this work.
Once the presence of a bot has been
confirmed, the next step is to discover all actions
performed by the intruder. This is accomplished
by analyzing the compromised honeypot itself.
We collect all commands executed by the
intruder during the attack and all information
exchanged between the controller and the
botclient – IRC server address, channel names,
passwords and server ports. We also try to
recover the malware used to install the bot,
either by forensic analysis of the compromised
machine or by extracting it from logged network
traffic. One can even download the malware
directly from its repository with the username
and password just collected, if it is still up and
running. Once the malware has been captured,
dynamical analysis can be done in a sandbox
built for this purpose. A detailed example of
this process is presented in Section 6.

The tools
This subsection provides a general description
of the tools used to identify IRC-based botnets.
The next subsection will show how they can be
used together to analyze a botclient.

Norton Ghost
Norton Ghost [15] is used to produce Windows
operating system images, allowing full restoration
of the system state. It is used to recover from
failures or compromises that make the system
unusable.
This tool can be used as follows: a default
Windows installation is performed, the current
state is saved, and then the malware is executed.
After finishing the analysis, the hard disk can be
zeroed and an identical initial state restored in
preparation for new analysis.
However, as Norton Ghost is commercial
software and supports only Windows systems, we
prefer the Partimage tool.

Partimage
Partimage [5] is very similar to Norton Ghost,
but is free and based on linux/unix. It can
generate either Linux or Windows images, as it
supports ext2fs/ext3fs, Reiserfs, FAT16/32, NTFS
(experimental), and other file systems.
This tool was used to restore operating
systems in our sandbox. Due to the fact that it
is linux-based, the deployment of automatic
restoring mechanisms was very easy. Although
NTFS support is considered experimental by its
developers, no problems occurred during the
tests performed.

Honeysnap
This very useful tool parses pcap-based
network traces. Honeysnap generates a summary
of all activities in a given time interval: packets,
HTTP sessions, e-mails, etc. It is also capable of
extracting files downloaded via FTP or HTTP, which
is very convenient in cases where intruders delete
their malware after use. Other useful features
include the summarization of IRC sessions and a
keyword search.
Tcpdump
Tcpdump is one of the most widely used traffic
analyzers. It is capable of capturing all traffic
within some predefined collision domain of a
TCP/IP network, and stores all packet information
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for later analysis. It can save the traffic content
in pcap format, the standard for most network
analysis tools.
The network traffic can be analyzed using
logical filters known as BPF filters. These filters
can separate events by port, IP address, protocol,
and other criteria.
Snort
Snort [13] is a free, network-based Intrusion
Detection System (IDS) commonly used by the
security community. It compares packets in the
network traffic against a database of known
attack patterns, called signatures. When a match
is found, Snort issues an alert. After the attack
is confirmed, a deeper analysis of the event is
performed.
Ngrep
This tool is used to search for regular
expressions or hexadecimal characters in
network traces, and supports pcap files. It works
with Ipv4/6, TCP, UDP, ICMPv4/6, IGMP and other
protocols, and like tcpdump supports BPF filters.
Ngrep is very useful for finding keywords
related to IRC traffic in the honeynet network
traces. A few commands are usually enough to
identify the IP addresses and ports through which
the bots are generating network traffic.
Sebek
Sebek is a tool designed to capture honeypot
data and register all of the intruder's activities
in a stealthy manner. All data and keystrokes
produced by an intruder in the compromised host
are captured and sent to the log host.
This is one way of confirming that the honeypot
has been compromised, and provides a general
view of the intruder’s actions. Sebek captures a
great deal of important information
for later analysis of the bot.
Smart
Like Sebek, this tool captures the data generated
by intruders in compromised honeypots. However,
it also provides information on the system’s
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response to executed commands. This tool was
developed by the Brazilian Honeynet Project
during its deployment, and is described more
fully in reference [2].
Shell Scripts
The IDS also runs some shell scripts to help the
analyst with honeynet management tasks. Daily,
weekly and monthly log rotations are automated
so that full-time data collection does not deplete
the server’s disk space.
Monitoring mechanisms (Snort, tcpdump,
Smart and Sebek) are also executed via scripts,
guaranteeing that every alert generated by one of
these tools is stored for analysis. Finally, there are
scripts to keep the honeynet working even after
communication failures or a power shortage.
Working with the tools
IDS alerts are the first information to be verified.
Note that all traffic gathered by a honeynet is
considered malicious, since honeynets do not
provide any service.
Scripts executing on the IDS send daily
summaries via e-mail to the honeynet manager.
These reports contain important information: a list
of all IP addresses that accessed the honeypots,
and the following data on recent activity:
-- The top host access on specific ports;
-- Protocol (TCP, UDP, ICMP) access statistics;
-- Top attacker’s source IP addresses (packet
count);
-- The operating system of the top attack
source;
-- The types of attacks, according to the snort
database; and
-- A list of suspicious backdoors and botnet
activities on compromised honeypots.
Figure 2 shows a typical daily summary. All
these data give the honeynet manager a global
view of what is going on, and serve as a starting
point for deeper analysis taking into account all
previously gathered data.
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The data generated by Smart confirm the
intrusion [21], as noted in the daily summary
(bottom of Figure 2). At this point the analyst is sure
that honeypot XX.XX.37 has been compromised,
and that a botclient has been installed. One can
now start looking for information related to the
botnet control protocol, which is the focus of this
paper.
For example, the analyst may want to know more
about the server that the honeypot is connected to.
He currently knows only that honeypot XX.XX.37
is trying to join channel “#aDDa”. The IP of the
hosting server can easily be found using ngrep,
searching for the string “aDDa” with the BPF filter
“host XX.XX.37”. Specifically, the analyst can use
the following command:
Fig. 2. Honeynet daily summary. The honeynet manager receives an
overview of all suspicious activities in the honeynet over the past 24 hours.

It is important to mention that the IDS also
immediately reports attacker activities inside
a honeypot. That is, whenever a honeypot is
compromised the manager receives an e-mail like
that shown in Figure 3. A script running on the IDS
crontab checks every five minutes for Sebek, Smart
or modified bash data related to intruder activities.
In the example of Figure 3, commands were
executed in honeypot XX.XX.XX.37 to open an IRC
channel (JOIN #aDDa). Attempts were also made
to connect with FTP servers XX.XX.XX.178 and
XX.XX.XX.98, probably to download

#ngrep-I/var/log/tcpdump/dump_
file20070310 aDDa host XX.XX.XX.37
where“/var/log/tcpdump/dump_file20070310”
is the dump file containing all honeynet traffic
from March 10th. The output will look something
like this:
T XX.XX.XX.37:1034 -> XX.XX.XX.80:10324 [AP]
JOIN #aDDa
One can also search for common IRC commands
such as “PING”, “PONG”, “NICK”, “TOPIC”, etc.
However, the previous output is enough to
conclude that the honeypot has connected to
server XX.XX.80 on port 10324.
At this point, the entire file can be analyzed via
tcpdump:
#tcpdump -X -s 1500 -nr /var/log/tcpdump/
dump_file20070310 host XX.XX.XX.80 and host
XX.XX.XX.37 and port 10324
By listing all traffic between this client and
server, one can harvest lots of information related
to the botnet itself: the list of all channels to which
the bot tried to connect, as well as passwords,
topics, and nicknames.

Fig. 3. Smart alert. A honeynet manager receives this e-mail in real time
when an intruder gain access to a honeypot.

The honeysnap tool can also be used, and
generates more user-friendly output. Honeysnap
can remount an entire IRC session based on the
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network dump file, so the data are displayed as if
it were a common IRC client program.
#honeysnap/var/log/tcpdump/dump_
file20070310 -H XX.XX.XX.37 --do-irc --ircports=10324
The following command tells honeysnap to
interpret a pcap file containing botnet traffic:
An example of honeysnap output is presented
in Section 6, where bot analysis is discussed.
Section 5 completes the methodology portion of
this paper, describing how the sandbox provides
a detailed understanding of botclient behavior.

5. The Sandbox
Static information is a very common obstacle to
botnet analysis. For example, a security analyst
might always use the same source IP address, or
always try to join the same channels using the
same nicknames. This behavior pattern can alert
the botnet controller that he is under surveillance.
Another cause for suspicion is the presence of IP
addresses coming from anonymous networks
such as TOR [18].
The botnet controller will respond by blacklisting
that source IP address and nickname, and might
inform his associates about the incident. Thus,
honeynet managers need to be very careful when
analyzing botnets.
A sandbox is an analysis environment isolated
from the botnet controller. Initially virtual
machines were used as sandboxes, but it is now
fairly common for botclients and other malware
to protect their binary content and avoid file
execution when they detect a virtual machine
environment [10].
Another concern is the analysis response time.
Techniques exist that allow botnet controllers to
rapidly modify their malware [20], even before the
analysis is completed. Thus, if the analysis takes
too long its results might be erroneous.
Within a sandbox environment, all these
obstacles can be overcome. Our sandbox consists
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of two machines (Figure 4). The monitoring
machine has an IRC server and can be accessed
by the botclient. This Linux system is completely
isolated from the Internet, monitors all network
traffic, and runs tcpdump, Snort, honeysnap and
ngrep. The IRC server configuration is based on
information gathered during the initial traffic
analysis (server name, channels, passwords,
nicknames, etc.).
The second machine runs Windows or Linux,
depending on the captured malware. The disc
is zeroed using the “dd” tool [4] before OS
installation. Just after installation, a system disc
image is copied to the monitoring system: this
image can be restored whenever the analyst
wishes. After initial installation or restoring of the
base system, the botclient binary is copied to the
machine and executed.

Fig. 4. Sandbox environment. The sandbox is composed of two
machines isolated from the Internet.

This environment ensures that all traffic is
generated by the botclient (with the exception of
some OS traffic such as Windows NBT packets),
greatly reducing the time and effort expended on
analysis.
The sandbox can be used to investigate how
the bot server and client communicate, how
the controller sends commands to the bot, the
meaning of those commands, and the botclient
response for each command (start a network port
scan, harvest base machine information, etc.).
The next section presents a real example
of botnet analysis using all the resources and
techniques previously described.
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6. The Zip0 Bot
On January 17th, our honeynet manager
received an alert email from the IDS about a
honeypot compromised by the Sasser worm
[12]. The daily summary showed that honeypot
XX.XX.164 presented outgoing traffic in many
ports, including port 80.
All related packets were listed with tcpdump.
After verifying the contents, we noticed that the
traffic was not a common HTTP communication
despite being directed to port 80.
After using ngrep, we concluded that the traffic
was related to an IRC communication. Honeysnap
provided a rich visualization of these data:

* Welcome to the zip0 IRC Network
[0]USA|0309293!eexakewk@201.82.26.240
* Your host is zip0.rar0, running version Unreal3.2
* This server was created Thu Dec 28 2006 at 11:29:45 PST
* zip0.rar0 Unreal3.2 iowghraAsORTVSxNCWqBzvdHtGp
lvhopsmntikrRcaqOALQbSeKVfMGCuzNT
* MAP KNOCK SAFELIST HCN MAXCHANNELS=10 MAXBANS=60
NICKLEN=30 TOPICLEN=307 KICKLEN=307 MAXTARGETS=20
AWAYLEN=307 :are supported by this server
*WALLCHOPS WATCH=128 SILENCE=15 MODES=12
CHANTYPES=# PREFIX=(ohv)@%+
CHANMODES=beqa,kfL,l,psmntirRcOAQKVGCuzNSMT
NETWORK=zip0 CASEMAPPING=ascii EXTBAN=~,cqr :are supported
by this server
* There are 2 users and 1651 invisible on 1 servers
* 3 :channels formed
* I have 1653 clients and 0 servers
* Current Local Users: 1653 Max: 3630
* [0]USA|0309293 sets mode +i [0]USA|0309293

These data make it possible to configure an IRC
server (in the sandbox) that acts like the original
bot server in many ways. The bot will connect to
this fake server, thinking it has connected to the
real server.
After running the botclient on the sandbox,
we deduced that commands were being provided
through channel topics. The analyzed botnet,
named “zip0”, uses the binary executable “h.exe”
as a client. This malware was captured from the
botnet controller FTP server.
We were able to access the FTP server using
information gathered by Sebek and Smart (user,
password and server address). On the server
we found 3 identical executables with different
names:
artefato: h.exe , j.exe , z.exe

This summary contains the following valuable
information:
-- The bot server operated on port 80, was
located in the USA (California), and used the name
compress.zip0.com.ar (XX.XX.13.91).
-- The server password is <zip0.
compresspass>, the bot’s username is [0]
USA|0309293, and the bot connected to channels
#zip0-s# and #zip0-d1#, and #zip0-d2#;
-- The channel topics were:
As soon as a bot connects to a server, it starts
generating traffic very similar to that shown
below:

md5: b2ef11a82e287e6f0bf3fe57274adf11

The observed behavior was as follows: as soon
as the malware executes, it installs itself on the
system under the name “MSSCF32.exe”. It then
deletes the original executable (e.g. “h.exe”) and
adds a registry entry to execute the botclient
every time the machine starts up.
[HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\Run]
"MS System Call Function"="MSSCF32.exe"
After it is properly installed, “MSSCF32.exe”
tries to connect to the server “compress.zip0.com.
ar”. This can easily be observed in the collected
network traffic.
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00:15:57.601377
192.168.192.254.53:

IP

192.168.0.55.1038

>

52974+ A? compress.zip0.

com.ar. (38)

The monitoring computer responds to the bot’s
DNS request as if it were the host “compress.zip0.
com.ar”. At this point the bot starts connecting
to our monitoring machine. After establishing
a connection, the botclient remains inactive for
about 40 minutes then starts some scans. These
can be observed in the Sebek data.
[SCAN]: Random Port Scan started on XX.XX.x.x:445
with a delay of 3 seconds for 0 minutes using 50
threads.

This command is clearly related to the topic of
channel “zip0-d2”: “adv5c4n napi_445 50 3 0 –r
–t –s”. The scan itself can also be analyzed using
tcpdump:
00:29:42.546634

192.168.0.55.4650

>

XX.XX.164.124.445: S 388531280:388531280(0) win
16384 <mss 1460,nop,nop,sackOK> (DF)
00:29:42.604849

192.168.0.55.4653

>

XX.XX.104.166.445: S 388684351:388684351(0) win
16384 <mss 1460,nop,nop,sackOK> (DF)

Thus, the relationship between channel topic and
botclient behavior can be used to understand how a
botnet controller operates and learn his intentions.
The honeynet is able to monitor every channel
topic change. New topics can be provided to
the sandbox, and new behaviors observed. This
feature of the system is very important; even if
the botnet controller starts to use encryption, we
will still be able to identify the bot’s response to
new commands.

7. Conclusion
In this paper we have discussed some of
the features that make botnets a serious threat
to network security. We have also shown how
honeynets can be helpful in understanding botnet
behavior.
Using a honeynet and a sandbox, it is possible to
learn how botnet controllers command their bots to
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execute various operations. We have also provided a
real example, where commands and parameters are
passed to the bot by IRC channel topic. Their effects
on the bot were analyzed in a sandbox environment,
revealing the intruder’s intentions.
This methodology has been based entirely
on freely available software tools, allowing
researchers to reproduce our work according to
their needs.
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Abstract—Complex mission scenarios are those in which information changes
continuously and quickly or scenarios having large quantities of expensive resources, a
large number of norms and rules, or a large number of personnel, for instance crimes
in cyberspace, computer forensics, or computer and digital investigation. Organisations
participating in such scenarios may have components in different geographic locations:
some in the field and others in the office. Enabling coordination between these
components in highly unstable environments is a challenging task. Our aim is to
investigate the use of ontology with computational agents to support complex mission
scenarios in Forensic Computing. This paper presents a logic- and set-based model to
represent scenarios in the context of a formal organisation. In addition, an outstanding
ontology was implemented that describes typical mission activities, their relationships,
required resources, and constraints. This ontology is used to map a mission to an
organisation. We also present a realistic ontology scheme in forensic computing for the
Brazilian Federal Police and a case study in which agents from a formal organisation were
deployed in complex mission scenarios. This ontology can be easily extended to other
police or military forces, and is an efficient tool for managing people and resources.
Index Terms—artificial intelligence, complex mission scenarios, forensic computing,
international scientific exchange, ontology.

1. Introduction
Our aim is to investigate the use of ontology
with computational agents to support complex
mission scenarios in Forensic Computing. An
ontology is a model of a real domain that is
represented in some declarative formalism. In
this way, an ontology associates the names of

entities in the universe of discourse (e.g., classes,
relations, functions, agents, or other objects) with
human-readable text describing what the names
mean, and formal axioms that constrain the
interpretation and well-formed use of these terms.
Formally, an ontology is the statement of a logical
theory. We intend to present a logic- and setbased model representing the knowledge aspects
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of a formal organisation.
Additionally,
an
outstanding ontology will describe typical mission
activities, their relationships, required resources,
and constraints. This ontology can be used to
map a mission to organisations such as police or
military forces.
In this context a formal organisation can be
understood as the planned, coordinated, and
purposeful action of agents (human beings or
computer programmes) to construct or to achieve
tangible or intangible objectives. The general
approach is to study existing organisations and
fully describe the organisational structure before
implementation. Thus, we analyse an organisation
as an entity centred in a structural perspective.
In this sense, the organisation is a permanent
arrangement of physical (static structure) and
virtual (dynamic structure) elements.
These
elements and their actions are defined by agents,
abilities, roles, goals, resources, legal and
administrative norms, competencies, missions,
and complex events so that a certain task may be
fulfilled through a system of coordinated division
of labour by multi-agent units. Following this, we
present fragments of a realistic ontology scheme
in forensic computing for the Brazilian Federal
Police, and a case study in which agents from
a formal organisation are deployed in complex
mission scenarios.
Complex mission scenarios are those in which
information changes continuously and quickly
or scenarios using large quantities of expensive
resources, a large number of norms and rules, or a
large number of personnel. Examples of complex
scenarios include investigations of crimes in
cyberspace (e.g., sexual exploitation of children,
financial fraud, cyberterrorism, or criminal
release of information), computer forensics (e.g.,
live analysis, botnet detection and prevention,
or intrusion monitoring and prevention), and
computer and digital investigation, in other words
events requiring management of multiple abilities
or devices. Organisations participating in such
scenarios may have components in different
geographic locations: some in the field and others
in the office. Enabling coordination between these
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components in highly unstable environments is a
challenging task.
This work seeks to explain the problem of
managing complex mission scenarios in forensic
computing using artificial intelligence-based
ontology.

2. Previous Work in this Area
The missions faced by large organisations are
highly complex:
• Large number of personnel;
• Large quantities of expensive resources;
• Large number of norms and rules;
• Significant quantities of rapidly-changing
information.
Several studies have appeared describing the
use of artificial intelligence techniques in mission
scenarios [9, 24, 25, 29, 30, 32, 50]. A good
example of this important research field is the
International Technology Alliance (ITA) project
[20, 21]. The main goal of the ITA project is to
retrieve and disseminate information relevant
to specific missions within a required resourceframe to maximize the utility of the resource.
Maximizing utility encompasses giving priority to
more important missions, balancing the quality of
information with the energy costs of gathering the
data, and storing and disseminating information
in a manner promoting effective use:
• Developing mission representations that can
be used to determine the data required for a
mission;
• Development of available mission scenarios,
including those used in police training;
• Modelling, through ontology, the sensors
and sources required by a mission.
It is necessary to consider missions as an
integral feature of an organisation. In this way,
organisations can be seen as societies of agents
[1, 6, 8]. Actions and decisions are not the simple
outcome of a single, orderly activity: they emerge
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from the ecology of the information process.
Hence, the relationship between organisations,
missions, and environments becomes a subject of
practical study. This relationship was clarified in
several previous studies concerning the structure
of formal organisations:
Choo [5] developed an understanding of how
an organisation may manage its information
processes more effectively in order to learn and
adapt. His vista of information management is
broad, encompassing information processes,
information
resources,
and
information
technologies.
Tarapanoff et al [45] dealt with competitive
intelligence and scenarios in formal organisations.
They include a methodological proposal for a case
study.
Vasconcelos et al [48] present the Model of
Organisational CHange using Agents (MOCHA)
as a means of formally specifying, checking,
and simulating organisations and their changes
using agents. They define the structure of the
organisation without making any assumptions
about the internal characteristics of the agents
who will populate it. They adopt a normative view
of organisations, and capture a notion of social
influence through relationships between roles.
Dignum et al [10] discuss how and why
organisations change. They identify and classify
situations for change and explore how these
changes can be made dynamically. In systems
where the organisational structure is defined in
terms of roles that agents enact, the system is
required to adapt as agents move in and out of
those roles.
Ferber et al [11] adopt a purely organisational
approach in the AGR (Agent, Group, Role) model.
Agents are active, communicating entities that
enact roles with groups. Groups are sets of agents
sharing some common characteristic; they are
contexts for patterns of activities and are used to
partition organisations and define organisational
structure. Roles are abstract representations of
functional positions that agents may hold in a

group and have associated interaction protocols.
Sichman and Demazeau [44] present the core
notions of a social reasoning mechanism, based on
dependence theory. This model enables an agent
to reason about others, in particular to calculate
his dependence relations and dependence
situations in formal organisations.

3. Formal Definitions
It is important to prove that the proposed
formal model is scientifically valid and realistic.
Therefore, we intend to present a logic- and setbased model representing the knowledge aspects
of a formal organisation performing as defined
below.

Def. 1. Organisation
An organisation O is a pair of static and dynamic
structures, explained below.
O = 〈S, D〉, where:
•S represents the static structure;
•D represents the dynamic structure.
Examples:
O = Interpol;
O = Brazilian Federal Police;
O = US Army.

Def 2. Static Structure
A static structure is a set S = {U1, U2, ..., Un},
where each Ui, 1≤ i ≤ n, is a unit (def. 3).

Def. 3 Unit
A unit is a physical structure that is complete
by it.
U = 〈 id, C, N, Rls, Rs 〉, where:
• id is the name of the unit;
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• C is a non-empty set of deontic formulae
(permissions) representing the competencies
of the unit;
• N is a non-empty set of deontic logic formulae
(permissions, obligations and prohibitions)
representing norms the unit must conform
to;
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S2 = {UOperational(Field Army), UOperational (Corps),
UOperational
(Divisions),
UOperational
(Brigades),
UOperational
(Battalions),
UOperational(Companies),
UOperational(Platoons), ), UOperational (Squads &
Sections)}.

• Rls is a non-empty set of roles;
• Rs is a possibly empty set of resources.
Examples:

Fig. 2. Diagram of the operational unit for US Army http://www.
army.mil/institution/organisation/unitsandcommands/oud/
NOTE: All units have a tuple  id, C, N, Rls, Rs  associated
with them.
Fig. 1. Graphic diagram of the Brazilian Federal Police units http://www.
dpf.gov.br/web/organog_grand.htm

Example:

A structure, S1, represents one more complete
and extended vision of units for Brazilian Federal
Police based on figure 1:
S1 = {UDirectorate(General), UDirectorate(TechnicalScientific),
UDirectorate(Intelligence
Police),
UDirectorate(Organized
Crime
Combat),
UDirectorate(Executive),
UDirectorate(Administration
and Logistics), UCouncil (Ethical and Discipline),
UCouncil(High Police), UAssistance(Legal), UAssistance
(Technical),
UAssistance(Internal
Control),
UAssistance(International
Relationship),
UInstitute(Criminalistics),
UInstitute(Identification),
UAcademy(Police),
UDivision(Forensic
Science),
USector(Drug Abuse Combat), . . ., UService(Expertise
in Computer Crime)}.
This new representational paradigm of a formal
hierarchy can be easily modified to represent
other formal organisations. For instance, a
structure fragment, S2, of the operational units for
US Army is represented in a hierarchy according
to figure 2.

Def. 5. Dynamic Structure
All functional aspects of the missions are
components of the organisational dynamic
structure.
D = 〈Ms〉 where:
Ms is the set of missions (def. 8).

Def. 6. Action
An action Act is a first-order logic predicate
p(t1,. . ., tn,).
The set of all possible actions is Acs = {Act1, …,
Actm}, 1 ≤ i ≤ m.
The actions in Forensic Computing could be
related via the following predicate.
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Example:

Missions are the set formed by all missions
belongs to a specific organisation. Therefore, the
set of all missions is Ms.
Ms = {M1, M2, . . . , Mn}.

Example:
Def.7. Resource
A resource, ti, is a material or immaterial
support. Each resource is an asset of a unit and
to be used in missions by agents. The set of
resources is Rs.

A complete case study of a typical mission, M1,
in Forensic Computing:

M1=〈

• Rs = {t1,… , tn},
where ti, 1 ≤ i ≤ n, is the resource from the
unit.
The resources supplied for an expert agent
in computer crime in a mission could be, for
instance:

〉
Def. 9. Complex Mission Scenarios
This is a new concept created in this work
to describe missions undertaken by formal
organisations such as police forces. In a practical
approach, Complex Mission Scenarios (CMS) are
those in which information changes continuously
and quickly or scenarios requiring a large quantity
of expensive resources, a large number of norms
and rules, or a large number of personnel.

Def. 8. Mission
A mission is a tuple, M = 〈mid, D, Acs, Rs〉,
where:
mid is the identification of the mission;
D is the duration of the mission;
Acs is a set of actions associated with the
mission;
Rs is a set of resources that will be used in a
mission.

In a general way, the resources and roles of
the static structure may change or, more likely,
the set of agents (and their abilities) associated
with a mission changes. CMS scenarios are those
in which some critical component changes in a
static structure (S  S’), in the set of agents (AGS
 AGS’), or both situations.
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• To make domain assumptions explicit;

where,
S is all components of the static structure
(def. 2);
Ags is the set of agents (def. 4);
M is a mission (def. 8).

4. Ontology Case Study
An ontology is the explicit specification of a
conceptualization of the real world. The term is
borrowed from philosophy, where an ontology is
a systematic account of existence. For Artificial
Intelligence (AI) systems, what “exists” is that which
can be represented [18]. When the knowledge
of a domain is represented in a declarative
formalism (we create a logic- and set-based model
to represent scenarios of a formal organisation),
the set of objects that can be represented is called
the universe of discourse. This set of objects,
and the describable relationships among them,
are reflected in the vocabulary with which a
knowledge-based program represents knowledge.
Thus, in the context of AI, we can describe
the ontology of a program by defining a set of
representational terms. In such an ontology,
definitions associate the names of entities in the
universe of discourse (e.g., classes, relations,
functions, or other objects) with human-readable
text describing what the names mean, and
formal axioms that constrain the interpretation
and well-formed use of these terms. Formally,
an ontology is the statement of a logical theory.
Hence, an ontology defines a common vocabulary
for researchers who need to share information
in a domain. It includes machine-interpretable
definitions of basic concepts in the domain and
relations among them.
Why would someone want to develop an
ontology? Some of the reasons are:
• To share common understanding of the
structure of information among people or
software agents;
• To enable reuse of domain knowledge;

• To separate domain knowledge from the
operational knowledge;
• To analyse domain knowledge.
We created an ontology to represent the
mission scenarios of a real organisation, as an
extension of the work described in references 3,
7, and 18. It was necessary to develop an ontology
solution using software tools. To achieve this
we investigated several ontology computational
languages (Chimaera [4], Ontolingua [38], and
Protégé [39, 40]). We then created an ontology
implementation (figures 3 to 6) for the Brazilian
Federal Police using Protégé.

Fig. 3. Ontology implementation and its components with a mission
schema

Fig. 4. Taxonomy diagram for Brazilian Federal Police using our
ontology

A common ontology defines the vocabulary
with which queries and assertions are exchanged
among agents [50]. Ontological commitments
are agreements to use the shared vocabulary
in a coherent and consistent manner (figure 5).
An ontology scheme is more powerful that any

48 Ontology for Complex Mission Scenarios in Forensic Computing
database. It has propositions, rules, predicates,
knowledge, relationships, and constraints. With
an ontology it is possible to manage resources, to
prove axioms, and to make decisions concerning
missions, agents, units, and other components of
an organisational structure.

Fig.6. Query and answer about missions in our ontology

5. International Scientific Exchange

Fig. 5. Ontology with agents in a complex mission scenario

For complex mission scenarios in a police force
it is important to answer questions like:
• Which missions are in process?
• Which missions are complex?
• Which agents do possess the ability x?
• Where do I find agents with the abilities x and y?
• Which resources are available for
mission?

this

• In which unit organisation I can request
material resources for mission z?
• Which laws, norms and instructions should
be satisfied in mission k?
• Is the level of competence in computer
science sufficient to execute mission k?
• Which tasks does agent x need to accomplish
to conclude mission k?
We elaborated a complete case study for the
Brazilian Federal Police in which our ontology
implementation

Due to the complexity of interaction between
formalisms and the practical aspects of mission
scenarios we have already begun to investigate
new formalisms and tools to represent ontologies.
Since January 2007 we have examined over
50 references, focusing on the topics of firstorder logic, deontic logic, relational algebra, set
theory, norms, constraints, and organisational
architecture.
We have also acquired a vast
bibliography in knowledge representation, mainly
in specific literature [19, 28, 33, 34, 37]. We have
investigated languages and tools to represent our
ontology, for instance Protégé [39, 40], Ontolingua
[38], and Chimaera [4].
We work with real mission scenarios in the
Technical-Scientific Directorate of the Brazilian
Federal Police. This has provided several years
of experience with missions in the field of
combating high-tech crime. Investigating cases
by unit and sector we have verified that more
than 100 missions (about 40 per cent of the
total per year) involve complex or mission-critical
scenarios. With this experience we have brought
new practical viewpoints to scientific research,
aiding the comprehension of real problems and
aspects of missions in formal organisations.
This year we sent a Federal Criminal Expert
(Brazilian police specialist in computer crime
combat) to take part in an international exchange
and visit the Department of Computing Science at
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the University of Aberdeen, Scotland, UK, to carry
out joint work on the topic “Software Agents to
Support Information & Workflow in Police Forces”
with Dr. Wamberto Vasconcelos, a member of the
ITA project [21]. During this visit several topics
were examined concerning agents, norms, deontic
logic, the architecture of formal organisations, and
other important subjects related to this research.
The group also investigated new concepts and
visions of knowledge representations, taxonomy
hierarchies, ontologies, and mission-critical
scenarios. A number of meetings with members
of local police organisations, researchers, and
professors were organized to discuss these
themes. At the end of the visit the work was
presented in a seminar entitled “Using Agents to
Support Mission-Critical Scenarios” [25]. While
the seminar presented encouraging results, this
area still requires a great deal of research.

6. Conclusions and Future Tendencies
Our objective was to use ontology to
support complex mission scenarios in formal
organisations such as police and military forces.
This research covered a number of practical and
realistic themes. One direction was managing
missions using an ontological framework. For the
first time, a formal treatment of complex mission
scenarios was described [25]. We examined
whether complex mission scenarios are only
those in which resources and roles may change
or a changing set of agents (and their abilities)
associated with a mission constitutes complexity.
This same approach to mission scenarios may be
found in [30, 41, 43].
All of the formalisms were defined
mathematically to prove actions by agents, to
verify norms and competencies, to check roles,
and to carry out the relationships between the
organisation and its components. We created a
logic- and set-based model to represent aspects of
a formal organisation and its components [2, 13,
16, 27], but we intend to study the possibility of
using relational algebra to model the relationship
between units and agents from an organisation.
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In addition, we modelled an ontology that
can represent complex mission scenarios in real
organisations. It was extended into complete case
study of forensic computing based on real cases
of the Brazilian Federal Police. In this study, our
ontology implementation answered important
questions concerning the management of agents
and resources. However, it is necessary to improve
international cooperation and to enlarge our
ontology for new applications in other forces.
Therefore, this is a new research area where
applications are developed to manage missions in
an efficient way. Major governments (funded jointly
by the UK MoD and US DoD), universities (CMU,
Columbia, UCLA in US; University of Aberdeen,
University of Cambridge, Imperial College in UK),
research centres (UK MoD Science Innovation
Technology, US Army Research Laboratory), and
a considerable number of commercial companies
(led by IBM) are facilitating research with ontologies
and artificial intelligence techniques for mission
scenarios. The Brazilian Federal Police cannot be
excluded from this new technology. This work
represents the tip of the iceberg in terms of the
potential for fighting crime.
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Abstract - This article describes several user localization methods currently used to support locationbased services (LBS) in GSM and WCDMA mobile networks. Nowadays, many high-technology crimes
rely on mobile stations (MS) and existing telecommunication networks. One way of combating fraud
and other illegal activities is to perfect techniques for localizing MS almost in real time. The precision
of this process varies with method and depending on whether the MS is outdoors or indoors, but
generally speaking ranges from tens to hundreds of meters. Using their "mPosition" system, Nokia
has achieved even greater precision in MS localization. These methods can also be used in WLAN
networks.
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1. Introduction

2. Activity-based location

Identifying the user’s location is a service of
great importance in the mobile telephony industry.
Several LBS (Location-Based Service) applications
are currently being developed by the community.
Security services in particular have significantly
increased the demand for rapid location.
When location is automatic all manner of rapid
responses are possible, for example emergency
response and recognizing fraud. Currently, not
all cellular telephone networks have a platform to
provide LBS. Such a platform requires dedicated
hardware and software, as well as new methods
of tracking and presenting results that function
for both indoor and outdoor targets. The goal of
this article is to discuss the various localization
methods used in security services.

In early 2000, a Japanese company launched
the first location-based service. In more recent
years, LBS applications have been introduced to
the GPS system and terrestrial mobile networks.
Among other advantages, they represent an
opportunity to increase the loyalty of subscribers
by offering personalized services.
The research on LBS is split into two fields: one
where getting an accurate subscriber location
is paramount, and another mainly supporting
outdoor security services. Precise locations
also help ensure rapid response, of course, and
improve the efficiency of emergency services. For
example, authorities may combat fraud by using
LBS to verify a reported theft of the user’s mobile
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station (MS). The location of the device could
also be determined within a Wireless Local Area
Network (WLAN), but such cases must make use
of data from more than one carrier network.
Each LBS needs a different level of precision
and response time, restricting the choice
of technologies that can be used. Figure 1
qualitatively describes the required performance
of some common LBS applications.

3. Network Infrastructure
The
infrastructure
of
the
local
telecommunications network determines which
location methods can be used with accuracy. The
LBS platform will therefore be largely based on
the configuration of this network. The Figure 1
shows a basic cellular network, generally defined
as being in an outdoor environment.

Location Accuracy

Security
services
Navigation

Search and
Location

Maps

publications

Guides to
travel
Weather
forecast

Figure 2. Celular networks.

In the Figure 3 we show a WLAN network, which
may represent an indoor environment. This case
would use a different location method.

Response Time

Figure 1. The required accuracies and response times of some common
Figure 1
LBS.

The more difficult constraint is generally
location accuracy. The applications shown
in Figure 1 are associated with more specific
requirements given below.

Figure 5. The mPosition system (Nokia)

4.1 Model of LBS for safety

Figure3. Indoor networks.

As one can see on the Figure 4, these networks
can be used by many different kinds of terminals:
vehicles, laptops, RFID tags, contactless (smart
cards), PDAs and mobile phones.

Figure 2. Cellular networks
Figure 6. Overview of LBS privacy protection

Table 1. Required spatial precisions of various LBS.

a

b
Figure 4. Terminals.
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4. LBS Architecture
This section provides a general description
of the Nokia mPosition System. It is used in GSM
networks to support LBS and employs wavelengthdivision multiplexing.

4.1 An LBS model for safety
Security models can vary widely depending
on the application. Figure 5 shows a model that
uses location and identification as key attributes,
although it may include additional data items such
as the precision of the location and other estimates
related to the spatial context. Combining the
location with identification of the MS owner yields
a measure of confidentiality.

Location Accuracy

Gateway Mobile Location Center (GMLC)
functionality within the Nokia iGMLC platform allows
communication between an IP-enabled network and
the core GSM/UMTS mobile network. The iGMLC
complies with 3GPP standards. Location-based
applications residing on the IP network can request
the location (coordinates) of a specific mobile
terminal from the GMLC using the Mobile Location
Protocol (MLP), which has been standardized by
OMA and adopted by 3GPP. GMLC interacts with
elements of the cellular network to provide this
Security The iGMLC platform also performs
information.
services
tasks related to privacy, roaming, billing, etc. GMLC
supports bothNavigation
2G and 3GSearch
control
and planes, with both
Location
circuit-switched and packet-switched domains.
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Nokia’s SLP iGMLC platform includes the Secure
User Plane Location (SUPL) Platform (SLP for short).
SLP is an OMA-definedMaps
network Guides
entityto that includes
publications
travel
the SUPL Location Center (SLC) and SUPL Positioning
Center (SPC). The purpose of SLP is Weather
essentially to
forecast
support SUPL solutions on the network side. SLC
allows external entities to request and receive
Timeof a SUPL-enabled
information about Response
the location
terminal
(SET). SPC provides the actual tools for
Figure
1
location determination, either by providing data on
the SET or by performing calculations. The location
methods supported by SLP include enhanced CI (Cell
Identity), A-GPS, and Matrix for GSM and WCDMA.

Figure 5. The mPosition system (Nokia)

Privacy protection requires several elements:
secure communications, the specification and
Figure 5. The
(Nokia)
implementation
ofmPosition
policy, system
and anonymization.
Figure 6 gives an overview of these elements
and their subcategories, all of which have been
4.1
Model of LBS for safety
thoroughly discussed in the literature [11]

The security solutions used in iGMLC 4.1ED1
and 5.0 are based on transport-layer security
(TLS) and alternative client authentication
methods. Both SET-initiated and network-initiated
location are supported by SLP, as well as a proxy
architecture for roaming (i.e., the terminal always
communicates via the Home SLP).

FigureThe
2. Cellular
iGMLCnetworks
platform also supports a Nokia prestandard Serving Mobile Location Center (SMLC)
solution. In one version, the SMLC is included.

6. Overview
of LBS
privacy protection.
Figure 6.Figure
Overview
of LBS
privacy
protection

a

b
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5. Network-based location methods
There are several network-based location
methods, for example Cell Identity (CI). This
method simply recognizes which area (cell) is
covered by the current BTS. Its precision is thus
the size of the cells.

a

b
Figure 9. CI + Rx location.

Figure 7. Cell identity methods: onni-direcional (a) and sectorial (b).

The TA (timing advance) of an MS transmission
with respect to the BTS server is a whole
number in the range of 0 to 63. This parameter
was introduced into the GSM system to avoid
overlap within the burst site of a BTS. TA is
proportional to the distance between an MS and
its current BTS server. Another variable, Rx Level
(Received Signal Level), measures the power of
the MS signal with respect to local BTS servers.
The methods may be used individually or together
by an LBS platform. Figure 5 illustrates a CI + TA
method:

Figure 10. CI + TA + Rx location.

All three methods are entirely based on the
structure of the telecommunications network.
They are therefore much less precise than the
location provided by GPS (global positioning
system), which is also a component of the cellular
network. To reduce the onset time (latency) of GPS
information for the mobile phone, AGPS (assisted
Global Positioning System) systems use networkbased positions to synchronize a terminal more
rapidly with the GPS network. This system is
illustrated in Figure 11.

Figure 8. CI + TA location.

Figures 9 and 10 illustrate the CI + Rx Level
approach (with and without TA). None of these
methods require changes to the mobile station
(MS) itself.

Figure 11. The AGPS system.

Figure 12

Fi
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Figure 12

Figure 15
BTS
BTS Server
MS

Figure 1313
The hyperbola of possible locations between two BTSs.
Figure

Fi

6.3 Case 2 - Hyperbolic Lateration with
three BTSs

Figure 12. The precision of various location methods (TCS).

When three BTSs are available, the two
neighbors each produce a hyperbola of possible
6. Other location methods
locations. TheBTS
point of intersection between
BTS Server
them is the location
of the MS. The problem is
MS
In this section we demonstrate two lateration illustrated in Figure 14 below, and allows a linear
13
solution.
In case 3, we showed that the problem Figure 16
methods that can be used in both WCDM- andFigure
presents itself in a discreet non-linear.
GSM-based WLAN networks.

:

:

6.1 The hyperbolic lateration method
The discussion below demonstrates that no
hyperbolic lateration method can work with
only two BTSs (case 1). In case 2, we find a
useful solution for three BTSs [3]. Finally, case
3 illustrates the range of error in this method.
Errors may be caused by several factors,
but the main sources are path loss in urban
regions with high buildings and noise in the
relationship between BTS transmission and
reception.

BTS
BTS Server
MS

Fi

9.

Figure 14

BTS
BTS Server
MS

hyperbola A

Figure 14 Figure 14. The unique point generated by three BTSs.

6.2 Case 1 - Hyperbolic Lateration with
two BTSs
If we use two BTSs (the server and a neighbor),
a unique MS location cannot be deduced. The
MS may be located anywhere along a hyperbola
whose focus is the neighboring BTS (see Figure
13). Only if the absolute distances to the
BTSs are known can the location of the MS be
determined.

6.4 Case 3 - Region of error
A region of error around the point of intersection
hyperbola A associated with
exists because the hyperbolae
each pair of BTS are generated from uncertain
parameters. This error can be enhanced by
factors such as path loss and the refraction of
electromagnetic waves [1][4].

Figure 17

9.3-Case 3 C

Figure 12

Figure
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of the initial reception and transmission bursts
respectively, without their BTSs. Thus, GTD can
i
be rewritten as
Region Error

BTS
 

 Server

− t BTS
GTD =  t
 −  t R − tT
T MS
i R
xi
xi   x1
 x1
Figure 13
Or equivalently,

hyperbola B

BTS
BTS Server
MS
hyperbolae with uncertain parameters.

7. Description of the 2D problem
A hyperbola is traced out when all points (x, y )
on a curve obey the equation below, where a and
r
b are the axis of the hyperbola.

x
y
−
=1
a
b
2

2

2

2

(1)

BTS
BTS Server
The equation MS
of distance R1 between a BTS

))

((

Figure 16
server at coordinates x ,, yy and the mobile
11 11
station coordinates (x, y ) is given below:

R1 =
r

(x − x ) + (y − y )
2

2

1

1

(2)

r

1

The point of intersection between two
hyperbolae, the second generated by a nearby
station i with coordinates xx , y
, is defined
ii ii
as the difference between these distances.

((

R = c * GTD = BTS
R −R
i,1
i BTS
i Server
1

))

(3)

MS

Where GTD stands for “General Time Delay.
Figure 17
8
The speed of light c, 3x10 m/s, can be removed
from equation (3).

9.3-Case 3 Circular Lateration to three BTSs

Separate values of GTD , can be defined for
i
each neighboring BTS with respect to the server
and the MS. They are measured as
where.
variables

and

(4)

Figure

Figure 12

Figure
Figure
15 15. The region of error (red outline) created by two intersecting

:



 .


The
are the actual times

GTD = OTD − RTD .
i Figure
i 12 i
These
measurements
evaluate the distances from the
neighboring BTSs and Figure
the 12
BTS

Figure
:

(5)
directly
MS to
server.

From equations (3) and (5), we can deduce the
distance to each pair of BTS. As shown in figure 15,
there is a region of error of radius f (x, y ) around
BTSIts value is defined as
the point of intersection.
BTS
BTS Server
BTS Server
MS
MS 2
2
2
2
N 



= ∑  x13
− x  +  y − y  −  x − x  +  y − y 
f (x, y )Figure
i 
i
1 
1

i=2 

Figure 14

Figure

BTS
GTD
−BTS iServer
(6)
MSc

Figure
9.3-Ca

BTS

Figure 13
where N is the number
of neighboring BTSs BTS Server
MS
(not including the server).

:

Figure 13
hyperbola A
8. Data fusion

The AOA (Angle of Arrival) is widely used along
with TOA (Time of Arrival) data. AOA information
helps determine the location of the MS more
precisely, and can even be transmitted via the
network. This requires
a very expensive system
BTS
BTS Server
of antennae, however,
and greatly increases the
MSnetwork. In the literature, this
complexity of the
BTS
BTS(Direction
Server
method is often referred to as DOA
of
MS
Figure 14
Arrival).

Figure 14

Figure

9.3-Ca

BTS
BTS Server
MS

9. The circular lateration method.

Figure
14 A
hyperbola
The following discussion demonstrates that
circular lateration is not possible when only one
hyperbola A
BTS is available (case 1). Case 2 illustrates the
solution for two BTSs, and case 3 for three BTSs.
hyperbola A

Figure 15

r

r
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1

0

Finally, case 4 shows that there is a region of error
r
for the location
which may be caused by several
Region Error
factors. Again, the main sources of error are path
loss in urban regions due to high buildings, and
Region Error
noise in the relationship between transmission
and reception
characteristics
hyperbola B of BTSs.The. latter
BTS
BTS
Server
BTS
may vary significantly with weather and climate.Region Error

Figure 16
Figure 15
:

MS
BTS Server
MS

hyperbola B

9.1 Case

BTS
Server
1:BTS
Circular
MS

lateration with
hyperbola
Figure B18
one BTS.

r

2

BTS
BTS Server
MS

Figure 17

r

BTS
BTS Server
MS

r

Figure 16. CircularBTS
locus around one BTS.
Figure
16 3 Circular Lateration
9.3-Case
to three BTSs

BTS Server
MS

:

9.2
Case
Figure
16 2: Circular lateration with
BTS
BTSs
BTS Server

r

2

BTS
BTS Server
MS
r

1

0

Figure 18. A single point from three BTS distances.

1

2

9.4 Case 4: Region of error

BTS Server
MS

Region Error

19
BTS
Region Error
BTS Server
MS

1

Figure 17

r

BTS
BTS Server
MS
BTS

r

Figure
19
BTS

1

BTS Server
MS

Figure 19. The region of error (red outline) created by the intersection of
three circles with uncertain radius.

Figure 19

9.3-Case 3 Circular
Lateration
to three
BTSs
Figure
17
Figure
17.
There are two possible
locations
two BTS distances.
BTSgiven
Server

bola A

BTS
BTS Server
MS

r

Figureof
18 error is created because each
A region
Rangean
Error
BTS distance has
uncertainty range that
gives the BTS
circle of possible locations a finite
BTS
Server
width. This
uncertainty
is generated by various
MS
factors, including path loss and the refraction of
waves [2][3]. Figure 19 illustrates
Figure electromagnetic
18
Range Error
Error circular
the region of error for threeRegion
intersecting
paths. We can write down a linear approximation
to the problem using Taylor series, and converge
on a single solution with any desired precision in
two
a finite BTS
number of Range
iterations.
Error

Two BTS distances reduceMS
the solution to the
:
Figure
16
r of intersection
points
between two circles. The
r
Figure
two possible solutions are described in Figure
r
17.
r
:

BTS
BTS Server
MS

1

0

1

r

r

r

r

BTS
Figure 15
BTS Server
Using only the server
MS BTS, transmission data
r
r

provide a single distance. The set of candidate MS
15
locationsFigure
is therefore
a circle (Figure 16).
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MS

9.3-Case
Circular
Lateration
to threewith
BTSs
9.3
Case3 3:
Circular
lateration
Figure 17
three BTSs

10. Description of the 2D problem
The possible locations p (x, y ) lie on a circle of
radius
i

A third BTS reduces the solution to one point,
9.3-Case 3 Circular Lateration to three BTSs
which can be obtained with a linear estimator [1].
r = (t − t )c ,
(7)
Uncertainty in the measurements, however, does
where c is the speed of light (3x108 m/s) and
not allow for a perfect linear system with a single
the ti represents a given signal’s transmission
solution.
i

o
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from
BTSs. The
observation
time is to, and
can also deduce from equations (9) an
58time
Mobile
Positioning
Methods
used in Location-Based
ServicesWe
in GSM...
the speed of light can be removed from equation (10) the distances between each pair of BTSs [2
time from BTSs. The observation time is to, and (10) the distances between each pair of BTSs [2].
justofaslight
it was
in removed
equationfrom
(3).equation
The number
of As
shown4,inthere
Figure
thereofiserror
a region of erro
the(7)
speed
can be
As shown
in Figure
is a4,
region
rp x , y  , where th
r ( ) , where the
used in
around
point of intersection
(7)neighboring
just as it was BTSs
in equation
(3).the
Theanalysis
number is
ofdenoted
around the
point ofthe
intersection
N (i = 1,….N).
MS is
located.
The
this 19)
region (figure 19
neighboring
BTSs used in the analysis is denoted MS is located.
The
radius of
thisradius
regionof
(figure
N (i = 1,….N).
is approximately
is approximately
The distance r between BTS i at coordinates
r between BTS i at coordinates
The
, xyi ,) ydistance
i  and the mobile station at x, y  is defined
(xibelow:
and
the
mobile
station at (x, y ) is defined
N 1
i
x  x 2  y(14)
r

 y 2
i

pi x , y

below:

p i x , y 

x

r 
i

i

x

  y

y

2

i

.
2


i0

i

i

(14)

11. Conclusion

(8)
(8)

11. Conclusion

This article describes the various mobile terminal
This article
describes
thein
various
used as
a component
securitymobile termina
The distances to two neighboring BTS stations localization methods
The distances to two neighboring BTS stations
localization
methods
used
as
a
component in securit
( i = 1,2 ) can be coordinated with that to a BTS server location-based services. These methods are currently
( i  1,2 ) can be coordinated with that to a BTS server
services.
These methods
used in thelocation-based
area of public safety
for immediate
and are currentl
(denoted r, for 1):
(denoted r, for 1):
effective response.
certainfor
LBS immediate an
used in The
the characteristics
area of publicofsafety
r1 2 − r (1)− (0)
require user
locations
to
be
reported
in
real
time,
in of certain LB
effective response. The characteristics
2
2
(9)
r

r
1

0
tandem with
biometrics.
r2 − r1 (2)− (0)
require
user locations to be reported in real time, i

  
2 0

r r
2

2
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tandem with biometrics.

The values defined above can be rewritten as

References

The values
defined above can be rewritten
[1] as
Fretais, A., F.; Queluz, M., P. & Rodrigues, A.. Avaliação da Qualidade
2
2

(

)

(

)







( −r1 − r )
= − x12 − y12

2
 2
2
(−r2 −( r r1)2  =r 2−) x 2 − y 2
2  
2
2


2

 x1
+
  x2
x 12  y12

y1   x 
 
y
 2   y

(10)

  x1 y1   x 

 the
 
We can rewrite
matrix
system as
2
2
(r2  r )   x 2  y 2   x2 y2   y 
2
2 
2

w =x +y
We can rewrite
the matrix (11)
system as
w =x +y
2

2

2

1

1

1

2

2

2

2

2

2

In matrix form, equation
(10) is the linear
w12  x12  y12
system

(11)
w x y
(12)
In matrix form, equation (10) is the
where
system
2

y = A x2 ,

2

2

1 w − r + r 

 y Ax,
2 w − r + r 
.
2

y=

2

2

1

2

2

2

2

1

2

2

(12)

2

where

For N distinct BTS distances, we have
x
x
A= .

 .
For

x

y 
1

2

1 y w  r  r 


2 y w  r  r   x 
. 
and x = . y  .

2

1

1

2

2

2

2

2

2

2

. 
N ydistinct



x

x
We can also

A .

 .
x

N

2

1

N

1

2

N

 

(13)

BTS distances, we have

y 

y 
deduce
from equations
(9) and
 x
x .
. 
and
(13)

 y
. 
y 
1

2

N

References

dos serviços de localização com recurso a sistemas de informação
geográfica. Conference, 2001, Porto Univ. Egypt, p 203-213
[1]S.,Fretais,
A., F.; Queluz,
M., P.
& Rodrigues,
A.. Avaliação da Qualidad
[2] Chantanetra,
Noppanakeepong,
S., Mobile
positiong
using E-OTD
Method for GSM
Network.
Student
Conference
on recurso
Researcha and
dos
serviços
de
localização
com
sistemas de informaçã
(10)
Development (SCOReD).
Proceedings,
Putrajaya,
geográﬁca.2003,
Conference,
2001,
PortoMalaysia.
Univ. Egypt, p 203-213
[3] Juang, R. T., Lin, h. P., Zeng, W. C.. Verification of Mobility-based
[2] Chantanetra, S., Noppanakeepong, S., Mobile positiong using E-OT
GSM/WCMA intersystem handover using measurement data. The
Method for GSM Network. Student Conference on Research an
17th Annual IEEE International Symposium on Personal, Indoor and
Development (SCOReD).
Mobile Radio Communications
(PIMRC’06),2003,
2006. Proceedings, Putrajaya, Malaysia.
[3]D.Juang,
R. T.,
h. P., Zeng,
W.Implementation
C.. Veriﬁcation of Mobility-base
[4] Louvros, N.
; Ioannou,
K. ;Lin,
Kotsopoulos,
S. . An
of Time of Arrivals
Locationintersystem
Positioning handover
Technique using
for GSM
GSM/WCMA
measurement data. Th
Networks. Proceedings
of theIEEE
5th WSEAS
International
Conference
17th Annual
International
Symposium
on Personal, Indoor an
on Telecommunications
and Informatics,
Istanbul, (PIMRC’06),
Turkey, May 27Mobile Radio
Communications
2006.
29, 2006, p62-69.
[4] Louvros, N. D. ; Ioannou, K. ; Kotsopoulos, S. . An Implementatio
[5] Santa Rosa, A. N. C . New Estimator for Mobile Positioning Location
of Time
of Arrivals
Positioning
Using E-OTD Method
for GSM/
WCDMALocation
Networks. (Research
paperTechnique for GSM
linear
Networks.
Proceedings
of the 5th WSEAS
Conferenc
submission, 2008)
16 th ACM
Sigspacial International
conferenceInternational
on
on Telecommunications
andIrvine,
Informatics,
Turkey, May 2
Advances in Geographic
Information Systems,
Ca, USA,Istanbul,
Nov
5-7, 2008, 4 ps.29, 2006, p62-69.
[6] Santa Rosa,
A. N.
C . New
Estimator
Mobile
Positioning
[5]
Santa
Rosa,
A. N. Cfor
. New
Estimator
for Location
Mobile Positioning Locatio
Using TOA Method for GSM and WCDMA Networks. (Research
Using E-OTD Method for GSM/ WCDMA Networks. (Research pap
paper submission, 2008) 5 th International Symposium on LBS &
submission, 2008) 16 th ACM Sigspacial International conference o
TeleCartography, Salzburz, austria, Nov 26-28, 2008, 8 ps
Advances
Geographic“Network-Based
Information Systems,
[7] Ali H..Sayed, A.
Tarighat, in
N.Khajehnouri
WirelessIrvine, Ca, USA, No
5-7,
2008,
4 ps. Magazine, vol. 22, no. 4, pp. 24Location”. IEEE
Signal
processing
40, July 2005
[6] Santa Rosa, A. N. C . New Estimator for Mobile Positioning Locatio
[8] F.Izquierdo, M.Using
Ciurana,
F.Braceló,
J.Paradells,
E.zola
TOA
Method
for GSM
and“Performance
WCDMA Networks. (Researc
evaluation of apaper
TOA-based
trilateration
method
locate terminals
submission,
2008)
5 th toInternational
Symposium on LBS
in WLAN”. IEEE, ISBN: 0-7803-9410-0, Digital Object identifier:
TeleCartography, Salzburz, austria, Nov 26-28, 2008, 8 ps
10.1109/ISWPC.2006.1613598, jan-2006, pp.217-222.
[7] Barceló,
Ali H..Sayed,
A. S..”Multipath
Tarighat, N.Khajehnouri
“Network-Based
Wirele
[9] Ciurana, M.,
F., Cugno,
profile discretion
in
Location”.
Signal
processing
TOA-based WLAN
RangingIEEE
with Link
layer
Frames”. Magazine,
Internationalvol. 22, no. 4, pp. 2
July Computing
2005
Conference on40,
Mobile
and Networking, Los Angeles,
CA,USA, [8]
2006,F.Izquierdo,
p73-79.
M. Ciurana, F.Braceló, J.Paradells, E.zola “Performanc

evaluation of a TOA-based trilateration method to locate termina
in WLAN”. IEEE, ISBN: 0-7803-9410-0, Digital Object identiﬁe
10.1109/ISWPC.2006.1613598, jan-2006, pp.217-222.
[9] Ciurana, M., Barceló, F., Cugno, S..”Multipath proﬁle discretion
TOA-based WLAN Ranging with Link layer Frames”. Internation
Conference on Mobile Computing and Networking, Lo
Angeles, CA,USA, 2006, p73-79.

9) and
TSs [2].
of error
ere the
ure 19)

A. Rosa et. al
[10] X.Li, K. Pahlavan, and J. Beneat, ”performance of TOA Estimation
technique in Indoor Multipath Channels”, 13th IEEE International
symposium on Personal, Indoor and Mobile Radio Communications,
September 2002.

59

[11] Kupper, A. ”Location-based Services: Fundamentals and Operation”,
John Wiley & Sons, Ltd. ISBN: 0-470-09231,cap III LBS Operation,
2005.

Antonio Rosa received his B.Sc. in Mathematics in 1984, his M.Sc. in Geophysics in 1989, and his Ph.D. in Geophysics,
in 1996, all from the Federal University of Pará (UFPA). His post-doctoral work was completed in Applied Computing
at the National Institute of Spatial Research (INPE), Brazil in 2002. His interest research areas are in geophysics, mobile
technologies, network security, image processing and pattern recognition.

(14)

erminal
security
urrently
ate and
tain LBS
time, in

Qualidade
nformação
13
ng E-OTD
earch and
Malaysia.
ility-based
data. The
ndoor and

mentation
for GSM
Conference
, May 27-

g Location
arch paper
ference on
USA, Nov

g Location
(Research
on LBS &

d Wireless
4, pp. 24-

rformance
terminals
identiﬁer:

scretion in
rnational
king, Los

Paulo Quintiliano received a B.Sc. in 1982 in Computer Science, a second B.Sc. degree in Law Science, a M.Sc. in Computer
Science, and a Ph.D.in Geosciences from the University of Brasilia. He is currently working with the Brazilian Federal Police
and with the University of Brasilia (UnB) as an Associate Researcher. His research interest areas are in computer forensics,
biometrics, computer law, network security, image processing, and pattern recognition.

IJoFCS (2008) 1, 60-69
The International Journal of
FORENSIC COMPUTER SCIENCE
www.IJoFCS.org

Noise-Robust Speaker Recognition using Reduced
Multiconditional Gaussian Mixture Models
Frederico Q. D’Almeida, Francisco Assis Nascimento, Pedro de A.
Berger, and Lúcio M. da Silva

Abstract – Multiconditional Modeling is widely used to create noise-robust speaker recognition systems.
However, the approach is computationally intensive. An alternative is to optimize the training condition set
in order to achieve maximum noise robustness while using the smallest possible number of noise conditions
during training. This paper establishes the optimal conditions for a noise-robust training model by considering
audio material at different sampling rates and with different coding methods. Our results demonstrate that
using approximately four training noise conditions is sufficient to guarantee robust models in the 60 dB to
10 dB Signal-to-Noise Ratio (SNR) range.
Keywords – Automatic speaker recognition, Gaussian mixture models, Multiconditional models, noise
robustness, computing power.

1. Introduction
Modern Automatic Speaker Recognition (ASR)
systems, based on Gaussian Mixture Models
(GMMs) and using Mel Frequency Cepstral
Coefficient (MFCC) parameters, have proven to
be quite successful at identifying the author of a
voice extract. Nevertheless, a limiting factor for
the performance of such systems is the quality
of the source material available for comparison.
In order to make ASR systems robust to noise, a
common strategy is to use Multiconditional Model
Training (Lippmann et al., 1987; Deng et al., 2000;
Ming et al., 2007a). This approach models the
speaker’s voice using a number of low complexity
models of the same speaker, each one trained at
a particular Signal-to-Noise Ratio (SNR). Recently,
Ming et al. (2007b) employed a variation of this

technique where a single complex model with a
large number of Gaussian components was trained
simultaneously with different SNR samples. This
approach was a replacement for training with a
group of simple models. Despite the consistent
improvement in the model’s noise tolerance,
both approaches produced a remarkable increase
in model complexity and, consequently, in the
computational cost of the overall task.
Until now, the effects resulting from adding a
specific level of noise to test samples submitted
to a system trained on different noise conditions
was unknown. Therefore, the optimal SNR to be
used on noise-robust multiconditional model
training was likewise unknown. Somewhat
arbitrary choices are generally made. For instance,
increasing the model complexity and the number
of noise levels used for training will surely improve
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the robustness of the system. However, for most
speaker recognition applications, response time
and processing power are limiting factors that
can preclude excessive model complexity.
The goal of this paper is to present a
comprehensive study on the performance of ASR
systems under different noise conditions, and to
explore the optimal audio database for testing
signals at different sampling rates and with
different coding methods. In particular, we explore
the precise system performance degradation that
results from testing models under mismatched
noise conditions. We also show that it is possible
to effectively determinate the relevant SNR
for the multiconditional model training that
simultaneously guarantees noise robustness and
keeps the model’s complexity low. In this sense,
our work proposes a low-complexity model that
has little effect on performance degradation (in
comparison to the complete model) while also
maintaining a low overall computational cost.

2. Multicondition Model

specific speaker model. The set of models for
each speaker is then combined to form the
multiconditional model. This is mathematically
represented by
N

p ( X | S ) = ∑ p ( X | S , Φ n ) P (Φ n | S ) ,

In order to set up a multiconditional model,
several training audio sets at different noise levels
must be available. Here we represent these training
data sets as Φn, where the index n refers to the noise
level. Often, these training sets are built up from
a single noiseless training database,Φ0 by adding
progressive amounts of simulated white noise.
In traditional multiconditional model training,
each training data set Φn is used to train one

(1)

n =0

where X is a feature vector extracted from the
test data, S represents the speaker, p ( X | S , Φ n )
is the likelihood function of vector X for the
speaker S trained on set Φn, and P (Φ n | S ) is
the prior probability for the occurrence of noise
condition Φn for speaker S. Obviously, the prior
probabilities are restricted to
N

∑ P (Φ
n =0

| S ) = 1.

n

(2)

If using GMM speaker models, each likelihood
function p ( X | S , Φ n ) has the form
M

p ( X | S , Φ n ) = ∑ pn ,i bn ,i ( X ) ,

(3)

i =1

where the pn,i are the mixture coefficients
and bn,i are the GMM components. The mixture
coefficients are restricted to
M

Speaker recognition systems based on GMM
using MCFF parameters are a widely employed,
successful technique for recognizing voice
excerpts in large speaker databases when the
audio has not been corrupted by noise (Campbell,
1997). Noisy speaker recognition systems,
however, are still under development. The most
common technique when dealing with noisy
speaker recognition systems is multiconditional
model training. This technique builds noiserobust speaker models by incorporating noisy
audio to the model training.
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∑p
i =1

n ,i

=1,

(4)

since they are the prior probabilities of each
Gaussian component in the GMM model. The
GMM components bn,i are Gaussian distributions
of the form

bi ,n (x ) =

1

(2π )

D/2

Σi ,n

1/ 2

 (x − µ )T Σ −1 (x − µ )

i ,n
i ,n
i ,n 
exp −

2



 , (5)

where D is the dimension of the model.
Recently, Ming et al. (2007b) proposed an
alternative multiconditional model training. In
this novel approach, the training data sets Φn
where gathered into a unified multiconditional
data set Φ = Φ0 + Φ1 + ….+ ΦN. The model training
was performed in a single turn, considering the
multiconditional model as a large GMM model.
Although this new approach makes it difficult to
visualize the underlying multiconditional nature
of the model, it is nonetheless a more flexible
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method of treating the multiconditional training
than the traditional scheme. As one can easily verify
by inserting eq. into eq. , the multiconditional
model can be re-written as

M

p ( X | S ) = ∑  ∑ pn ,i bn ,i ( X ) P (Φ n | S ) . (6)
n = 0  i =1

N

After making a simple re-indexing from the
dual reference n and i to the single reference k,
we have
N

M

p ( X | S ) = ∑∑ pn' ,i bn' ,i ( X ) =
n = 0 i =1

(N +1)M

∑
k =0

pk' bk' ( X ), (7)

where

pn' .i = pn ,i P (Φ n | S )
bn' .i = bn ,i P (Φ n | S )

.

(8)

Treating the multiconditional model as a
unique large GMM model has the advantage of
having only one constraint, namely
(N +1)M

∑
k =0

pk' = 1 ,

(9)

while the traditional multiconditional model
has N+1 constrains: one as indicated by eq. , and
N constraints from the multiple instances of eq. .

3. Model Reduction
Using any of the multiconditional model
formulations inevitably causes a considerable
increase in model complexity and the required
computational power. The complexity of models
grows linearly with N, the number of conditions
used in the multiconditional training. Although
this linear growth may not appear to be a severe
problem for speaker recognition tasks, one
must consider that the whole speaker set must
be tested in order to find the author of a voice
excerpt. Using multiconditional modeling means
that the complexity of the entire speaker universe
will grow by a factor of N, transforming a very
large problem into an even larger one.
The most straightforward way of reducing the
demanded computer effort in multiconditional

speaker recognition tasks is by minimizing the
number of conditions used during model training.
This reduction, however, must be strictly controlled
in order to maintain the noise-robustness of
the method. Building a multiconditional model
that requires a minimum number of training
conditions but is still robust to varying noise
conditions requires an analysis of the exact effect
that each training condition has on the overall
system performance.
With this aim in mind, we have carried out a
set of noise mismatch tests. Our mismatched
testing procedure consists of submitting a system
of uniconditional models, trained with unique
noise conditions Φm, to speaker recognition
tasks with questioned voice excerpts of different
noise characteristics Ψn, where n = 1,…,N. Here,
Ψ represents the testing audio data set, which
is different from the training data set Φ, and Ψn
represents the audio data set Ψ at noise level
n. Although Φ and Ψ are different audio sets,
the noise level in Φm is the same used in Ψn for
every m = n. By doing this, the noise range that
each individual uniconditional model represents
can be determined. Thus, one can establish the
optimal noise conditions set to build up the
multiconditional model.
The actual mismatched testing was carried
out by training uniconditional systems at 60 dB,
50 dB, 40 dB, 30 dB, 26 dB, 20 dB, 16 dB and 10 dB
SNR audio sets (Φ0,…,Φ7), and testing each one at
60 dB, 50 dB, 40 dB, 30 dB, 26 dB, 20 dB, 16 dB
and 10 dB SNR audio sets (Ψ0,…,Ψ7). The 60 dB
SNR corresponds to the “noiseless” audio, as this
is the average estimated SNR level of the original
audio database. Additional mismatched testing
was performed using different audio quantization
schemes for the training and test.

4. Audio Database Description
We used a voice database containing 30 distinct
speakers, half male and half female. Each speaker
was recorded reading a pre-defined BrazilianPortuguese text; the same text was used for all
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speakers. Each recording was then fragmented in
21 files for a total of 630 audio extracts. The first
and last cut points in these files were the same
for all speakers in relation to the text content
of speech. Thus, we generated 21 files for each
speaker, with one used for model training (Φ0) and
the other 20 used for testing (Ψ0). The duration of
each voice extract was approximately 30 s.
All of the recordings were performed in
acoustically prepared environments, using
professional audio caption microphones and
plates. The files were captured at a sample rate
of 16 kHz, 16-bit quantization in monaural mode.
From this initial audio database, three subsampled
8 kHz database versions were built for use in the
simulations: one with 16-bits per sample, one
with 8-bit µ-law coding, and one with 8-bit linear
coding. A second database version resampled at
11 kHz and 16-bits was also used.

4.1 Pre-processing
All audio files were pre-processed before
testing. First, each file was normalized such that
the peak amplitude corresponded to 100% of the
maximum quantization value. Each file’s silent
extracts were then excluded. This was performed
using an automatic silence detector based on the
measure of the signal energy in 20 ms windows,
with an overlap of 15 ms (5 ms advances) and
a manually defined silence threshold. The silence
threshold definition was performed by successively
adjusting and retesting for verification.

4.2 Noise Addition
The noisy audio samples were generated
from the “noiseless” audio database (Φ0, Ψ0)
by adding a precise amount of Additive White
Gaussian Noise (AWGN). The procedure was as
follows. First, we calculated the average signal
energy (Es) in the pre-processed audio extracts,
given by

Es = ∑ ys2 [m ],

(10)

m

where ys is the noiseless audio waveform and
m is the time index of the sample audio extracts.
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A noise vector (yn) was then generated with the
same dimension as the audio vector signal (ys)
and containing zero mean Gaussian distributed
samples. The energy (En) of this noise vector was
also calculated, given by

En = ∑ yn2 [m ] .

(11)

m

The noise vector amplitudes were then adjusted
in order to get the desirable SNR, or

y 'n = yn . 10

− SNR
10

.

Es
.
En

(12)

Finally, the noise vector with adjusted
amplitudes was added to the signal vector,
resulting in the noisy audio vector (y), or

y = ys + y 'n .

(13)

The SNRs used in the simulations were 60 dB,
50 dB, 40 dB, 30 dB, 26 dB, 20 dB, 16 dB and
10 dB, both for the training data sets (Φn) and the
testing data sets (Ψn). As mentioned earlier, the
60 dB SNR audio is equivalent to “noiseless” audio
since this is the average estimated SNR level of
the original audio database. This SNR level was
calculated based on the average signal energy of
the speech and silent extracts of the entire audio
database before preprocessing. In other words,
the 60 dB SNR level has no noise added.
The noise addition procedure was performed
on the 16 kHz / 16-bit original database using 32bit arithmetic. The noisy databases were obtained
by resampling and recoding the high coding audio
set. This was done in order to avoid quantization
error accumulation which would occur if the noise
addition had been performed over the 8-bit audio.
It should be remarked that the calculation of
the noiseless audio energy in eq. was performed
after removing the silent intervals. Thus, the
calculated average power (total energy divided by
total time) of that signal is higher than it would be
if we considered the original signal (with the silent
intervals intact), since the segments of low energy
were excluded from the calculation. Consequently,
to obtain the established SNR, the average power
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of the noise signal (y’n) added to the signal is
higher than it would be if we considered the
original unedited audio file. Based on our tests,
we concluded that the SNR values which were
presented in this paper are roughly 10% higher
than those obtained if the noise addition process
was performed on the original audio extracts.
Note that we chose this particular methodology
for measuring SNRs for a couple of reasons. First,
since the locution rhythms and time pauses
between words and phrases vary for distinct
individuals, the measured SNR is sensitive to these
particular individual characteristics. Therefore, it
is possible to achieve distinct SNR values even if
the signal and noise energy are kept fixed. Second,
the identification of the extracts with voice and
silent intervals is much simpler in noiseless audio
(where we can use a simple energy detector) than
in noisy audio.
Despite the fact that the noise addition was
performed in a simulated computer environment,
real ASR system tests assure that this procedure
closely reproduces the real-world acoustic addition
of noise (Ming et al., 2007b).

5. Recognition System
The recognition system used for performance
evaluation is based on Gaussian Mixture Models
(GMMs). This kind of speaker modeling is
currently the widely employed and has yielded
satisfactory results in ASR systems, especially for
noisy situations (Graciarena et al., 2007; Reynolds
et al., 1992; Rose et al., 1991).
As shown in eq. , GMMs are a combination of
individual Gaussian models which are intended
to represent the different vocal productions of
a single person (Reynolds et al., 1992b). Each
Gaussian of the composite GMM first models one
specific sound class. In this way, the complete
group of Gaussians is capable of modeling a large
number of sound classes to an acceptable level
of precision, and could therefore recognize the
speaker independently of the spoken content.

For each simulation performed here, we used
a 16 component GMM following the approach
of Reynolds et al. (1995). Increasing the model
complexity further does not significantly improve
system performance. Also, for an additional
simplification, the model covariance matrix
was restricted to be diagonal. Such a restriction
does not significantly impact the system results
(Reynolds et al., 2000).
The GMMs were trained using Mel Frequency
Cepstral Coefficients (MFCCs). This approach
has proven to be a superior chose of parameters
for speaker representation when compared
to other parameterizations (D’Almeida et al.,
2006; Jankowski et al., 1995). Additionally, this
particular type of parameter is widely used in
other ASR studies, which facilitates comparisons
with the wider literature.
The MFCC parameters were calculated for each 20
ms window of audio, without window overlapping,
through filter banks applied directly to the signal
frequency spectrum as calculated in this same
window. From each window, 12 parameters were
extracted.1 After computing the MFCC parameters,
the cepstral mean subtraction procedure was
applied as described in Reynolds et al. (1995), both
for the training and testing phases. Spectral mean
subtraction techniques are a well known tool to
improve ASR systems performance (Schwartz et al.,
1993; Jankowski et al., 1995; Vaseghi et al., 1997),
which aim to minimize constant or slowly varying
spectrum background noise.

6. Results
The system performance evaluation was
computed using the correct speaker recognition
ratio. For each situation (sampling frequency,
training SNR and test SNR), 600 speaker
recognition tasks were performed, one for each
audio test sample (30 speakers multiplied by 20
test audio samples per speaker). The results of
1
The same number of 12 MFCC parameters was used for 16 kHz,
11 kHz and 8 kHz audio databases, although the number of filters in the
filterbank was properly adjusted to each sampling frequency.
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the complete mismatched testing procedure are
organized into two-dimensional matrixes. Rows
indicate how a system trained with a particular
SNR performs for different noise test conditions,
and columns indicate how a specific test SNR is
handled by different training conditions. These
results are displayed in tables 1 through 7,
containing the correct recognition rates for each
tested configuration. Each table refers to a specific
audio coding and sampling frequency.
The mismatched testing was performed using
different audio quantization schemes for model
training and testing. The results of training the
models with 16-bit audio and testing with 8-bit
µ-law audio are summarized in table 6. The results
of training the models with 16-bit audio and testing
with 8-bit linear audio are summarized in table 7.
Our results show that it is possible to build
noise-robust multiconditional models using a
reduced set of conditions. For example, in the
16 kHz / 16-bit test audio, training conditions
of 60 dB, 30 dB, 20 dB and 10 dB are enough
to build a decent model that performs close to
the full model. Fig. 1 shows a comparison of the
best results for each noise condition considering
all training conditions used (full set) and the
reduced set. With the exception of the 30 dB noise
condition, no significant performance differences
were found between the reduced training set case
and the full training set.
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Fig. 1. Comparison of the best correct recognition rate results for each
noise condition considering complete and reduced training sets. Testing
and training model audio were sampled at 16 kHz and coded with 16-bits.
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Fig. 2. Comparison of best correct recognition rate results for each noise
condition considering complete and reduced training sets. Testing and
training model audio were sampled at 11 kHz and coded with 16-bits.

For the 11 kHz / 16-bit and 8 kHz / 16-bit test
audio, the differences between the full training
condition set and the reduced set is even less
noteworthy, as seen in fig. 2 and fig. 3. In these
simulations, the reduced set used was the same
as in the 16 kHz case (60 dB, 30 dB, 20 dB and
10 dB). For the 8 kHz / 8-bit µ-law test audio, two
sets of simulations were performed. We trained
the models with the same audio codification
scheme, and with using 8 kHz / 16-bit audio. Both
situations are represented in fig. 4, where we find
that although the test audios were coded at 8-bit
µ-law, the models trained with 16-bit audio had
superior performance, especially for the low noise
cases. For the reduced training condition models
and for models trained with 8-bit µ-law audio, the
optimal reduced condition training set is 50 dB,
26 dB, 20 dB and 10 dB. For models trained with
16-bit audio, the best reduced condition training
set is 50 dB, 30 dB, 20 dB and 10 dB. With these
reduced training conditions set, one can verify
that the reduced model trained with 16-bit audio
maintained good performance at the 16 dB noise
level, while the reduced model trained with 8-bit
µ-law audio had a noticeable performance loss.
For the 8 kHz / 8-bit test audio shown in fig.
5, the performance difference between systems
trained with the same audio coding method and
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with 16-bit audio were less expressive. Again,
models trained with 16-bit audio showed better
performance. The optimal reduced conditions
training sets for this case are 60 dB, 30 dB, 20 dB
and 10 dB for models trained with 8-bit audio,
and 50 dB, 30 dB, 20 dB and 10 dB for models
trained with 16-bit audio.
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Fig. 3. Comparison of best correct recognition rate results for each noise
condition considering complete and reduced training sets. Testing and
training model audio were sampled at 8 kHz and coded with 16-bits.
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Fig. 5. Comparison of best correct recognition rate results for each noise
condition, considering complete and reduced training sets. The testing
audio was sampled at 8 kHz and coded with 8-bits. This figure shows
the results for two sets of simulations: training the models with the same
audio coding scheme as for the testing audio, and training the audio
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Fig. 4. Comparison of best correct recognition rate results for each noise
condition considering complete and reduced training sets. The testing
audio was sampled at 8 kHz and coded with 8-bit μ-law. This figure
shows the results for two sets of simulations: training the models with
the same audio coding scheme as for the testing audio, and training with
audio sampled at 8 kHz and coded with 16-bits.

Our results indicate that to build robust models
in the low noise range from 60 dB to 30 dB SNR,
only one training condition is sufficient. For the
16-bit audio simulations (at 16 kHz, 11 kHz and
8 kHz), the noiseless condition training provided
acceptable noise robustness in this range. For
the 8-bit µ-law simulations with models trained
using 16-bit audio, which performed better than
the 8-bit µ-law trained models, the 50 dB training
condition yielded a robust model in the 60 dB to
30 dB SNR range. For the 8-bit linear simulations,
models trained with 16-bit noiseless audio showed
acceptable results. For models trained with 8-bit
linear audio, no unique audio condition performed
satisfactorily in the 60 dB to 30 dB SNR range.
In this case, acceptable results can be achieved
using two training conditions, 60 dB (noiseless)
and 30 dB noise level audio. On the other hand,
for the high noise range between 26 dB and
10 dB, a robust model demands at least three
training conditions (30 dB, 20 dB and 10 dB), and,
in some cases, a moderate performance increase
in the 16 dB SNR case can be achieved by using
the 16 dB training condition.
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Reduced Multiconditional Models have proven
to be a good technique to build noise-robust
speaker recognition systems with minimal model
complexity. By correctly choosing the training
conditions set, it is possible to build speaker
recognition systems that are robust up to 10 dB
SNR using only four training conditions.

8. Conclusions
In this work, the performance degradation
of ASR systems was analyzed as a function of
test audio SNR mismatches with respect to the
training audio SNR. The aim of this paper was to
identify which audio SNR were relevant for model
training in order to guarantee noise robustness
and, at the same time, keep model complexity
to a minimum. Out results indicate that, for the
tested sampling frequencies and audio coding
methods, a training model with only four selected
noise conditions is sufficient to provide a level of
noise robustness very close to that achieved by
the full eight condition model. This leads to a 50%
model complexity reduction with little effect on
overall system performance.
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Table 2: Correct recognition rates for tests performed using 11
kHz / 16-bit audio and model trained with 11 kHz / 16-bit audio.
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Table 3: Correct recognition rates for tests performed using 8
kHz / 16-bit audio and model trained with 8 kHz / 16-bit audio.

Table 6: Correct recognition rates for tests performed using 8
kHz / 8-bit μ-law audio and model trained with 8 kHz / 16-bit
audio.

Table 4: Correct recognition rates for tests performed using 8
kHz / 8-bit μ-law audio and model trained with 8 kHz / 8-bit
μ-law audio.
Table 7: Correct recognition rates for tests performed using 8
kHz / 8-bit linear audio and model trained with 8 kHz / 16-bit
audio.

Table 5: Correct recognition rates for tests performed using 8
kHz / 8-bit linear audio and model trained with 8 kHz / 8-bit
linear audio.
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Detecting Attacks to Computer Networks Using a Multi-Layer
Perceptron Artificial Neural Network
Dino M. Amaral, Genival Araújo, and Alexandre Romariz

Abstract - In this paper, we present concepts in artificial neural networks (ANN) to help detect intrusion
attacks against network computers, and introduce and compare a multi-layer perceptron ANN (MLPANN) with
Snort, an open-source tool for intrusion detection systems (IDS). To conduct these comparison experiments,
we inserted malicious traffic into the MLPANN to train our ANN, with results indicating that our ANN detected
99% of these input attacks.
Keywords - Networking, TCP/IP, Neural Networking, Multilayer Perceptron, Intrusion Detection Systems.

1 - Introduction
Currently, computer systems are routinely
hacked by bots [4], viruses or other harmful
entities, as evidenced by much research on attack
incidences and their consequences. These attacks
cause a loss of billions of dollars worldwide
annually. The propagation of malware is always
aided by unpatched systems, or users who click
on any link that represents their mailbox. In the
coming years, we will witness a great explosion of
internet access by other devices such as televisions,
cell phones and others electronic devices. With
internet commerce becoming more common, it is
expected that criminal activity will increase.
Detecting attacks against computer systems
is an arduous task; it was better studied when
Snort [2] was developed and its source code was
distributed. Since then, many features of Snort
have been improved and other concepts have
been incorporated. The neural network (NN), also

known as and referred to herein as an artificial
neural network (ANN), is a viable alternative to
detecting such attacks. In this paper, we report
our usage of the multi-layer perceptron algorithm
to detect three types of network attacks and Snort
to compare among these attacks. [7].
This paper is divided into eight sections as
follows: Section 2 covers the basic concepts
concerning the three presented attack types;
Section 3 explains the multi-layer perceptron,
and how we collected data to input into our
ANN; Section 4 covers how we trained our ANN;
Sections 5 and 6 detail how the algorithm was
implemented; Section 7 explains how the results
were obtained; and Section 8 presents the
conclusion of our research.

2 – Preliminary Concepts
To collect the data that facilitated the training
of our NN, we chose three types of attacks:
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2.1 – Ping of death
This attack type sends a malicious or malformed
packet to a computer. Normally, a ping packet
is 64 bytes long. In 1996, attackers began to
take advantage of the packet size feature when
they discovered that a packet broken down into
fragments could add up to more than the allotted
65,536 bytes. Many operating systems were
stymied upon receiving an oversized packet, and
thus froze, crashed, or rebooted.
Although, sending a packet larger than 65.535
bytes is illegal according the RFC 791[3], this bug
is relatively easy to exploit. The fragmentation
method is used to send a packet of such large size
that when the target computer reassembles this
kind of packet, a buffer overflow may occur. This
exploitation affects various systems, including
UNIX, Linux, Mac, Windows, and routers.
The solution for this situation is to check for
each incoming IP fragment, making sure that the
sum of the ‘Fragment Offset’ and ‘Total Length’
fields in the IP header of each IP fragment is
smaller than 65.535 bytes. If the sum is larger,
then the fragment is dropped or ignored. This
check is performed by some firewalls, to protect
hosts that do not have the bug fixed.
2.2 – Brute Force Attacks on Port 22
The secure shell (SSH) service became the
most popular to access remote machines. It is
easy to use, as there are many clients available
to any modern operating system and, above all,
the SSH has a strong policy to authenticate users
and to protect traffic data. Moreover, SSH is the
point used by hackers to gain access to systems
with weak policies on passwords, whereby a false
assurance is provided if the administrators do not
care about this kind of problem.
Despite the fact that SSH allows alternative
ways to authenticate remote access, it is possible
to use a certificate or simply type in the ‘user/
password’ phrases. Traditionally, the facility
chooses and configures the
user/password
phrase. However, weak passwords are subject
to guessing and to brute force attacks. The
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strength of a password is a function of its length,
complexity, and randomness; to avoid selecting
a weak password the administrators must work
within these constraints. Users tend, however, to
choose relatively weak passwords for purposes of
easy memorization.
2.3 – SCAN Xmas TREE
A common first step is recognizing the remote
operating system. A basic approach to this
endeavor uses a port scanner to send malformed
packets to target machines. There are various
types of scanning, including TCP Scanning, UDP
Scanning, ACK Scanning, and e-Window Scanning.
According to the answers received, the attacker
draws their own conclusion about open ports,
kernel versions, operating systems, and other
information that is necessary to initiate an
attack.
The possible answers include:
- Open or Accepted: The host sent a reply
indicating that a service is listening on the port.
- Closed or Denied, or Not Listening: The host
sent a reply indicating that connections will be
denied to the port.
- Filtered, Dropped or Blocked: There was no
reply from the host.
The Xmas Tree Scan was first used in 1999,
when the computers could not handle packets
with flags FIN, URG and PUSH sets which caused
Windows Operating Systems to crash.

3 – Multi-Layer Perceptron
3.1 – Neural Network Concepts
An ANN is a computing architecture inspired
from natural biological information processing
features.[5][6]
ANNs are made up of processing units
connected by communication channels that have
multiplicative gains (weights). A signal into an
input is multiplied by one weight and added to
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other signals, the total sum of which is applied
to a generally non-linear activation function to
calculate the output of each neuron.

the proof concept. Various private IP addresses
for classes A (10.0.0.0/8), B (172.17.0.0/16) and
C (192.168.0.0/16) were used as input.

The ANN can be used in interconnected layers,
and one of its more important properties is its
intrinsic learning capacity. During supervised
learning, examples of input-output pairs are
presented to the network that adapts its internal
weights to approximate the desired mapping.

The fields used as input for our ANN correspond
to the fields in the tcpdump format:protocol,
source IP address, source port, destination IP
address, destination port, TCP flag, and packet
length.

The Multi-Layer Perceptron has at least one
‘hidden layer’ of neurons, whose outputs are
kept isolated and not fed into other neurons.
These hidden neurons do not have, in principle a
‘desired output’ from examples, but rather utilize
a well-known optimization technique known as
the backpropagation rule, which allows weight
adjustments to occur.
No reliable rules exist to determine the number
and size of the hidden layers; this is usually
accomplished by trial-and-error, with the user
trying to find the smallest network that provides
optimal performance.
Presentation of examples and weight correction
measures
through
the
back-propagation
algorithms continue until a stop criterion is
attained. Stop criterion usually employ a target
value for the mean-square error over the training
data.

3.2 – Collecting Data
To train our neural network, the first task
is to collect data. An important concern in this
phase is to present unbiased data to the network.
Data capture was done using tcdump, a packet
decoder installed in most Unix and Linux systems.
The normalization of these data is necessary to
input data to the ANN presented herein, and was
accomplished with a dnsi that formats the fields
shown in Table 1.
During normalization, the data are collected
and we try to input parameters as varied as
possible so as not to incur the mistake of letting
our network tendentious, and consequently harm

Table 1
Input Data in the Neural Network
Name
Protocol
SoUrce_iP
DeStinAtion_iP
SoUrce_Port

DescriptioN

moDificatioN

Define the
: tcP,
UDP e icMP

WithoUt

Protocol

ADDreSS of SoUrce
iP
ADDreSS of
iP

DeStinAtion

SoUrce Port

DeStinAtion_Port DeStinAtion Port

Modifications
converteD to
logArithMic ScAle

converteD to
logArithMic ScAle

converteD to
logArithMic ScAle

converteD to
logArithMic ScAle

flAgS

flAgS USeD by
tcP Protocol

MoDificAtionS

WithoUt

length

length of iP
PAcket

logArithMic ScAle

converteD to

The Nmap scanner [9] was used to genarate
traffic. Source and destination ports were varied
randomly.

4– Network Training
Supervised
training
through
the
backpropagation algorithm has two main steps:
1 - Data presentation and calculation of network
output.
2 - Error calculation and weight changes
according to a gradient-descent technique for
optimization:
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- Training, described above, but the matrix
dimension will be of 5,000 x 1.
After the training of these archives, we will
obtain four matrices that will store the prepared
values for developing the ANN.
We used the MATLAB programming language to
develop the ANN, where the original files, previously
described were treated for the ANN's entry.

Figure 1: Two steps of backpropagation algorithm

The data were arranged in two sets, as is usual
in ANN training. These sets included the training
set, containing 7,000 examples of traffic variables,
both for normal traffic and during an attack. Each
example is composed of seven variables (Table 1)
and a desired output (0 for normal traffic, 1 for
attack). A second set (the test set) is composed of
5,000 other traffic variable examples that will not be
used to adapt the ANN weights, but only to evaluate
its performance and generalization capacity.
Initially, the archives were preprocessed for the
backpropagation algorithm used in the MLANN .
In this way, were created four archives in the Excel
format:
- Input Matrix - Training: 7,000 x 7 dimension
- Input Matrix - Validation: 5,000 x 7 dimension
Each input matrix has a desired output (class),
and the preparation of these matrices is described
hereinafter:
- Output Matrix - Training: the output layer will
consist of one node, which is responsible for
warning of a network attack (output 1), or if
the network traffic is normal (output 0). Thus,
the output dimension will be 7,000 x 1.
File output
Neural net output
0
normal traffic
1
net under attack
- Output Matrix - Validation: is the same
described procedure for the Output Matrix

The logarithmic normalization procedure derives
values between 0 and 1. However, because the
trained ANN cannot assume this exact value range,
we modified the exit matrices range to be between
0.1 and 0.9, whereby an exit value of ‘1’ is changed to
0.9, and that of ‘0’ becomes 0.1. The final treatment
of these files was accomplished in Excel.

5 – Development of the Algorithm in
Matlab Language
The ANN's architecture was defined as follows:
1 – The Input Layer has seven responsible
neurons for receiving the input elements
(patterns) of the ANN;
2 – The Output Layer has one neuron, responsible
for showing the response of the ANN;
3 – The Hidden Layer was examined initially
with three neurons, but simulations were
conducted with four neurons.
Given seven input variables, the network
output calls for seven input neurons in the first
layer, one hidden layer whose size is varied after
each training, and one output layer with a single
neuron, indicating the network architecture.

Figure 2: Weights Generated in the Backpropagation Net.
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Therefore, we describe the ANN as the design
above (Table 2) with m=7 and one neuron in the
exit and the Hidden Layer neurons (initially three).

6 – Simulations Results
As stated previously, we initially examined the
hidden layer with three neurons obtaining the
results presented in tables 2 – 5.
Table 2
Learning rate equal 0.3 and 3 neurons in the hidden layer
Learning
rate

Number of
epochs

Neurons in
the hidden
layer

Training
error

Validation
error

0.3

100

3

0.1889

0.1932

0.3

300

3

0.0906

0.0892

0.3

500

3

0.0311

0.0372

0.3

700

3

0.0869

0.0956

Table 3
Learning rate equal 0.3 and 3 neurons in the hidden layer.
Learning
rate

Number
of epochs

Neurons in
the hidden
layer

Training
error

Validation
error

0.15

100

3

0.1849

0.1892

0.15

300

3

0.0786

0.0824

0.15

500

3

0.0669

0.0676

0.15

700

3

0.0109

0.0168

7 – Conclusion
The need for continuous improvements in
device security motivates new alternatives for
identifying computer network attacks. The use
of ANNs for implementing network security is
an attractive alternative to other common and
less effective anti-attack methods. Based on the
signatures of Snort [2], we established malicious
packages for assembly of the ANN training files.
Our results indicated a 99% success rate for
recognizing potential attack code.
Commercial applications require supplementary
input parameters, such as a package timestamp
and package payload, among others. The
diversification of the examples is another factor
to consider to improve the training of the ANN.
Nonetheless, we consider our
99% success rate to be a highly promising
framework for developing future ANNs against
malicious traffic.
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Learning
rate

Number
of epochs

Neurons in
the hidden
layer

Training
error

Validation
error

0.3

100

4

0.1026

0.1056

0.3

300

4

0.0691

0.0696

0.3

500

4

0.0557

0.0564

0.3

700

4

0.0669

0.0684

Table 5
Learning rate equal 0.3 and 4 neurons in the hidden layer.
Learning
rate

Number
of epochs

Neurons in
the hidden
layer

Training
error

Validation
error

0.15

100

4

0.1066

0.1108

0.15

300

4

0.0766

0.0792

0.15

500

4

0.0686

0.0704

0.15

700

4

0.0683

0.0712
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Group trust yields improved scalability and anomaly
detection for P2P systems
Robson de Oliveira Albuquerque, Rafael Timóteo de Sousa Júnior, Lorena de Souza
Bezerra and Giselle Rosa de Lima

Abstract - This paper implements an existing computational model of trust and reputation
applied to a P2P environment, and extends the approach using a novel group trust calculation
that demonstrates improved scalability and anomaly detection for P2P systems. Our analysis is
based on results obtained by simulating a P2P environment using the JXTA open source platform.
A trust and reputation model was implemented in the same platform, allowing to constructing
a baseline for the behavior of the nodes using combined trust and reputation coefficients in a
scenario without malicious nodes. Then simulations were conducted with malicious nodes and
the effect of trust and reputation factors were analyzed regarding their influence on the anomaly
detection capacity and scalability in P2P communications. Several simulation scenarios were
configured and explored, considering the presence of different number of malicious nodes in the
P2P environment, with both constant and variable behavior. Other scenarios included calculations
of combined trust and reputation for node groups. The results show that group trust ensure more
interactions among nodes, even in the presence of a large number of malicious nodes (60% of the
total), besides providing focused identification of malicious nodes inside groups.
Key words: botnets, DNS, denial of service

1 - Introduction
The problem of node authentication is one
of the main security issues in peer-to-peer
(P2P) systems. With advances in distributed
systems technology, thousands of machines
may potentially comprise a P2P overlay network,
allowing malicious nodes to act among and
possibly harm normal nodes. Current research
aims to provide secure interactions among nodes

through protocols that enable authentication
and establish a distributed trust and reputation
database [1] [2] [3]. In this paper, we discuss how
security issues of P2P systems can be addressed
by constructing interaction rules based on trust
and reputation. We also show that extending the
focus to group trust brings better scalability and
anomaly detection to P2P systems.
The test environment used here was
configured for simulations of a P2P system
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using the JXTA platform [4]. This P2P system is
associated with the TRAVOS trust and reputation
model, as proposed by [1], and implemented in
the same platform. This allows us to construct a
baseline for the behavior of the nodes using trust
and reputation models that we can then use to
explore factors that affect P2P communications.
Previous simulations considered factors such as
appropriate utilization of trust and reputation
concepts, calculation of trust coefficients, network
convergence regarding reputation values, system
performance, and existence of malicious peers
and the initial configuration of node behavior in
peer groups.
This paper is organized as follows. In section
2 we present a review of trust and reputation
concepts and the model used in our work. In
section 3 we discuss the main characteristics
of the JXTA platform [4] and consider decisions
regarding distributed environments based on
this platform as well. In section 4 we propose a
group trust approach, and in section 5 we present
our implementation and analysis of the results.
Finally, we conclude our work in section 6.

2 - Trust and Reputation Concepts
The concept of trust described here refers
to an agent making decisions and interacting
successfully with other agents, even in a dynamic
and uncertain environment [1] [5]. According to
Patel [1], the concept of trust in computational
relations deals with operations such as the
optimized selection of communication partners,
the delegation of functions to individuals, and
the establishment of agreements between two
or more members of the network prior to an
interaction or communication.
Gambetta [6] defines trust as a particular
level of subjective probability that an agent can
evaluate in order to judge if another agent (or
group of agents) will perform a particular action.
This is computed before the evaluating agent
can monitor such an action, such that the results
will affect the evaluating agent’s decision about

performing the action. According to Marsh [5],
this definition permits a quantization of trust
between zero and one, representing the degree
of trust that an agent (truster) can evaluate by
directly interacting with another agent (trustee).
The concept of reputation represents a form of
indirect trust and involves asking for the opinion of
other parties who have previously interacted with
the trustee in the past. Patel [1] defines reputation
as the common opinion of others regarding an
entity, which may be used in the absence of trust
formed from direct opinions.
In the trust and reputation approach, the
model that will execute the trust management in a
virtual system must use both trust and reputation
properties and the entire historical context of
the environment to be able to perform trust and
reputation calculations.

2.1 - Trust in P2P systems
Rowstron and Druschel [3] define peer-topeer as distributed systems in which all nodes
have identical capabilities and responsibilities,
and in which all communication is symmetric.
The peers in a P2P system represent individual
agents with their own interests and motivations,
and they depend on beneficial and just relations
to fulfill their functions in a virtual organization.
Therefore, according to Patel [1], agents constitute
and maintain social agreements and structure in
a virtual community which mimics a community
in the real world. We extend this view to our P2P
approach.
Trust in a P2P context is also seen as the
effect of a relation in which a peer may or may
not satisfy the expectations of another peer
according to a predetermined and expected
behavior. This naturally assumes that certain
specific functions are expected from that peer,
such as a non-corrupted file transfer or a query
delivery matching a predetermined level of quality.
When the outcome of an interaction satisfies the
expectation, then the peer is determined to be
trustworthy.
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According to Aberer and Despotovic [7], trust
management comprises any mechanism that
allows peers to establish mutual trust. Therefore,
the concept of reputation is inserted into trust
management since whenever a peer requests the
reputation of another, this behavior represents a
derivative measure of the direct and indirect trust
acquired from past interactions.

2.2 - The TRAVOS Trust and Reputation Model
The trust and reputation model used in this
paper is based on the Patel approach to trust,
which is called the Trust and Reputation model for
Agent-based Virtual Organisations (TRAVOS) [1].
This approach was built to establish direct and
indirect trust values among the relations between
machines in a grid-like virtual organization. We
chose this algorithm for our study because it
provides a framework for P2P environments
to calculate trust in direct interactions and to
calculate reputation in the absence of direct trust
experience. The extension of this approach for
interactions among groups of peers is described
in Albuquerque [9].
Based on the definitions stated by Gambetta
[6], TRAVOS is based on a probabilistic view
of trust. It contains mechanisms to obtain a
trust value based on past interactions and from
reputation information obtained from agents in a
multi-agent system.
Among the concepts central to the TRAVOS
model, three main aspects concerning the proper
management of trust were used as a foundation
for tests in this paper:
1. The history of previous interactions with an
agent (direct trust).
2. The opinions provided by other agents in
the network (reputation).
3. The combination of direct interactions with
reputation (combined trust).
In this model, the value of direct trust is
calculated through a Beta distribution based
on the observations by an agent a1 of results of

interactions with an agent a2 , and is represented
by the equation:
τ ad1 ,a2 =

αˆ

αˆ + βˆ

(1)

,

where αˆ = m1a:1t,a2 + 1 and βˆ = n1a:1t,a2 + 1 are the
successful and unsuccessful observed results of
interactions, respectively.
The parameters α and β may be calculated by
adding the number of successful outcomes to the
initial value of α and the number of unsuccessful
outcomes to the initial value of β . This formulation
actually denotes α and β by α̂ and β̂ , because
these are assumed to be estimated values. The
basic idea is that the most reliable evidence for
predicting the behavior of an agent is through
the history of past interactions with this agent.
Unfortunately, in some cases, the assessing agent
has limited or no experience with the potential
interaction partner. In these cases, reputation is
used as a means of evaluating the agent.
An agent a1 that desires to calculate the
reputation τ ar1 ,a2 of agent a2 must collect the
opinions provided by the other agents. Therefore,
the successful and unsuccessful interactions are
enumerated, resulting in the parameters M a ,a and
N a ,a . These values can then be used to calculate
shape parameters of the Beta distribution. The
parameters are calculated by:
1

1

2

2

p

N a1 ,a2 = ∑ nˆ ak ,a2
k =0
p

M a1 ,a2 = ∑ mˆ ak ,a2

,
,

(2)
(3)

k =0

where p is the number of reports, and
αˆ = M a1 ,a2 + 1 , βˆ = N a ,a + 1 ,
1 2

(4)

and

τ ar1 ,a2 =

αˆ

αˆ + βˆ

.

(5)

However, this value of reputation will only
be reliable if two aspects are considered. First,
the behavior of the trustee must be independent
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of the identity of the truster; and second, the
reputation provider must report its observations
accurately and truthfully.
It is also possible to combine agent-personal
observations with the opinions provided by
other agents. This situation represents the
approach of combined trust. To combine the
personal experience (direct trust) with the
opinions (reputations), we must first enumerate
all of the opinions collected ( M a ,a , N a ,a ) and the
1

2

1

2

t
a1 , a2

direct trust values ( m
,n
) in order to get
the Beta shape parameters used to calculate the
t
a1 , a 2

combined trust

τ ac1 ,a2 , namely

αˆ = M a1 ,a2 + mat1 ,a2 + 1

,

(6)

βˆ = N a1 ,a2 + nat1 ,a2 + 1 ,

(7)

and
τ ac1 ,a2 =

αˆ

αˆ + βˆ

(8)

.

The limitation of combined trust is that even
using the combination of methods, there may
still exist some agents capable of influencing the
trust calculation through faked or inconsistent
opinions. In response to this limitation, Patel [1]
created a mechanism that enables the agent to
determine the level of confidence it has in its own
observations and then only seek the opinions of
others if this level of confidence is insufficient.
The

confidence

metric γ a1 ,a2 measures

the

probability that the actual value of Β a ,a (which is
1

2

the probability that a2 fulfils its obligations) lies
within an acceptable level of error ε about τ a ,a
. This level ε influences how confident an agent
is, given the same number of observations. If
the number of observations remains constant, a
higher value of ε causes an agent to be more
confident in its calculations than a lower value
of ε . The parameter confidence is calculated as
follows:
1

combination of the two for calculating the overall
trust.

3. The JXTA Platform
The JXTA Project consists of open protocols
responsible for the execution of all necessary
functions in a P2P network, such as node
research, resource discovery, query publishing,
etc. All of these functions are defined in the JXTA
framework [8] and executed through publishing
and exchanging notifications (advertisements)
and XML messages among peers. Project JXTA is
based on a hybrid P2P
architecture that uses a DHT (distributed hash
table) to store all information related to peers.
The JXTA [4] platform keeps an ensemble of
Java open codes and enables specific codes to be
easily added. The JXTA shell [4] is an application
based in JXTA that simulates a command-structure
environment similar to a UNIX shell. It allows Java
classes to be created and added to the basic
structure of the code, facilitating the P2P platform
to be used for distinct studies in distributed
environments. This therefore provides a P2P
platform with a framework for determining trust
and reputation in accordance with the objectives
of our study.
In our work, we have created new commands in
the JXTA shell in order to develop a P2P simulated
environment system and test the TRAVOS model
for establishing connections based on trust and
reputation between machines.

2

(9)
Therefore, an agent is capable of deciding if
it will use only direct trust or reputation, or a

4. Group trust approach
The concept of trust represents a unidirectional
(1:1) relation. However, as with human
relationships, there is no way to establish a
communication based only on direct trust values
in large societies. Instead, P2P networks may hold
several, variable amount of nodes. Therefore,
bigger networks make it more difficult to establish
direct relations based only on direct trust and
reputation requests. Using a group configuration
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among the nodes then allows relations to expand
using 1:N and N:M relations.
According to Albuquerque [9], in order for the
group trust to reflect the experience of individual
peers, each group must contain a leader according
to a predefined model. As an example, the leader
may be the most trustworthy peer in the network
using the number of interactions and historical
trustfulness as a baseline.
To be able to calculate the group trust, the
leader asks for the reputation value from all other
members of the group and calculates the average
reputation of each node according to

(10)

j

ω gn

=

∑ Ri

i =1

,

j

where j > 0. Thus, the trust value that one
group places in another is calculated by adding
the combined trust of every peer in the group and
then dividing by the total numbers of peers of the
destination group, that is,
x

τg =

i =1

(11)

n

∑ωg
x

,

where x is the number of peers in the group
and τ g is the final trust value of group g.
There are not many algorithms that can be used
in a group trust calculation. In the leader election
process, most of the models are based on voting. In
the trust and reputation approach, a consensus for
trust and reputation is desirable in order to identify
the most trustworthy member of the group. This
paper focuses on an efficient manner of trust and
reputation calculation in a P2P system. The reader
is referenced to Albuquerque [9] for more detailed
information about trust in group contexts.

5. Implementation and Analysis
In this section, we present the implementation,
the test environment of the P2P communication
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system used, and the analysis of our results. The
main configuration settings applied during the
tests are also defined and the procedures for
quantifying trust and reputation are given.
The tests were accomplished without
considering the real possibility that peers may lie
about trust values in the network. In other words,
all peers propagated their real trust and reputation
values, even for those with malicious behavior in
the system. In this simulation, all participants
made the same number of interactions, with the
intention of trying to find standards and verify
certain behaviors about trust and reputation
values in the system.
Trust on the computational level also includes
the fact that a peer may or may not correspond to
expectations of a predetermined behavior. When
interactions follow such rules and protocols, it
can be determined if the peer is trustful or not.
In our simulation, some behavior patterns
of the peers were considered as desirable in
a P2P system aimed at allowing file transfers
among peers. First, there should be no errors
in the transmission of a file, thus the file must
arrive non-corrupted at the destination peer
(the hash of the file is checked); Second, the
time for transmitting the file is compared to
predetermined levels that will determine the
overall quality level of the transmission (the time
in seconds for the transmission to complete).
These parameters were chosen in order to
simplify the P2P environment, thus allowing us
to focus of the analysis of trust and reputation
values during peer interactions.

5.1 - Developed JXTA Commands
We developed several shell commands in the
course of our analysis and incorporated them
into the JXTA shell structure. Such commands are
recognized and executed normally by the shell
prompt, allowing the analysis of TRAVOS in P2P
systems to be evaluated and used for studying
the group trust approach. These commands are
given below.
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JXTA> trust –init peerName - Automatically
initiates each peer in the P2P network through the
argument peerName. It is responsible for seeking
the peers who are members of the network,
erasing the cache that kept the name of the peers
from former interactions, registering the peer and
authorizing the file transfer through SFTP. Finally,
the command creates a directory named Tables
which will store the trust values of the peers.
JXTA> trust –test srcName destName filename
– Transfers a file from one peer to another
using SFTP. It is also responsible for preparing
the destination peer to receive the file, and for
calculating its hash using the MD5 algorithm.
Each time a file is transmitted, the duration and
speed of the transfer is calculated and the trust
and reputation values are updated.
JXTA> trust –interaction srcName fileName
[destName1 destName2 etc.] – Automates the
trust and reputation tests in the network. Each
time the command is set, a sequential interaction
among all peers is issued by “trust –test”.
JXTA> trust –directtrust srcName destName –
Calculates the direct trust value among two peers
in the network using the formulas given in section
2.2.
JXTA> trust –reputation srcName destName
[otherName1 otherName2 etc.] - Calculates the
reputation of a specific peer in the network. Each
time this command is set, several requests are
sent from the source peer to all the other peers
(except for the destination peer) in the network.
JXTA>
trust
–combinedtrust
srcName
destName [otherName1 otherName2 etc.] Calculates the combined trust value among two
peers in the network. This command is used in
the simulation to calculate the trust rate that one
peer has for another. The parameter confidence
is also computed in order to measure the level of
confidence of the direct trust value.
JXTA> trust –grouptrust srcGroup srcLeader
[srcOtherName1 srcOtherName2 etc.] destGroup
[destOtherName1
destOtherName2
etc.]
Calculates the trust value one group has for

another using the combined trust values of each
peer in the destination group.

5.2 - Procedures,
Settings

Simulations

and

Initial

The simulations were executed on machines
with the JXTA shell installed and configured. Five
peers were set up on each machine using standard
JXTA shell commands. Communication between
machines was established with a Layer2 switch
using 10/100Mbps ports. The purpose of this
setup was to represent a P2P network connected
directly to a LAN. The peers were configured in the
same network segment with no additional hops.
Each peer replied to a different TCP port between
9700 and 9709. This is to permit the P2P network
to establish connections on different ports.
The transfer delay and the integrity of the file
were parameters used to decide whether a peer
was malicious or not. The interval of time values
for the transfer was defined after several file
transfer tests were executed. Several interactions
were completed for a file with fixed size (100
Kbytes), and a standard time was then defined for
a successful interaction. Table 1 gives the results
of this test. Based on this information, it was
determined that the expected transfer time of a
file would be under 1s, a slightly-delayed transfer
time would be between 1 and 2s, and completely
delayed transfer time would be above 2s. The
integrity of the received file was also defined using
a hash calculation to verify the file’s condition.

Table 1 – Test parameters.

The transmission time and file integrity
measure all combinations of possible file transfer

R. O. Albuquerque
situations in the system, and are described by
variables a and b, respectively. The parameter
P represents the weight (importance) that the
network administrator allocates to the integrity of
the file. In our case, a value of 0.75 was chosen for
P because we considered the integrity of the file to
be more important than the time for transmission.
Quantifying the combined file transmission time
and integrity is then done by defining

C = P a + ( 1 – P ) b.

(12)

Considering these initial settings, Table 2
summarizes the possible situations that may
occur.

Table 2 – Probable situations.

In this simulation, values of C higher than
or equal to 0.8 resulted in a defined successful
interaction, causing the value of the expectation
of the contract Oa ,a (from TRAVOS model) to be
equal to 1. This indicates that the peer who sent
the file fulfilled its obligations by delivering a
trustworthy and high-quality file. Any other value
of C forces a null value to Oa ,a , meaning that the
interaction is associated with a malicious peer.
1

2

1

2

As related to the behavior of the peers during
the tests, peers only accomplished interactions
with appropriate parameters in order to verify the
convergence of trust and reputation values. The
tests started with a fixed number of malicious
peers which was gradually increased. In this stage
of the process, when a peer was initiated with a
certain behavior (malicious or not), it maintained
the behavior until the end of the tests. These
characteristics were also implemented in the
group approach.
In the first test, all peers of the network
were trustworthy. Then 20% of the peers were
configured as malicious. In both situations, the
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values of direct trust, reputation and combined
trust were calculated. The final stage considered
the scenario of changing a peer’s behavior after it
was already interacting on the network. The main
objective was to verify if TRAVOS allowed the peers
to realize that some members of the network
changed their behavior and thus reacted to the
change accordingly. In this test, all peers started
as trustworthy but then changed their behavior at
predetermined moment. At first 20%, then 50%,
and lastly 70% of the peers turned malicious.
For each situation, the values of direct trust,
reputation and combined trust were collected for
every communication channel.

5.3 - Results and Analysis
Our simulations attempted to reproduce
situations inside an ideal environment in which
all peers initiate from within the network and
interact with each other the same number of
times, therefore avoiding external factors that
could influence the tests results. To simplify the
demonstration of our results, we denote peer1 as
our reference peer.
The parameter ε used for calculating the
TRAVOS confidence was set to ε = 0.2, indicating
our acceptable error level for an observation. The
confidence parameter was defined as γ = 0.95.
This means that if the confidence level of a peer
is below this value, it will search for the opinions
of other peers in the network. The values of
the parameters γ and ε were defined through
simulations from Patel [1], thus representing good
values to simulate all features of TRAVOS.
A minimum trust value of 0.7 was set for a
peer to consider another peer trustworthy and
decide to continue interacting with it. For values
below 0.7, the peer is considered malicious and
the exchange of data among them is terminated.
It is important to remember that this value is only
a representative component, and may be adjusted
according to the security or sought-after behavior
between peers. We decided on this value because
we desired a rigorous trust value.

The simulation was set up assuming that each
peer maintains its initial behavior. This means that
malicious peers are initiated as malicious (at t=0),
and keep the same behavior until the end of the
interactions. In this test, peers do not keep historic
data of trust values and the test is therefore called
“trust calculation without historic”. Two tests were
simulated for this scenario, using 0% and 20%
total malicious peers in the network.
The trust coefficient is equal among peers with
the same behavior due to the fact that all the peers
are initiated at the same time. In a real network,
this would not occur because peers would have
distinct behaviors and therefore different trust
values. Ten interactions were performed in each
test. This number is appropriate to describe the
behavior of the trust values in the network (every
interaction is performed using a trust approach).
The first simulation was treated as a baseline
to compare all other tests. In this case, all peers
are trustworthy and the network behaves ideally.
The trust value initiates to null and increases
during the elapsed time. The trust coefficient
grows according to the Beta distribution, and the
trust value tends to increase until stabilizing at a
value near 1 (or a very high trust). It is important
to remember that the coefficient will never reach
the maximum value of 1 due to the properties of
the Beta distribution. Figure 1 shows this initial
configuration.
In this case, all peers answer the reputation
request with positive values, inducing the
combined trust values to increase faster than the
direct trust values. During a certain moment of the
test, an abrupt decrease of the trust coefficient
occurs. This happens when the confidence value γ
is larger than or equal to the established threshold
of 0.95. When this occurs, the reputation values
are no longer considered and the combined trust
value is equal to the direct trust value. Therefore,
all peers are considered trustworthy and interact
accordingly.
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Figure 1 – Combined trust without malicious peers.

In the second test, 20% of the peers in the
network are malicious. As seen in figure 2, the
trust values remain low for malicious peers and
increase for trustworthy peers (similar to the
previous test). Again, the trust value relative
to malicious peers tends to remain at a value
near zero, but the coefficient never reaches the
minimum value of zero due to the properties of
the Beta distribution.

combined trust

5.3.1 - Trust calculation without behavior
change

combined trust
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Figure 2 – Combined trust with 20% of peers malicious.

During a particular moment of the test
(interactions 7 and 8), an abrupt decrease of the
trust coefficient of the trustworthy peers occurs
and coincides with an increase of the trust value of
the malicious peers. Again, this happens because
this point corresponds to a confidence value
γ larger than or equal to our 0.95 confidence
threshold. Therefore, in this case, trustworthy
peers will never trust the malicious peers.

5.3.2 - Trust calculation with behavior change
This simulation was tested in a network in
which peers change their behavior, similar to
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Figure 3 – Combined trust with historic.

It can be seen that peer2 was the only peer
that remained trustworthy in the network until
the end of the simulation, thus its trust value
was not corrupted and remained close to 1.
The trust values of the other peers decreased at
specific moments once their intentions became
malicious.

5.3.3 - Trust calculation in groups
The simulation in a group context was also
performed with two different scenarios: with and
without behavior change. In this test, the odd
peers constituted the source group (the group
that requested the trust value) and the even peers
constituted the destination group (the group
from which the trust value was calculated). All the

collected results are presented having peer1 as
the reference peer. A total of twelve interactions
were performed in each test. This number was
considered satisfactory to describe the trust
behavior of a determined group in the network
because it represents 12 possible interactions
in a real scenario. The final group trust value is
calculated in each test.
In the first simulation, without behavior
change, there were no malicious peers and only
good interactions were fulfilled. The test was then
restarted with 20%, 40% and 60% of the members
of the group acting as malicious peers. The
results are relative to the combined trust values
of the peers belonging to the destination group,
according to peer1. In the event of no malicious
peers in the network, the group trust value is
equal to the individual trust value of each peer in
the group, because all members have the same
behavior. In this case, the group is considered
extremely trustworthy and its trust coefficient
tends to stabilize to a value near 1. Figure 4
summarizes this scenario.

combined trust

current P2P networks. All peers were initiated
as trustworthy peers (at t=0) and some peers
changed their behavior as interactions unfolded.
In this test, peers keep historic data about trust
so this data is taken into consideration at the
moment they became malicious and the test is
therefore called “trust calculation with historic”.
During predetermined moments, some peers
became malicious: first 20% of the peers (peer9
and peer10), then 50% of the peers (peer6
through peer10, inclusive) and finally 70% of
the peers (peer4 through peer10, inclusive). A
larger number of interactions were simulated in
this test in order to better analyze the behavior
of the trust coefficients. Figure 3 summarizes the
behavior of the peers in this simulation through
their combined trust values.
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Figure 4 – Group trust without malicious peers.

In the second test, 20% of the peers behaved
in a malicious manner. The group trust value
increased and stabilized near 0.8. This result has
one malicious peer, meaning 80% of the peers in
the group are considered trustworthy. The analysis
shows that the increase of the trust coefficient of
the good peers overcomes the decrease of the
coefficient of the malicious peers. In this case, the
group is considered trustworthy as well ( τ < 0.7 ),
despite having one malicious member.

combined trust
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Figure 5 - Group trust with 20% of peers malicious.

Figure 5 shows the results for the group trust
approach. It is important to note that this approach
does discover the malicious peer in the group.
Depending on the configuration, that particular
peer can then be isolated from communicating on
the P2P network.

combined trust

When 40% of the group members are malicious,
the trust coefficient tends to stabilize at a value
near 0.6, representing 60% of the peers in the
group are trustworthy. In this case, the group is
not considered trustworthy because it is below our
threshold of τ = 0.7 . Lastly, when 60% of the group
members are malicious, the trust coefficient tends
to stabilize at a value near 0.4, also making the
group not trustworthy. Figures 6 and 7 show the
results for 40% and 60% of the peers in the group
being malicious, respectively.
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Figure 8 summarizes the combined trust
values of the destination group and of the group
members. The trust value of the group was initially
high (the moment in which all peers have good
behavior). The value then started to decrease at
the moment the first peer in the group became
malicious. When the other peers changed their
behavior, the group trust coefficient decreased
faster, thus making a group with constantly
changing behavior not trustworthy. With a higher
number of interactions, this value tends to
stabilize near 0.4.

Figure 8 – Group trust with historic and changing behavior.
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Figure 6 – Group trust with 40% of peers malicious.

combined trust

During the second simulation, former
interactions were considered and peers changed
their behavior at predetermined moments.
Initially, 20% of the peers (peer10), then 40% of
the peers (peer8 and peer10) and finally 60%
of the peers (peer6, peer8 and peer10) became
malicious.
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Figure 7 – Group trust with 60% of peers malicious.

In both simulations, the individual behavior of
each group member influenced the trust value of
the group as a whole. This result was acceptable
since all peers initiated in the network at the same
moment and interacted with each other the same
number of times. During the times of behavior
change, the group’s trust value was influenced.
For instance, if a group leader realizes that their
trust value is below expectations, it may decide
to isolate malicious peers from the network. After
that, the group trust value may again rise above
expectations and result in more interactions. In
the case that successful interactions represent
incentives for continued collaboration, groups
tend to maintain good behavior most of the
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time and isolate malicious peers because they
represent a threat to the group as a whole.

6. Conclusion
In our simulations, the JXTA shell appeared
to be flexible and sufficiently structured in
order to correctly emulate a decentralized P2P
network, and the TRAVOS implementation was
an effective trust and reputation model that
gave peers the chance to react quickly (and
with a small number of interactions) to realize
changes in the network. However, since it has
no means of calculating group trust and trust
consensus, which is an open question for trust
in distributed systems, we extended the model
with our approach to group trust. This basic
implementation and our extension were then
evaluated.
The main objectives of this paper were
fulfilled. In particular, our approach was able
to identify malicious peers and exclude them
from communication. It was observed that,
after some number of interactions, peers with
good behavior established a general agreement
about the identification of the malicious peers
in the network. Therefore, malicious peers were
isolated form further communication after a
certain number of interactions.
In the simulation where peers changed their
behavior during the interactions, the network
as a whole learned the identification of the
malicious peers more slowly. However, within a
reasonable number of interactions, the network
converged to a consensus of malicious peer
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identification, again permitting their isolation
from further communication.
Using the concept of trust in a group approach,
the model explored in this paper could be used
in larger and more complex P2P architectures.
It is important to consider a leader election
approach for the group and it must be elected
by other peers considering the trust approach
adopted here. It is also correct to think that
the trust value of an older peer in the network
should have more significant influence for the
group trust coefficient than the trust value of
more recent peers. Using a balanced average
that considers the standard deviation of the
individual trust values would result in a more
precise group trust coefficient, thus improving
group trust results.
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Improvements and Adaptations in Fingerprint
Processing Techniques for the Creation of a Highquality Minutia Database
Mateus Campos Puttini Fernandes and Ricardo Staciarini Puttini

Abstract - The use of fingerprints for biometry presents some interesting technological challenges,
especially when large populations are involved. This paper describes how a high-quality database
of fingerprint minutiae can be created. First research was carried out to establish which algorithms
are state of the art. Certain techniques are then selected, and improvements are proposed for some.
The results were analyzed aiming to evaluate the quality of the biometric data base generated.
The information in the database so obtained is quite good (approximately 92% of the detected
minutiae are real), but further work can doubtless improve the quality of the results.

1 - Introduction
Biometry is rapidly becoming one of the most
effective modes of human identification [1].
Many modern information systems associate
biometric information with legitimate users’
personal data in order to improve security and
control access.
Compared to tokens, keys and passwords,
biometric information is considered more
difficult to imitate or share [1]. As such, it
can greatly improve the security level of an
information system when used in conjunction
with more usual techniques.
The most common biometric data used at
present are fingerprints [1]. They require little
processing time, are easy to sample, and demand
only inexpensive technology.

Biometric identification consists of two steps:
enrollment, where biometric information is
recorded and introduced into a database; and
identification, where the database is used to
recognize individuals. This paper focuses on
the enrollment phase. Indeed, the creation of a
high-quality database is its main topic. The basic
process proposed for creating this database is
illustrated in Figure 1.
The data most frequently used by fingerprint
recognition systems are the locations of ridge
bifurcations and endings, known as minutiae [1].
Other unique characteristics can be extracted
from the ridges, but this paper considers only
ridge endings and bifurcations.
A literature review yielded several promising
techniques related to the fingerprint enrollment
process. A selection of these, shown in the
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Figure 1 – Minutia database creation and the minutia extraction subprocess.

“Minutiae Extraction” subprocess of Figure 1, were
implemented and tested on the first FVC2004
fingerprint database (DB1) [2].
This paper also suggests improvements and
adjustments to some of the techniques shown
in Figure 1: Pore Elimination [3], Useful Area
Definition [4], Thinning [5], and Spurious Minutiae
Filtering [6].
All the proposed changes aim to improve the
quality of information in the final database. A
large body of research evaluates the quality of
algorithms and processes used in the matching
phase, reporting false acceptance rates (FAR) and
false rejection rates (FRR) among other statistics
[7]. As this paper focuses on the enrollment
process, and more specifically on the minutia
extraction procedure, such assessments do not
provide the desired vision. Rather, this work will
evaluate the process of biometric identification as
a whole.
In this paper, the quality of a database is
defined as the percentage of true biometric
information therein. As the fingerprint database
used for testing (FVC2004 DB1) does not inform
the location or amount of minutiae in each of its
images, this percentage was obtained by visual
inspection of each image. In some cases, true and
false minutia could also be counted by automatic
means. Some works focused on false minutia

filtering do assess their outcome by the counting
method [6], but none have used it to validate the
whole enrollment phase. For this reason, new
procedures have been established to test the
feasibility of the method.

2 - Pore elimination
This process consists of finding and
eliminating the small white dots that appear in
fingerprint ridges. These dots are skin pores, and
if not removed can lead other algorithms to find
minutiae in places where they do not really exist.
The algorithm used here is based on reference
[3], where the pores are modeled by a slightly
modified 2-dimensional Gaussian function (1).

(1)
The values of
represent depth, and
lie in the interval [0,1]. Zero corresponds to the
center (bottom) of the pore, while 1 represents
the surface of the skin. The fingerprint images,
however, consist of grayscale values ranging
from 0 to 255. In this case the ridges (surface of
the skin) correspond to zero, while the valleys
correspond to 255. Thus, two transformations
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must be applied to the greyscale image: first it is
inverted, then it is rescaled to the [0,1] interval.
Equation (2) accomplishes both conversions.

(2)
The size of the pore model is an important
consideration: the more points it predicts, the
more computationally expensive finding pores
becomes. On the other hand, a higher resolution
results in more accurate pore identification.
Reference [3] claims that a 3×3 model is enough
to find most pores, but some pores were not
detected by this model in the present research.
In hopes of improving performance, models with
5×5 and 7×7 pixels were tested as well, with
results to be described later in this section. Figure
2 shows a 5×5 model generated by Equation (1).
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(3)
where
is the maximum error threshold;
is the average error;
is the fingerprint image width; and
is the fingerprint image height.
This procedure generates a map of areas
with a high probability of containing pores. The
minimum error points are very likely to be actual
pores. These minimum points are searched by
means of an inspection window that defines
the neighborhood to be considered. This paper
considered a 5x5 pixel window.
Once the pores have been located, they should
be eliminated from the original fingerprint image.
Reference [3] does not prescribe a way to restore
the underlying surface. This work proposes the
inverse rescaled pore model given by Equation (4),
is the maximum grayscale value in
where
the original fingerprint image. Figure 3 illustrates
the filling model.

(4)

Figure 2 – A 5x5 pixel pore model.

A quadratic error inspection of the local
fingerprint image surrounding each pixel is
then performed, comparing the pore model to
the image values. This procedure employs the
same expression proposed in reference [3], but a
maximum error value could not be encountered in
their suggested method. Therefore, this threshold
was defined as in Equation (3):
Figura 3 - Pore Filling Model
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Figure 4 – Pore identification and elimination . Left to right: original fingerprint, quadratic error map, filling models for identified pores, and the
corrected image.

2.1 - Testing procedure
For each fingerprint image in DB1 of FVC2004,
pores were extracted as described above. The total
number of pores was automatically determined,
but false pores had to be visually counted. This
was done by superposing a map of detected pores
on the original image. False pores do not lie in
fingerprint ridges, but between two close ridges.
Figure 5 shows an example.

Table 1 – Spurious pores by model.
Pore model
dimensions
(pixels)

Average number of
false pores
(% – number)

Average number
of pores

3×3
5×5
7×7

3.94% – 12.2
2.53% – 9.5
2.89% – 11.2

309
374
386

Another useful and related measure is the
number of false minutiae found in each image at
the end of enrollment processing. Table 2 shows
the results.

Table 2 – Relation between pore model
dimensions and false minutiae.
Pore model
dimensions
(pixels)

Average number of
false minutiae
(% – amount)

Average total
number of
minutiae

3x3
5x5
7x7

23.8 % – 8.1
7.8 % – 2.2
11.3 % – 3.4

34
28
30

Figure 5 – Image overlay used to visually identify spurious pores. Pores
inside ridges (black) are real; arrows on the right indicate false pores.

2.2 - Results assessment
By the process described above, the percentage
of spurious pores was determined for each model.
This percentage was measure for each fingerprint
image in DB1 of FVC2004 and for 3x3, 5x5 and
7x7 pore models. Table 1 reports the results.

From these results it became clear that the 5×5 pore
model is best. The 3×3 model finds a substantially
smaller number of pores (about 20% fewer) and
clearly produces more false minutiae. The 7×7 model
and 5×5 models have similar performance, but the
former finds more false pores in the spaces between
ridges. When filled, these points join the ridges and
generate more false minutiae.
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3 - Useful area determination
This step determines which parts of the
fingerprint image represent background rather
than ridges and valleys, and therefore should not
be considered in any other step of fingerprint
processing. Thus, as early and precisely as possible,
this procedure is applied to create the useful area
mask.
Two techniques were combined in this paper.
The first is based on the standard deviation of image
grayscale values. Useful regions of the image have
a large grayscale variation (ridges and valleys), so
one can simply require that the standard deviation
in a local neighborhood is greater than some
threshold. The second method verifies that the
ridge frequency calculated for a certain region lies
within a fixed interval. For images with a resolution
of about 500 dpi, the local ridge frequency should
lie between 1/3 and 1/25 (per pixel) [8,9].
To calculate the local value of the standard
deviation, a window size must be defined. If too
large, the window will not correctly define the
background of the image. If too small, however,
the chance of finding a small value of the standard
deviation within an obviously useful area increases.
For this research, a 16x16 window was used.
However, there is another issue with this
technique: the direction in which the image is
covered. For example, if the image is tiled from left
to right with 16-pixel windows but the image width
is not a multiple of 16, the last window of each row
will be truncated (see Figure 6c). The probability
of finding a standard deviation value above the
threshold will not be the same in such truncated
windows.
To deal with this problem, the image was
analyzed in four directions: left to right and topdown, left to right and bottom-up, right to left and
top-down, and finally right to left and bottom-up.
Note that the useful areas are not identical: for
example, in the upper left corner of the left-toright (Figure 6b) and right-to-left maps (Figure 6c).
The four masks are summed to create the final
mask.

Figure 6 – Useful area masks created by the standard deviation method.
a) Original fingerprint image. The next four panels show masks obtained
after scanning the image in different ways: b) left-to-right and top-down,
c) right-to-left and top-down, d) left-to-right and bottom-up, e) right-toleft and bottom-up. Panel f) is the final mask.

The frequency map technique is implemented
following reference [4]. This procedure associates
a frequency value with each image pixel, resulting
in a useful area mask with a much higherresolution contour. However, the border also
presents some irregularities (Figure 7b) such as
discontinuous regions. To correct these artifacts,
a sequence of dilations and erosions is performed
to make the final mask more regular. This
procedure is implemented following reference.
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3.1 - Results assessment
The goal here is to evaluate the contributions of
both techniques to the final result. The number of
hidden minutiae was recorded for each technique
as well as for their combination.
Table 3 – Number of minutiae hidden by useful
area masks.
Useful area definition
technique
Standard deviation
Frequency map
Both techniques

Average number of hidden
minutiae
73
32
93

Some conclusions can be drawn from Table 3.
First, there is obviously some overlap between the
two sets of minutiae Second, the average number
of minutiae eliminated by both techniques is only
12. These points can be clarified by the Venn
diagram shown in Figure 9.
Figure 7 – Useful area masks created using the frequency map method.
a) Original fingerprint image; b) Irregularities in the frequency map; c)
Dilation of useful area and d) Erosion of useful area.

The standard deviation technique is more
effective in detecting real background regions
of the image, while frequency map inspection
is better at determining the real shape of the
margins. Thus, the two results are superimposed
to generate a more robust and comprehensive
mask. Figure 8 illustrates the final result of this
procedure.
Any minutiae found in masked regions are
ignored. Note that the minutiae found in such
areas are more likely to be false, or at least
unreliable.

Standard deviation - 61
Both - 12
Frequency - 20
Figure 9 – Venn diagram of the results shown in Table 3.

Clearly, the number of potentially spurious
minutiae eliminated by both techniques is greater
than the number that can be removed by either
individually. This shows that combining the two
techniques can improve the quality of biometric
information extracted from fingerprint images.

4 - Thinning

Figure 8 – Final useful area mask. Left to right: standard deviation mask,
frequency map mask, and their superposition

The purpose of thinning is to reduce ridges
in the fingerprint image to well-defined lines, a
task also known as skeletonization. This paper
has adapted a generic thinning procedure, first
proposed in reference [5]. While this procedure has
been used by several works in the literature, none
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of them have analyzed the technique. This paper
proposes some ways of adapting the technique to
work with binary fingerprint images.

The basic algorithm combines serial and
parallel thinning, avoiding some of the problems
caused by using either method in isolation [5].
It then searches the binary image for template
patterns which permit one or more points to be
eliminated without losing connectivity. However,
the algorithm is generic and does not take into
account the specific conditions of fingerprint
thinning.
When thinning is complete, minutiae location
becomes a very simple procedure (Figure 10).
The lines are inspected, and any points with only
one neighbor are counted as ending minutiae.
Pixels with two neighbors are considered part
of a continued line. Those with three or more
neighbors are marked as bifurcations, another
kind of minutia. If a ridge point has no neighbors,
it is not marked as a minutia.

Figure 11 – The additional templates proposed by this paper.

The central point of each pattern presented
above can be removed without changing the
connectivity of the ridges. By doing so, the false
minutiae go away. Figure 12 below illustrates one
such case.

Figure 12 – One of the proposed corrections.

The pointed pattern shown in left image of
Figure 12 shows four points with three neighbors,
while the right image shows that only one point
will be considered as a bifurcation for having
three neighbors.

4.1 - Results assessment
Analyzed pixel;
Neighbors;
Ridge points;
Background.
Figure 10 – Minutiae location:
a) 1 neighbor, ending minutia;
b) 2 neighbors, not a minutia;
c) 3 neighbors, bifurcation minutia.

Implementing the original algorithm yielded
false minutiae in some specific thinned ridge
patterns. Specifically, these patterns present
up to four minutiae where only one should be
placed (Figure 11); each of the points shown has
three neighbors (including continuing points off
the grid).

In order to validate the choice of thinning
procedure, we compare the number of false
minutiae to that obtained running an alternative
algorithm presented in reference [4].
Table 4 – Thinning procedures.
Thinning
technique

Average number
of false minutia
per image

Average total
number of
minutiae

Per ref. [4]

12.2

38

Adapted from
ref. [5]

2.2

28

The adapted algorithm used in this paper
produces a significantly better result than that
used in reference [4]. The latter is much less strict
about maintaining the connectivity of thinned
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lines. For example, if a ridge line is broken by the
thinning process two false ending minutiae are
likely to be created.
Given that the differences between the two
columns are exactly the same, it seems highly
probable that all extra minutiae appearing in the
images processed by the less strict algorithm [4]
are false and due to violations of connectivity.

5 - Spurious minutia filtering
The technique used in this paper to identify
false minutiae in a thinned image is based on
reference [6], which verifies that each minutia is
not part of a known invalid line structure. Some
invalid configurations are shown in Figure 13.

Figure 13 – False minutiae at invalid ridge structures
(adapted from [6]).

Roughly speaking, the original algorithm
analyzes all points in its inspection window
then goes over the entire perimeter to count the
number of lines intersecting its borders.
This paper presents a faster way to detect false
minutiae using the same structures, described in
the following algorithm.
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5.1 - Results assessment
The new algorithm should produce results at
least as good as that proposed in reference [6],
with less computational cost. In addition, the
average time spent on minutiae filtering was
recorded for both algorithms. Table 5 shows the
results.
Table 5 – False minutiae filtering.

Algorithm

Average time spent
to filter the minutiae
of one fingerprint
(milliseconds)

Average
number of false
minutiae found
(amount – % )

Per ref. [6]

8.03

2.184 – 7.6%

Adapted by
this paper

1.27

2.184 – 7.6%

It is obvious from Table 5 that the algorithm
proposed in this paper produced exactly the same
results in about 84% less time.

6 - Conclusions and future work
The overall quality of a biometric database
can be assessed by calculating the percentage of
authentic information contained therein. Table 5
shows that the average proportion of true minutiae
is 92.2% after the final step of processing. This
result is based on all 800 fingerprint images in
DB1 of FVC2004, however, and some of these are
of very low quality.
Thus, this work has accomplished its stated goal
of generating a high-quality biometric database
from fingerprint images. Nevertheless, the final
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content may still be enriched by improving some
of the procedures and criteria.
Some possibilities for future work: 1) a deeper
study of fingerprint enhancement techniques,
to find one that improves on the Gabor filtering
used in this work; 2) the algorithm could be
parameterized to deal with images captured
by other kinds of fingerprint scanners, without
decreasing the overall quality of the database; 3)
the database could be enriched by researching and
selecting a singular point detection method (i.e.,
cores and deltas [10]); and 4) an assessment of
computer costs for the whole algorithm, in terms
of CPU time and the computer memory required.
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