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The Journal seeks to publish significant 
and useful articles dealing with the broad 
interests of the field of Forensic Computer 
Science, software systems and services 
related to Computer Crimes, Computer 
Forensics, Computer Law, Computer Vision, 
Criminology, Cryptology, Digital Investigation,  
Artificial Neural Networks, Biometrics, Image 
Analysis, Image Processing, International 
Police Cooperation, Intrusion Prevention 
and Detection, Machine Learning, Network 
Security, Pattern Recognition, and Signal 
Processing. Matters of digital/cyber forensic 
interest in the social sciences or relating to 
law enforcement and jurisprudence may also 
be published. 

Our goal is to achieve an editorial balance 
among technique, theory, practice and 
commentary, providing a forum for free 
discussion of Forensic Computer Science 
problems, solutions, applications and opinions. 
Contributions are encouraged and may be in 
the form of articles or letters to the editor.  

The Journal neither approves nor 
disapproves, nor does it guarantee the validity 
or accuracy of any data, claim, opinion, or 
conclusion presented in either editorial content, 
articles, letters to the editor or advertisements.

CONTENT

A paper may describe original work, discuss a 
new technique or application, or present a survey of 
recent work in a given field. Concepts and underlying 
principles should be emphasized, with enough 
background information to orient the reader who 
is not a specialist in the subject. Each paper should 
contain one key point, which the author should be 
able to state in one sentence. The desired focus 
should be on technology or science, rather than 
product details. It is important to describe the value 
of specific work within its broader framework. 

Replications of previously published research 
must contribute sufficient incremental knowledge 
to warrant publication. Authors should strive to 
be original, insightful, and theoretically bold; 
demonstration of a significant “value-added” advance 
to the field’s understanding of an issue or topic is 
crucial to acceptance for publication. Multiple-
study papers that feature diverse methodological 
approaches may be more likely to make such 
contributions.

We attach no priorities to subjects for study, nor do 
we attach greater significance to one methodological 
style than another. For these reasons, we view all our 
papers as high-quality contributions to the literature 
and present them as equals to our readers.

GUIDE FOR AUTHORS
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PRESENTATION

A paper is expected to have an abstract that 
contains 200 words or less, an introduction, 
a main body, a conclusion, cited references, 
and brief biographical sketches of the authors. 
A typical paper is less than 10,000 words and 
contains five or six figures. A paper should be 
easy to read and logically organized. Technical 
terms should be defined and jargon avoided. 
Acronyms and abbreviations should be spelled 
out and product names given in full when first 
used. Trademarks should be clearly identified. 
References should be numbered sequentially in 
the order of their appearance in the text.

SUBMISSION INFORMATION

Manuscripts should be submitted in an editable 
format produced by any word processor (MS Word 
is preferred). PDF files should be submitted only if 
there is no alternative.

By submitting a manuscript, the author certifies 
that it is not under simultaneous consideration by 
any other publication; that neither the manuscript 
nor any portion of it is copyrighted; and that it has 
not been published elsewhere. Exceptions must 
be noted at the time of submission. Submissions 
are refereed (double-blind review).

PUBLICATION PROCESS

A submitted paper is initially reviewed to 
determine whether the topic and treatment are 
appropriate for readers of the Journal. It is then 
evaluated by three or more independent referees 
(double-blind review).  The policy of double-blind 
review means that the reviewer and the author do 
not know the identity of each other.  Reviewers 
will not discuss any manuscript with anyone 
(other than the Editor) at any time.  Should a 
reviewer have any doubt of his or her ability to be 
objective, the reviewer will request not to review 
a submission as soon as possible upon receipt.  

After review, comments and suggestions are 

forwarded to the author, who may be asked to revise 

the paper. Finally, if accepted for publication, the 

paper is edited to meet Journal standards. Accepted 

manuscripts are subject to editorial changes made 

by the Editor. The author is solely responsible for all 

statements made in his or her work, including changes 

made by the editor. Proofs are sent to the author 

for final inspection before publication.  Submitted 

manuscripts are not returned to the author; however, 

reviewer comments will be furnished.

Reviewers may look for the following in a 

manuscript:

Theory: Does the paper have a well-articulated 

theory that provides conceptual insight and guides 

hypotheses formulation? Equally important, does the 

study informs or improves our understanding of that 

theory? Are the concepts clearly defined?

Literature: Does the paper cite appropriate 

literature and provide proper credit to existing 

work on the topic? Has the author offered critical 

references? Does the paper contain an appropriate 

number of references (e.g., neither over – or under – 

referencing does not occur)?

Method: Do the sample, measures, methods, 

observations, procedures, and statistical analyses 

ensure internal and external validity? Are the statistical 

procedures used correctly and appropriately? Are the 

statistics’ major assumptions reasonable (i.e., no 

major violations)?

Integration: Does the empirical study provide a 

good test of the theory and hypotheses? Is the method 

chosen (qualitative or quantitative) appropriate for 

the research question and theory?

Contribution: Does the paper make a new 

and meaningful contribution to the management 

literature in terms of all three: theory, empirical 

knowledge, and management practice?

Citation in a review: Finally, has the author given 

proper reference or citation to the original source of 

all information given in their work or in others’ work 

that was cited?

For more information, please visit www.IJoFCS.org



www.IJoFCS.org

The International Journal of
FORENSIC COMPUTER SCIENCE

IJoFCS (2009) 1, 8-8

FOREWORD

Paulo Fernando da Costa Lacerda

Brazilian Federal Police Director

With the main goal of developing and 

exhibiting the widest possible range of new 

research in the Field of Forensic Computer 

Science, the Brazilian Federal Police have 

idealized and created The International Journal 

of Forensic Computer Science (IJoFCS).

The Journal is devoted to publishing original 

papers, comments and reviews in the various 

branches of Forensic Computer Science, 

serving as a new medium for the international 

scientific community, research centers, law 

enforcement agencies and technical/scientific 

departments of agencies in charge of cyber 

prosecution procedures. By creating the central 

forum for the cyber crime fighting community, 

we expedct to accelerate development in this 

field, disseminate new tools and techniques and 

contribute to a safer cyber space. Criminalists, 

Forensic Scientists, Police Officers, attorneys, 

researchers, students and other Information 

Security professionals that are actively engaged 

in cyber crime investigations can now publish 

and exhibit their research and results, share 
their discoveries and experiences and keep the 
community apprised of the latest techniques 
and discoveries in Forensic Computer Science.

We hope that IJoFCS will serve as an excellent 
source for the scientific community interested 
in Forensic Computer Science. In the pursuit 
of excellence by the appropriate, timely and 
ethical dissemination of scientific knowledge 
produced and consolidated through this new 
medium, we plan to distribute it freely to key 
research centers and universities worldwide.

The Editorial Board is formed by researchers 
and scientists from Brazilian and internationally 
recognized universities and also b members of 
the Brazilian Federal Police. The editor-in-chief 
an journal creator is also a Federal Criminalist 
and Forensic Scientist of the Brazilian Federal 
Police and are certain that it will serve as 
a global medium whereby vital new ideas 
regarding Forensic Computer Science will take 
root.
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EDITORIAL

Paulo Quintiliano da Silva

Editor-in-chef, Head of Forensic Computer Crime Unit, Brazilian Federal Police

The main goal of this Journal is to foster 
development in Forensic Computer Science.  
By encouraging researchers from Universities, 
Research Centers and Law Enforcement 
Agencies from all over the world to publish their 
investigations on Forensic Computer Science, 
we foresee major advances and development in 
this area, making more effective and efficient 
the cyber crime fighting process.

The pervasiveness of computing and the 
use of the Internet are growing quite rapidly. 
The low cost and high availability of distributed 
computing have attracted “bad guys” that are 
now using the Internet and other computer 
resources as tools to practice many kinds of 
offenses. Every day they find new technologies 
and methods to perform their illicit activities 
using cyber space.  It is now critical that 
Computer Scientists and researchers shift their 
efforts toward developing the Forensic Computer 
Science field, and aid Law Enforcement agencies 
in the battle for a safer cyber space. This Journal 
is intended to be an international forum in 
which researchers can publish and disseminate 
their work.

The Journal’s scope includes Artificial 
Neural Networks, Biometrics, Computer 
Crimes, Computer Forensics, Computer Law, 
Computer Vision, Criminology, Cryptology, 
Digital Investigation, Image Analysis, Image 
Processing, International Police Cooperation, 
Intrusion Prevention and Detection, 
Machine Learning, Network Security, Pattern 
Recognition, and Signal Processing. Matters 
of digital/cyber forensic interest in the social 
sciences or relating to law enforcement 
and jurisprudence may also be published. 
Therefore, we welcome papers regarding these 
areas with any forensic application.  

In this first issue of Volume 1, we are 
publishing the best papers accepted and 
presented at the First International Conference 
on Cyber Crime Investigation (ICCyber, 
2004). Herein, we covered the areas of 
Biometrics, Computer Forensics, Cryptology, 
Intrusion Prevention and Detection and Image 
Processing.

We welcome prospective authors to submit 
their papers to IJoFCS, using the webpage 
www.ijofcs.org.
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A Deformable Contour Based Approach 
to Hand Image Segmentation

M. C. D’Ornellas

Abstract -  In this paper we address the issue of hand contour segmentation from digital 
images using deformable contour models (snakes). We present a novel variation of the 
traditional snake solution, where additional nodes are inserted and redundant nodes are 
deleted to better describe the complexity of the extracted line. Candidate locations for node 
insertion and deletion are based on an analysis of the energy terms in the snake solution. 
This allows us to use more closely spaced nodes along the high curvature segments of 
a hand outline. This dynamic manipulation of the node number and spacing within a 
single snake allows us to better capture the geometry of the hand and accommodate 
its radiometric behavior. Here we present our approach, and some experimental results 
demonstrating its performance as a tool for hand contour segmentation in biometrics, 
medical imaging, and pattern recognition.

Key Words:   Biometrics, deformable models, hand contour, image segmentation.

I.INTRODUCTION

THE efficient, automatic determination and 
verification of identities have long been considered 
fundamental in a variety of security scenarios and 
applications. In recent years, it has been widely 
acknowledged that biometrics is the most reliable 
means of automatic authentication. The past 
decade has seen extensive research in the field 
of biometrics, which has led to major advances in 
biometric data acquisition, data representation, 

and a number of effective techniques for using 
such data to discriminate among individuals.

The increasing range of online services has 
provided a strong motivation for the development 
and deployment of biometrics as an effective 
means of identity verification and validation. 
The delivery of biometric data in this medium, 
however, is a nontrivial problem and has become 
a focus of research in such diverse fields as 
communication protocol, image and signal 
processing, and network security. Among the 
various biometric techniques, hand geometry is 
a particularly promising approach due to its high 
reliability for personal identification.

Hand geometry technology combines computer 
vision, pattern recognition, statistical inference, 
and optics. Its purpose is the high-confidence 

Manuscript received October 08, 2006. This work was 
supported in part by the National Council for Scientific and 
Technologic Development (CNPq) under Grant 506686/04-3.
Marcos Cordeiro d’Ornellas is with the Multimedia 
Information Processing Group, Federal University of Santa 
Maria, 97105-900 Brazil. (e-mail: ornellas@inf.ufsm.br).
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Technologic Development (CNPq) under Grant 506686/04-3.
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recognition of a person’s identity by mathematical 
analysis of the patterns obtained from his or 
her hand. One of the most important current 
approaches is the generation of feature vectors 
that correspond to individual hand images, and 
to match the hand geometry based on some of 
these features.

One of the difficult problems in feature-based 
hand geometry recognition is that its matching 
performance is significantly influenced by several 
parameters of the feature extraction process (e.g. 
spatial position, orientation), which may depend on 
the environmental factors of the image acquisition. 
To address these difficulties, deformable models 
have been extensively studied in biometric image 
segmentation, with promising results.

Although the term deformable models first 
appeared in a work by Terzopoulos and his 
collaborators in the late eighties [5–7], the idea of 
deforming a template to extract image features 
dates back much further to Widrow’s rubber 
mask technique [2]. Similar ideas were also used 
in the work of Blake and Zisserman [1]. The 
popularity of deformable models is largely due 
to the seminal paper “Snakes: Active Contours” 
by Kass, Witkin, and Terzopoulos [9]. Since its 
publication, deformable models have grown to 
be one of the most active and successful research 
areas in image segmentation.

The paper is organized as follows. In Section 
2 we present an overview of the traditional snake 
solution, focusing on the relevant energy terms. In 
Section 3 we present our approach to the dynamic 
positioning of snake nodes, which is based on 
analyzing the snake energy terms. Experimental 
results are presented in Section 4, which evaluate 
the performance of our approach on the hand 
geometry segmentation problem in biometric 
applications. We conclude and comment on the 
research in Section 5.

II.SNAKE MODEL

A. Energy Functions
In general, the energy function of a snake 

contains descriptions of its internal and external 
forces as well as external constraints. The 
internal forces allow the contour to stretch or 
bend at a specific point, while still maintaining a 
certain smoothness and continuity. The external 
force attracts the contour to significant features 
of the image (namely the hand location), while 
the external constraints represent user-imposed 

restrictions. The total energy of each point is 
expressed as a sum of individual energy terms: 

 (1)

where Econt and Ecurv are the first- and second-
order continuity constraints (the internal snake 
forces), Eedge is the edge strength (the external 
snake force), and a, b, and γ are the relative weights 
of each energy term. Strengthening the internal 
forces tends to produce smoother snake curves, 
while strengthening the external force attracts 
the snake to edge locations in the image.

B. Curvature Term
If vi(xi,yi) is a point on the contour, the first 

energy term in the total energy function is defined 
as follows: 

 (2)

where dav is the average distance between points. 
This quantity is defined as follows for a snake 
with n points: 

 (3)

The continuity energy term guarantees that 
the snake points will be evenly spaced, while 
minimizing their distance from each other.

C. Continuity Term
This is an estimation of the snake’s second 

derivative, and is calculated as 

 (4)

Since the continuity term tends to produce 
evenly spaced points, the above term gives the 
snake curvature multiplied by a constant. This 
constant is insignificant, however, because the 
curvature term is normalized in the neighborhood 
of each point.

D. Edge Term
This energy term describes the external force 

that attracts the snake to the hand location in the 
image. In general, it forces points to move towards 
image edges. This term may be expressed as 

 (5)

 

M. C. D’Ornellas
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where I(vi) is the image function (gray values) at 
snake point vi. We use a negative sign to attract the 
snake to image points with high gradient values 
[3-4]. Since the gradient is a metric for image 
edges, the snake is thus attracted to strong edge 
points. The image gradient is normalized at each 
point to handle even small gray value variations 
in the neighborhood of that point.

E. Optimization Procedure
After the snake contour is initialized, the 

points along the contour are moved to new 
energy minima through an iterative procedure. 
In each iteration, an optimization process is used 
to compute the new snake location. We use an 
alternative approach in our implementation first 
suggested in [8]. This approach has been found 
to be faster than dynamic programming, and 
more stable and flexible than the variational 
calculus approach. This is the method used in our 
implementation of snakes.

III.PROPOSED METHOD

A. Fundamentals
Our main objective is to improve the accuracy 

of hand extraction by selectively intensifying 
the resolution of the snake’s interpolation. By 
requiring equally distributed nodes, common 
snake solutions do not take into account the 
geometric complexity of the extracted object. 
This lowers the accuracy of the representation 
extracted from the image. In hand extraction, 
this is commonly manifested by a polygonal 
approximation that deviates from the actual hand 
by few pixels. To overcome such problems we 
propose an adaptive and iterative snake solution 
where each iteration is analyzed to

1. Remove redundant nodes; and
2. Locally enhance the solution as necessary, 

to better capture the geometric complexity of the 
extracted feature.

Our argument is that the quality of the snake 
solution is described by the local values of its 

corresponding energy terms. More specifically, 
the output result of a snake solution includes the 
optimized coordinates of snake nodes, the energy 
values at each point, and the energy components 
(continuity, curvature and edge). These energy 
components indicate how well the snake has 
performed at each point. A general flowchart of 
the proposed method is shown in Fig. 1.

B. Node Detection
A more specific flowchart for this operation is 

shown in Fig. 2. The purpose of node deletion is 
to improve the efficiency of the hand extraction 
by removing points whose loss will not lower the 
extraction accuracy. In order to achieve this we 
set the following conditions for node deletion 
(assuming the gradient values are given): (a) the 
radiometric information must be good, and (b) 
the curvature term must be very low.

The first condition is a high probability that 
the point belongs on the hand edge. Whether or 
not the gradient is good can be inferred from the 
(absolute) high edge term. If Eedge is the radiometry 
term, we define this threshold (EedgeThrHigh) as: 

 (6)

Points having Eedge values greater than 
EedgeThrHigh are candidates for deletion.

The second rule guarantees that the geometry 
of the snake will be minimally affected. The 
smoothness of the snake is described in the 
curvature term. If the curvature of a point is low, 
it implies that the snake is very smooth (close to 
a straight line) in that area. If Ecurv is the curvature 
term, we define the threshold (EcurvThrLow) as: 

 (7)

Any points having Ecurv lower than EcurvThrLow 
are also candidates for deletion. Finally, we select 
points satisfying these rules for deletion. The next 
step is to insert points between the remaining 
snake points.

A Deformable Contour Based Approach to Hand Image Segmentation

Figure 1: General flowchart of the approach presented in this paper.
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step is to insert points between the remaining 
snake points.
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Figure 1: General flowchart of the approach presented in this paper.
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C. Node Insertion
The flowchart of this operation is also 

presented in Fig. 2. The objective of this 
operation is to improve the accuracy of object 
extraction by inserting additional nodes in 
those areas where the snake has not performed 
well, or where its resolution was insufficient 
to follow the actual hand curvature. The 
following rules are used for point insertion: 
the radiometry must be poor, or the curvature 
must be high.

The first condition identifies areas where 
there are gaps in the continuity of the hand. 
As in the previous subsection, poor radiometry 
can be inferred from the low edge term. The 
threshold used for poor radiometry is the 
same (EedgeThrHigh) as that given in the previous 
subsection. This time, however, points with 
Eedge lower than EedgeThrHigh are the candidates 
for point insertion.

The second condition identifies areas where 
the snake resolution is not large enough to 
follow the curvature of the hand. We define the 
threshold for high curvature (EcurvThrHigh) as:

       (8)

Any points with Ecurv higher than EcurvThrHigh 
are candidates for insertion. If either of these 

criteria is satisfied, then one additional point 
will be inserted on each side of the point 
under investigation, using a centered three-
point interpolation. The thresholds EnHigh 
and EnLow can either be defined by the user 
or selected automatically through a statistical 
analysis of the snake solution data.

IV.EXPERIMENTAL RESULTS

The approach described in this paper has 
been implemented using Matlab and a database 
of 10 different image acquisitions from each of 
50 people. These 500 images are all of the right 
hand. The users in our system could place their 
palm freely on the scanning surface; we do not 
use pegs, templates, or any other annoying 
method to capture the users’ hands.

Most of the users are between 23 and 30 
years old; we have selected the users to have 
approximately equal hand characteristics, to 
evaluate how the algorithm performs under 
ideal conditions. The male-to-female ratio is 
not even; 68% of the users in the database are 
males.

The images were acquired using a typical 
desk scanner at 8 bits per pixel and a resolution 
of 150 dpi. To simplify later computations, every 
scanned image was scaled down by a factor of 
25%.  Table 1 summarizes the image database 
characteristics.

Figure 2: Insertion and Deletion Flowchart



14 A Deformable Contour Based Approach to Hand Image Segmentation

 
Table 1: Specifications of the images 

used in the database.

Properties of the hand images contained in the database

Size 75% original size

Resolution 150 dpi

Colour 256 grey levels

File size 1205 Kbytes

Our experimental set-up is designed to make 
the user comfortable with the system. We took 
images from 57 users to arrive at a database 
of 50 error-free users. We discarded images 
where the hand was hidden by clothes, images 
where a fingertip was out of the image, etc. A 
given user was completely discarded from the 
database if any one of his or her 10 scanned 
images had any error. The users adapted to the 

system quickly after brief instruction. In order to 
evaluate the performance of this approach, we 
need to define a quality index for the accuracy 
of the extraction. For each line segment (Ni-Ni+1) 
between neighboring snake points we identify 
the midpoint Mi. Next we calculate the distance 
(di) between this midpoint and the hand, and 
define the quality index (Q) as the mean of all 
these distances: 

       (9)
 
The units of Q are pixels. Smaller values of Q 

indicate a snake solution that is closer to the true 
hand, and therefore indicate better solutions.

Similar experiments were performed on 
the remaining images and hand segments. A 
representative subset of the results is given here 
to demonstrate the performance of our approach, 

Table 2: The quality index and number of snake node for a subset of our images. Smaller 

values of Q indicate a snake solution that is closer to the true hand, and therefore better. 

# Image Name
Snake 
Nodes

Quality Index 
(in pixels)

1 HAND_800_600_122 37 12

2 HAND_800_600_123 58 15

3 HAND_800_600_124 52 19

4 HAND_800_600_125 53 22

5 HAND_800_600_126 52 11

6 HAND_800_600_127 39 09

7 HAND_800_600_128 35 11

8 HAND_800_600_129 38 13

9 HAND_800_600_130 39 17

10 HAND_800_600_131 55 10

11 HAND_800_600_122 37 12

12 HAND_800_600_123 58 15

13 HAND_800_600_124 52 19

14 HAND_800_600_125 53 22

15 HAND_800_600_126 52 11

16 HAND_800_600_127 39 09

17 HAND_800_600_128 35 11

18 HAND_800_600_129 38 13

19 HAND_800_600_130 39 17

20 HAND_800_600_131 55 10
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(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

Figure 3: Image samples with their respective initial contour points on the left in figures (a)-(d). The first snake interaction for all 
images is shown on the right in figures (e)-(g). After several interactions, the snake reaches a stable solution.
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The window captures in Fig. 3-6 give an example 
of the proposed snake solution and hand segments 

extraction. The solution shown in Fig. 6 requires 47 
snake nodes, and its quality index Q is 12.

Figure 4: A RGB image of a hand in figure (a) and its related RGB 3D distribution histogram in (b). Note that the uneven 
illumination in the hand image is reduced by a morphological pre-processing.

Figure 5: Grayscale version of the hand image in figure (a), and its morphological gradient in (b).

(a) (b)

(a) (b)
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V.CONCLUSION

In this paper we presented a new, more accurate 
method of biometric hand extraction using 
snakes. Our approach is based on an iterative 
adjustment of the snake solution, which allows 
additional nodes to be inserted and redundant 
nodes to be deleted at each stage. The resulting 
solution is better able to describe the complexity 
of the extracted line. This dynamic manipulation 
of the node distribution is based on an analysis of 
the energy terms in the snake solution.

This algorithm is a promising tool for the 
biometric analysis of hand images for security 
purposes. It will provide experts with a tool for 
the measurement and physical interpretation of 
deformation in hand images, and can thus be of 
great aid in the interpretation and indexing of 
these images through metadata.
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FACE RECOGNITION APPLIED 
TO COMPUTER FORENSICS

Paulo Quintiliano and Antonio Rosa

I.INTRODUCTION

The recognition of known faces plays a 
basic functional role in social relationships.  
However, face recognition is extremely 
important for the simplest daily activities, as 
human relationships are based on this type of 
personal processing. Normally, people only 
establish an interaction with others if they can 
identify the individuals with whom they wish to 
interact. Identification usually occurs through 
facial recognition. People normally recognize 
a great number of faces, as this extremely 
complex processing occurs in a very natural 
way, instantaneously.

Given the unique nature of face recognition, 
researchers affirm that the human brain has 
a specific region for this type of processing. 
Neuropsychologists in particular are very 
interested in understanding the mechanism 
used in the human brain for face recognition.

 The literature traces the beginning of 
research efforts in facial recognition to the 
late nineteenth-century.  In 1878, the English 
scientist Sir Francis Galton presented his 
research in the British Institute of Anthropology, 
in which he combined facial photographs by 
overlapping the facial images, and concluded 
that it was possible to obtain images that would 
present typical characteristics while reducing 
or eliminating any existing (and potentially 
confounding) variations. This, the Galton’s 
method, aligned the major features of faces in 
photographs, including the orbital regions, and 
overlapped them to observe similarities and 
differences. Galton imagined a series of useful 
applications for his Composite Portraitures 
to obtain a better idea of the appearance of 
historical figures, by combining pictures of 
different artists, whereby the diverse artistic 
styles would disappear to reveal the true 
appearance of the character (Figure 1).

Abstract - In this paper, a historical briefing of face recognition is presented. Some 
psychological aspects of the subject and models considered for face perception are 
also presented. A model of automated face recognition, based on algorithm designated 
eigenfaces is considered and presented in details. Applications of the face recognition 
algorithm for computer forensics are presented, especially for recognizing people in 
crime scenes. With the purpose of recognizing people with half-occluded faces, concealed 
with masks or other devices found normally in crime scenes, the concepts of eigenfaces 
are extended to engage new algorithms called eigeneyes, eigenmouth and eigennose.

Key words: face recognition, image processing, eigenfaces, 
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Figure 1: Composition of Galton’s photographs.

In May 25 of 1888, at the Institute of People 
Identification (British Royal Institute), Galton had 
great difficulty describing verbally, or in writing, 
the hereditary similarities and differences 
among people. Because of these difficulties, 
he committed many mistakes in his work and 
began conducting interesting experiments to 
characterize and to identify people through their 
physical characteristics. Thus, Galton developed 
what he called the “mechanical selector”, based 
in biometrics, which allowed him to compare 
measurement profiles of the face [02, 05, 06 and 
12]. 

 The idea of measurement comparisons is 
used currently in computer science research, in 
which biometrics characteristics of facial images 
are extracted for comparison in the study of face 
recognition. Some researchers have developed 
models based on the geometric characteristics of 
the human face, whereby these data are calculated 
on the basis of face geometry represented in facial 
images. Points-of-control, or vectors, have been 
used to characterize up to 100 particularities 
of the face. These are used as comparison 
parameters, to establish the distances among 
facial components for numerous faces. Facial 
biometrics, used since the times of Galton, is a 
technique that has been developed greatly over 

the last years, presenting itself as a useful tool for 
the analysis of face recognition.

II. Psychological aspects 
of Face Recognition 

According to the psychological board, there are 
two levels of face recognition: recognition at an 
entrance level and recognition at an subordinated 
level. In the entrance level, all faces are noticed in 
a general overall sense, while in the subordinated 
level, they are distinguished by finer differences. 
There have been many experiments conducted 
by psychologists for discovering the extension 
of the human abilities in recognizing faces under 
such favorable conditions as illumination with 
photos upside-down or at an inverted position 
of 90º, or with varied facial expressions, such as 
surprise, smiling, irritation and others [01 and 
13].  Comments from neuropsychologists and 
experiments by psychologists conclude that the 
human brain processes facial recognition through 
specific molecular channels. Due to the unique 
nature of this activity, researchers contend that 
there is strong evidence that facial expressions and 
face recognition are processed in different ways. 
Moreover, the ways in which people process and 
recognize faces of familiar and unfamiliar people 
are distinct. This was evidenced in experiments, 
in which some patients were presented with 
diverse situations of face recognition, including 
strange people, familiar people, with or without 
facial expressions; the photos were presented in 
different positions. The results showed that some 
people tended to recognize unfamiliar people 
readily, even though they had only encountered 
them once before. 

A great number of scientists contend that the 
brain has a specialized area for recognizing faces, 
as there is evidence that some people are born with 
great predispositions for recognizing the nodal 
points of the human face. Despite evidence to the 
contrary, demonstrating a proven scientific value 
to face recognition processes in the brain, face 
recognition has not been accepted as a science 
in and of itself.  The psychologists and doctors 
who research these areas with neurological tests 
are interested in understanding the mechanism 
used by the human brain for deciphering and 
processing face recognition information. Also, 
for researchers of Computer Vision and Image 
Processing, it is very important to understand 
the mechanism used by the human brain in face 
recognition. Therefore it is possible to simulate 
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similar mechanisms in the brain with a computer, 
since this subject requires highly complex 
processing.

 
III. Psychological models 

of Face Recognition

The scientists Hay and Young [04] have 
attempted to explain the recognition of familiar 
faces based on a unit that they discovered, called 
units of face recognition  (UFR). These scientists 
state that the UFR reaches a maximum threshold 
of excitement when the person views a familiar 
face. This stimulation invokes a codification 
process in the brain, which is then passed to the 
UFR that, in turn, has a degree of excitement. This 
degree of excitement varies proportionally to the 
degree of recognition certainty. For example, on 
a scale of 0 to 1, if the excitement is closest to 0 
the face will be unknown, and if the excitement is 
closest to 1 the face will be recognized.

The scientists Cantor and Mischel [03] attempted 
to systemize the object recognition process used 
by the brain, and identified a model with three 
possible situations to reveal when one definitive 
object was identified. These they called classic, 
exemplifying and prototyping. In the classic 
simulation, the observer uses a list of necessary 
attributes for describing the visual object, as the 
recognition occurs when the observer is satisfied 
with the visual stimulation received from all the 
necessary attributes to the recognition. In the 
exemplifying simulation, the observer uses a 
model of examples of collections of visual object 
occurrences, as the visual stimulation is verified 
with the base in the similarities of known examples. 
In the prototyping simulation, the observer uses 
an archetype model that is an image-summary or 
a set of characteristics of a visual object, being 
that the visual stimulation is collated with the 
base in the similarities of the used archetype.

Other researchers concluded that facial 
recognition occurs naturally in the human 
brain via an innate ability to model faces. This 
archetype is assimilated from all of the facial 
expressions and angles for a given person, and 
each new observed face is codified and added to 
the model. All of the characteristics of the faces 
are conceived, extending in all the directions 
of the model, representing the origin of the 
deposit of facial characteristics. A face that is 
well-known, with strong similarities to the model, 
can be located quickly, and close to the origin. 
On the other hand, if the considered face is very 

common or difficult to recognize, the next space 
to the origin will be occupied with information of 
better-known faces, and the information from the 
considered face will be shuttled to the end of the 
model, which is more difficult to access. Overall, 
it has been concluded that the recognition of 
known faces demands less memory, compared to 
that of unknown faces.

 
IV. Automated Face recognition

 Automated face recognition consists of 
the verification or identification of a person by 
comparing faces pairwise or to a database of 
faces (one to many). Face recognition is executed 
at a subordinated level. In this phase, a new 
face is compared with known faces stored in a 
database, and is classified as the face of a known 
or unknown individual. This automated facial 
recognition requires an initial phase – termed 
automated face detection - to locate a face in 
the considered complex scene, extract the facial 
image, eliminate the remainder and present the 
user with a “window” that contains the edited 
face. Face recognition is a research area that 
has attracted much interest from the scientific 
community, having numerous varied applications. 
In general, the activity of face recognition 
(automated or natural) has three distinct stages: 
face representation, face detection and face 
recognition. Face representation constitutes in 
the modeling of the face, the translation of the 
face in codes that can be understood and used 
for the algorithms of face detection and face 
recognition. Its primary key can easily represent a 
register stored in any database, but representing 
a facial image is not trivial, demanding complex 
algorithms to construct a worthy representation. 
The way in which a face is represented determines 
the successive algorithms of detection and 
identification. For recognition at the entrance 
level, a category of faces must be characterized 
by its generic properties; recognition at the 
subordinated level requires detailed descriptions 
of eyes, nose and mouth for each individual face.   
Research is being conducted toward developing 
several techniques of face representation that 
can be categorized into three distinct groups: 
Template-based, Feature-based and Appearance-
based.

The Template-based category has two versions, 
the first (and simplest) of which  is considered 
to represent faces by means of a bidimensional 
matrix with values representing the edges of the 
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face ellipse and all the agencies of the face. The 
second version of this method - more complete - 
presents multiple templates in the representation 
of the faces, with diverse angles and viewpoints.
The biggest advantage of this model is its 
simplicity. However its disadvantage is that it 
requires a great amount of memory and thus the 
algorithm is inefficient.

 The Feature-based method considers the 
positions and sizes of the facial features, such as 
the eyes, nose and mouth to represent the face. 
This method consumes fewer computational 
resources than the Template-based category, 
which results in faster processing and higher 
performances when using face databases. The 
method of comparison based on the geometric 
characteristics uses a database with a model 
for each face (size and position of eyes, mouth, 
sketch of head and relationships among these 
characteristics). For each image, the distances 
between the facial features are all calculated. The 
goal is to acquire a correspondence of type “one 
to one” between the characteristics of the queried 
face and the characteristics of the faces stored 
in a database. The characteristics extracted for 
vertical gradients are useful for detecting the top 
of the head, eyes, base of nose and mouth. The 
horizontal gradients are useful for detecting the 
lateral limits of the face and the nose. For each 
face, a vector of characteristics must be calculated 
and then the recognition algorithm is executed 
with a next-neighboring classifier.

The Appearance-based method projects the 
facial images into one linear subspace of low 
dimension, which is obtained itself from this 
projection. The eigenfaces space is an application 
of this method, being constructed with principal 
components analysis (PCA), from the projection of 
the images of the training set in the eigenvector-
derived space of faces (of low dimension). In this 
paper, the concept of eigenfaces was expanded 
for eigenfeatures, as eigeneyes, eigenmouth and 
eigennose, with the objective of improving the 
effectiveness of the algorithms to analyzing half-
occluded images.

The Face Detection system is executed upon 
user entry. Once provided with an image of a 
complex scene, the system locates a face, edits it 
and presents it to the face recognition algorithm, 
which is executed in the subordinated level. 
Some methods search an elliptical form, while 
others utilize the texture of the skin or skin color, 
scan the face features, such as eyes, mouth and 
nose.  Automated Face Recognition consists of 

identifying a person by comparing two or multiple 
faces. The faces presented for recognition to the 
recognition algorithm are compared with the 
known faces stored in a database, and are then 
classified as being known or unknown.

This research was developed based on the 
Appearance-based method for face representation 
(described above), using the eigenvectors of the 
images and their respective eigenvalues. This 
method uses Karhunen-Loève Transform (KLT) 
or PCA to decompose the facial images into a 
small set of variables that represent the images, 
known as eigenfaces, succinctly. Using PCA, 
the new faces (questioned faces) are projected 
mathematically into a linear space of faces of low 
dimension created from eigenfaces, derived from 
the variability inherent among human faces. The 
Euclidean distances between each questioned 
face and the face space of each class are then 
constructed on the basis of the known faces.

Implementing this model, we obtained high 
indices of recognition from the images taken 
under favorable conditions of illumination, 
exactly with diverse face expressions and use 
of eyeglasses.  In these cases, a symmetryzation 
technique was developed to diminish the effects 
of inadequate illumination. The application of 
these techniques significantly improved the 
performance of the model when the images were 
obtained in inadequate conditions of illumination, 
especially with lateral illuminations.

Face recognition performance can be 
compromised by several factors, including 
inadequate illumination, low resolution of the 
image, scale, position of the face, disguise and 
faccial expression.

 

V. Model of Considered 
Automated Face            

In this topic, the model of developed automated 
recognition will be described. In the construction 
of image and face spaces, one has constructed a 
set of M face images, the same as those obtained 
from the face detection algorithm, identified as 
and referred to as training set images. As such, 
these images are used for training the model and 
verifying its performance. These images are the 
squared matrix of NxN, therefore having each 
image in N2 pixels, where N=128.

Preliminarily, all M images are converted into 
column vectors, having the dimension N²x1, with 
the same N² pixels. This conversion is conducted 
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by taking each of the lines and concatenating 
them, one after the other, in order to construct 
the column vector of the following formula:

       (1)

It is calculated, then, the average face Ψ of 
all the set of images, adding themselves all the 
images and dividing the result for the amount of 
images, using the following formula:.   

                                 
        (2)

Once calculated, the average face Ψ (also with 
N 2 pixels and dimension), a new set of images 
Фi  is created, as determined from the differences 
between each of the images of the training set 
and the average face. 
           Thus, each of the Фi images evolves 
differently from the average face of the 
distribution, and this distance is calculated by 
deducting the average face distance to it from 
each face, arriving in a new space of images, 
calculated from the following formula:

     (3)

From the new set of M images  Φi (all with the 
dimension  N 2  x1 N 2  pixels), the matrix A with 
dimension (N2  xM)  is constructed, picking up 
each one of the M vectors Φi,  and placing them 
in each column of the matrix A, according to the 
following formula:     
       (4)

From the matrix A, the covariance matrix 
C would have to be created, by the external 
product, with the dimension N 2  xN 2 , according 
to the following formula:    
       (5)

The alternative was to create the covariance 
matrix L, by means of an internal product, with 
dimension M x M, without the assembly of matrix 
C, for the effect of performance improvement. 
The calculation of matrix L is given according to 
the following formula:

       (6)

It will be shown that the equivalence 
between the eigenvectors of L and of C. Let the 
matrices A(N2 xM) and AT (MxN2) , with N2 ≥ M. 

Thus, we have:

               (7)

Then, the N 2 eigenvalues of AAT are equal 
to the M eigenvalues of AT  A, increased by the the 
N 2 –M eigenvalues equal to zero. The following 
formula includes a linear algebra theorem 
that describes the relationship between the 
eigenvectors of  AAT   and of AT  A .

Theorem: For the matrices A(N2 xM)  and  
AT

 (MxN2), the non-zero eigenvalues of AAT
 and AT  A are 

the same, and have the same multiplicity. If x is 
a non-trivial eigenvector of AAT

 for an eigenvalue 
λ ≠ 0, then y = ATx is a non-trivial eigenvector of 
ATA. 

Proof: The first part is obtained from (7). 
For the second part, substituting y = AT x in the 
equation (AT (AAT x) = λAT x) it arrives to (AT Ay = λy). 
The vector x is non-trivial if x ≠ 0. Since  (Ay = AAT  x = λx ≠ 0), 
one also concludes that  y ≠ 0 .

Then, the eigenvectors of the covariance 
matrix L are calculated. These calculations are 
calculated as follows: Let the squared matrix L, 
of dimension (M x M), the eigenvalues λ of L are 
the roots of the equation: 

      
The eigenvectors are the non-zero vectors xi , 
that satisfy the following equation:

             

As, for the theorem previously presented, 
the eigenvectors of C are equivalent to the 
eigenvectors of L since they are calculated from 
the eigenvectors of L. This calculation is derived 
from the sum of the linear combination of the 
matrices of the space Φk, with the M elements 
of the M eigenvectors of L, as presented in the 
following equation:

       
Considering the matrices A(N2 xM) and  V(M x M), 

whereby A contains the M images of the space  
Φk , and V contains the M eigenvectors of L and 
the scalars Vk , that they are the M values of the 
M eigenvectors of L and Φk , that they are the M 
vectors of matrix C, it’s known, from (6) to (9), 
that:
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                   (11)
 
As (11) is true, instead of using the expression 

(10) to calculate the eigenvectors of C, they can be 
calculated more simply, from a linear combination 
of the space of the original images (matrix A) with 
the eigenvectors of L (matrix V), multiplying the 
matrices A and V, of the following form:   
                                           (12)

 Where the matrix V, of dimension (MxM), is 
constituted by the M eigenvectors of L, and the 
matrix U, of dimension (N2 xM), is constituted by 
all the eigenvectors of C, and the matrix A is the 
space of images, of dimension (N2 xM).

Each eigenvector is constructed from its own 
eigenvalue, and the eigenvectors with the largest 
eigenvalues provide more information on facial 
variation than those with smaller eigenvalues.

After the eigenfaces are extracted from 
the covariance matrix face sets, the next stage 
is to train the model. For this process, only four 
images of each class were used. Moreover, these 
images are used to verify and test the model of 
all M images.

All the representative images of the classes 
are projected in eigenfaces space and represented 
by a linear combination of eigenfaces, having a new 
variable that corresponds to a more condensed 
dimensional space. It is known that only a few 
eigenvectors, with the largest eigenvalues, are 
enough for the face recognition, therefore they 
had been used only (M´<M) eigenvectors. This 
projection is based on the following formula:

            

Where the matrix Ωi of the dimension  (M´x Nc ) 
contains the Nc eigenvectors of dimension  (M´x 1), 
matrix L, and is used for comparison to the new 
faces presented for recognition. Nc is the number 
of existing classes in the training set.

If all eigenfaces are used to represent the faces, 
these sets of initial images can be reconstructed 
completely. Eigenfaces are used to represent or 
to codify any recognized face to be compared 
or recognized. One have to use eigenfaces with 
bigger eigenvalues in order to reconstruct the 
faces, because they have much more information 
regarding the variation of the faces.

Because of the projection on the eigenfaces 
space to describe the variation of the distribution 
of faces, it is possible to use these new face 
descriptors to classify them, in order to recognize 
people. Similarly, the face recognition algorithm 
extracts the descriptors of the newly submitted 
face recognition data and compares them, using 
Euclidean distances, to the descriptors of the 
class previously stored in the database. Thus, 
each face submitted to the face recognition layer 
is projected into the face space, obtaining for 
itself the vector Ω using the following formula:

     (14)

The vector Ω, of the dimension (Mx1), is 
compared with each of the vectors Ωi (i=,...,Nc). If 
the distance found between Ω and any Ωi (i=,...,Nc)  
is inside the threshold of the class and it is the 
shorter distance, then the face recognition of Ω 
belongs to class i.

The distance is calculated by squared 
minimums using the following formula:

                          

The thresholds θi (i=1,...,Nc) define the 
maximum distance allowed between the new 
face submitted to the recognition layer, and 
each one of the classes. If the distance between 
the new face and one of the class is inside the 
threshold of the class, then it was recognized 
by the system. Thresholds are adjusted by a 
variable k that defines the tolerance of errors, 
whereby the smaller the variable, the greater is 
the tolerance of “false positives” with a reduced 
tolerance of “false negatives”.

The calculation of the Nc thresholds, where 
Nc is the amount of worked classes, is calculated 
by the following formula:

                        

The eigenvectors of the facial images are 
defined in the image space, and are thus called 
eigenfaces. The biggest variation in the training 
vectors is described for the first eigenface. The 
second largest variation is described for the 
second eigenface, and so on.

The weight of first eigenface is very high, 
describing the maximum variation among the 
eigenvalues. The value of the weights diminishes 
with the number of eigenfaces. Accordingly, the 
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first eigenface describes the maximum variation, 
which is assumed to describe the image defined in 
the face space, the second eigenface describes the 
second maximum variation percentage, and so on.

In contrast to face detection, in which 
there are only two object classes (faces and 
non-faces), each individual describes a separate 
class herein. All of the faces have the same 
facial characteristics and are basically identical 
in the global configuration. This makes the 
task of face recognition a complex problem. 
Adding another layer of complexity is that the 
face of each individual can have many variations 
due to orientation changes, facial expressions, 
illumination, scale and disguises.

A facial image is a two-dimensional array 
of intensity values. In this presented model, the 
standard size is of 128 x 128 pixels. The image 
can be dealt with as a vector or a point in a space 
of dimension 16384. However, the images of the 
faces are not distributed fortuitously in this high 
dimensional space. The fact is that all faces possess 
the same basic features of eyes, nose and mouth, 
which together comprise a subgroup of the complete 
image space. That is to say that the dimension of the 
face space is less than the image space.

VI.  Face Recognition of Half-
Occluded Faces

In forensic applications in which the criminal 
is filmed at the crime scene with a half-occluded 
face, concealed by masks or another device, 
it is necessary for the software to enable face 
recognition regardless. Normally, the disclosed 
areas include the eyes, or parts of the mouth or 
the nose [07, 08, 09, 10 and 11].

Thus, to utilize the automated face 
recognition layer with half-occluded images, the 
concepts defined for eigenfaces are being expanded 
to include eigeneyes, eigenmouth and eigennose. 
Using eigenmouth and eigennose, the automated 

face recognition algorithm trained to examine 
people with the superior part of the covered face 
is possible, with dark eyeglasses or masks. Using 
eigeneyes, the people can be recognized even with 
the inferior part of the face covered by a mask, 
since the orbital region is displayed.

The algorithms developed for these specific 
techniques are very similar to those developed 
for eigenface, having, however, an “additional 
intelligence” to verify automatically the part of 
the face that is submitted to the recognition layer. 
Additionally, it will have to keep a database more 
complete, with specific information of eigenfaces, 
eigenmouth, eigennose and eigeneyes, referring to 
all the worked class, using always the same criteria 
established in the extration and confrontations of 
all these eigenfeatures.

The performance of eigenfaces is well-
behaved, improving linearly with the number 
of eigenvectors used in the recognition layer, 
whereas the performance of eigenfeatures is 
a little unexpected, oscillating slightly up and 
down with the increasing variation of the number 
of eigenvectors used. 

To enable the automated face recognition 
feature function with half-occluded images, 
we must expand the concepts of eigenfaces 
to eigeneyes by using only one region with 
approximately 20% of the face. Two techniques 
based on eigeneyes have been developed, based 
on the use of only one eye, or by centering the two 
eyes. The first technique yielded better results, 
with higher effectiveness.

Figure 2 illustrates the use of the second 
technique, where the two eyes are centered, and 
Figure 3 was produced with only one of the eyes. 
Figure 3 shows some images of the right eyes of the 
people (left of the image) used in these experiments, 
whereby it is shown that the automated face 
recognition feature can be engaged effectively with 
only a small part of the face. In Figure 3, A is the 
“Average Eye” of all of the training set data. B-D are 
the “Average Eyes” of its respective classes. E-H are 
some examples of images of the training set.

Figure 2: Technique of eigeneyes, using the subject’s two eyes.
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Table 1 presents the results of the model 
and all used-cases for the eigenfaces algorithm 
on the entire face. These results suggest 
face recognition success to 98.33% with 50 
eigenvalues as input. 

Table 2 shows the results gotten of the 
eigeneyes algorithm, with the use of an only eye 
as it is shown in Figure 3. Although the use of 
only about 20% of the face, the results for this 
algorithm had been only 10.83% lesser than to 
the performance of the eigenface algorithm.

Table 3 presents the results of our model 
and all use-cases for the eigenmouth algorithm 
and entire mouth images, and Table 4 presents 
those for eigeneyes, with the region around 
the two eyes (Fig. 2). The efficiency of these 
two algorithms was slightly less than that of 
eigeneyes with an only eye.

Nr. of
Eigen 
values

Errors Matches

Qtity % Qtity %
05 28 23.33 92 79.67
10 14 11.67 106 88.33
20 8 6.67 112 93.33
30 4 3.33 116 96. 67
50 2 1.67 118 98.33

Table 1: Results of the Eigenfaces algorithm.  

 

Nr.of
Eigen
values

Errors Matches

Qtity % Qtity %

05 32 26.67 88 73.33
10 19 15.83 101 84.17
20 20 16.67 100 83.33
30 19 15.83 101 84.17
50 15 12.50 105 87.50

Table 2: Results of the Eigeneyes  algorithm. 

Nr.of
Eigen
values

Errors Matches

Qtity % Qtity %

05 21 17.50 99 82.50
10 16 13.33 104 86.67
20 17 14.16 103 85.83
30 16 13.33 104 86.67
50 18 15.00 102 85.00

Table 3: Results of the Eigenmouth algorithm. 

Nr.of 
Eigen
values

Errors Matches

Qtity % Qtity %

05 38 31.66 82 68.33
10 31 25.83 89 74.17
20 26 21.66 94 73.33
30 25 20.83 95 79.17
50 23 19.16 97 80.83

Table 4: Results of the double Eigeneyes algorithm.   

Figure 3: Technique of eigeneyes using only one eye.
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7. Conclusions

The considered model is sufficiently robust 
in the treatment of facial images obtained in 
controlled conditions of illumination, varied face 
expressions and with transparent eyeglasses. It 
is sufficiently efficient and simple to training, as 
is the naked eye in recognition, without engaging 
any low-level processing for verification of the 
face geometry or the distances between the 
facial features and/or its dimensions.

 In order to accommodate real-life instances 
in which a facial image is only partially captured, 
we expanded our model to recognize faces 
based on partial information in the form of half-
occluded facial images. These expansions are 
termed eigeneyes, eigennose and eigenmouth, 
which can glean whole-face information from 
image fragments of approximately 20% of the 
face. The software can be used in real cases for 
recognizing people in crime scenes, by comparing 
the captured images to those of the suspect, 
including specific requests for comparisons with 
databases of black lists composed of criminals 
and suspects in general.
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I.INTRODUCTION

The computational system for information 
storage and maintenance is a resource that is 
increasingly critical for achieving organizational 
objectives and goals. For many computer 
users, networks represent a new age in human 
communication. Anonymity in communication, 
for instance, especially through the Internet, 
insinuates that the computer network is a safe 
place, devoid of illicit practices. Sadly, this utopian 
viewpoint is naive, as criminal practices occur in 
cybernetic space at unprecedented levels. Cyber 
intrusions do not possess a front line for defense; 
the battlefields are anywhere in the world with 
global network access. The possible vulnerabilities 
and the threat forms are dispersing at high rates. 
Whereas these avenues were accessible only by 
specialists early on, nowadays they are available 
freely over the Internet. The time has come for 

contemplating ways to combat these new types 
of crimes that are unique to the virtual world.

Intelligent agent’s technology radically changes 
the way the user, also called the client, accesses 
the computer, allowing the software to become 
the client’s assistant. This technology should 
still approximate more the user to computer. 
Thus, intelligent agent technology is an area of 
great research interest toward developing new 
applications, as it exposes the user to methods 
derived from concepts of the Distributed Artificial 
Intelligence (DAI). In classic Artificial Intelligence 
(AI) approaches, the emphasis of the intelligence is 
based on individual human behavior, and the focus 
of attention returns to knowledge representation 
and inference methods. DAI is already based on 
social behavior and its emphasis is for cooperation, 
interaction and knowledge-flow among different 
units. In distributed resolution problems, the 
agents cooperate with others, dividing and sharing 

Abstract: The purpose of this paper is to introduce a synthesis based on a multi-agent 
systems (MAS) approach with a practical case used to fight cyber intrusions. This approach 
is a promising way to devise systems based on mobile intelligent agents in which the 
production of a globally shared plan is obtained by a partial-order model. Additionally, 
adopting MAS requires the ability to verify the properties of cyber crimes. Therefore, this 
work seeks to understand and describe the research community and society in general 
regarding the problem of cybernetic intrusions and how to combat them using the mobile 
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knowledge about the problem and the process of 
obtaining a solution. In this approach, the agents 
are specifically projected to solve problems or 
classes of problems, coordinating defined actions 
with project timelines. In multi-agent systems, 
the planner does not return his attention to the 
unique specific problem, but rather to a specific 
domain. In this approach, the idea consists of 
coordinating the intelligent behavior of a group 
of mobile autonomous agents, whose existence 
was established prior to the specific problem. 
Agents need to ratiocinate about actions and 
process coordination. Their architectures are 
more flexible and the organization system 
is amenable to changes seeking to adapt to 
the environmental variations surrounding the 
problem to be solved.

Therefore, this work seeks to explain, to the 
research community and society in general, the 
problem of cybernetic intrusions and how to 
combat them using the mobile intelligent agent’s 
technology that navigates under computer 
networks. 

II.Definitions of Agents

In general, agents are referred to as real or 
virtual entities that emerge in an environment 
in which they can make decisions, are capable 
of noticing and representing, at least partially, 
this environment and that are capable of 
communicating with other agents autonomously. 
These characteristics are consequences of an 
agent’s observation, knowledge and interaction 
with other agents. An agent is a cognitive entity, 
can be activated and is autonomous. That is to 
say, an agent has an internal decision-making 
system that acts globally, around surrounding 
agents, and is capable of working alone. An 
agent possesses perception mechanisms to 
comprehend its environment. The technical 
definition of an agent is that of a software 
program that aids the user in accomplishing 
some task or activity. Although there still is not 
a consensus on a formal definition of an agent in 
this context, some expected characteristics have 
been established.  

A. Expected Characteristics of Agents
Some attributes that characterize agents in the 

cybernetic world are:  
Mobility- an agent’s ability to move in a 

computer network;

Helpful- the agent does not have contradictory 
objectives, and the agent will always attempt to 
perform the requested task;   

Rationality- the agent will act to achieve its 
objectives;   

Adaptability- an agent has the ability to adjust 
to the habits, work methods and preferences of 
its user;

Collaboration- an agent should not accept and 
execute instructions without considerations, but 
it should take into account that the human user 
commits mistakes, omits important information 
and supplies ambiguous information. In this 
case, an intelligent agent should check these 
occurrences and ask questions of the user.  

B. Appropriate Application for Agents
Some application areas for the use of the 

agent’s technology are presented as follows:  
Safety of Nets: This is one of the most promising 

areas in which to utilize the mobile intelligent agent’s 
technology. The growing use of architectures in 
networks and distributed systems has elevated the 
complexity of systems in operation, mainly in local 
networks. The majority of agent architectures are not 
intelligent. However, intelligent systems would find 
many applications in higher levels of abstraction, for 
instance, learning how to react to certain behavior 
patterns in systems. Moreover, agents could also 
be used in the dynamic administration of complex 
configurations.

Access and Mobile Administration: In the 
event that computation becomes more and more 
distributed and diffuse, a user’s requirements 
will likely turn toward mobile technologies, such 
as wireless communications. Agents can connect 
the users starting from any location and still not 
suffer the restrictions of band-width per time 
imposed by the telecommunications agencies.

Electronic Mail and Messages: Agents have 
been used in this area for some time, prioritizing 
messages and organizing user’s electronic mail 
automatically. The intelligent agent can facilitate 
all of these functions, for instance through rules 
that can be deduced from a user’s pattern of 
observed behavior.   

Collaboration: It is an area in fast growth where 
the users work together in documents shared in 
the network. Here it is a necessity, not just an 
infrastructure, that allows the robust sharing and 
scheduling of data and other resources, and also 
functions to allow team and work production 
management. The example more acquaintance 
of this kind is the Lotus Notes;
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Intelligent interfaces: Despite the use and 
popularity of graphic interfaces (GUIs), many 
people find computers difficult to use. On the 
other hand, the number of computer users is 
growing, and the interfaces are become more 
and more complex to accommodate documented 
user habits and preferences. Intelligent interfaces 
using agents are capable of monitoring a user’s 
actions, and automatically develop a user-friendly 
model with specific problem-solving abilities.

III. Agent’s Simulation

The proposed approach advocates the use of 
mobile intelligent agents to fight cyber intrusions 
as a system with which “planner agents” may 
interact with “recognizer agents” to facilitate 
their applications. The mobile intelligent agents 
program was built in Prolog (Arity-Prolog©) to be 
as generic as possible, and it can be coupled in 
different applications to gain more cooperation 
between the human and the machine. This 
cooperation can be used to provide help, to 
generate summaries, to complement tasks, to 
build up a context for use in disambiguating 
natural language and to correct mistakes.

The following program is a general part of 
an Agent Case Simulation for Access Control 
Processor with Priority to Fight Cyber Intrusions 
using Prolog language.

%---------------------------------------------------------------------
% This Prolog program contains the agent simulation 

model of a single-runway processor % with priority to fight 
cyber intrusions.

%---------------------------------------------------------------------
% Enter the following queries to perform simulation 

runs (If the output does
% not fully shows on the screen, press any key to get the 

next screen):
%   ?- simulate(notrigger).
%   ?- sim_cont(470).
% Note that different runs may produce different results 

due to the
% generation of random numbers.
% Now re-run with the trigger indicator on, by using the 

following query,
% and inspect the snap-shot display.
%   ?- simulate(trigger).
%
%========================================
% SIMULATION OF A SINGLE RUNWAY 

%PROCESSOR
% Time unit = 1 minute

%========================================
      object(Time, task,
      [(arrive(I) :-
         do((request(Service,Priority),
             next_arrival(Time,I,NTime,NI))),
         respond([(Time,Priority,runway,queue(task(I))),
            (Time,Priority,runway,seize(task(I):Service)),
            (NTime,np,task,arrive(NI))]))]).

    object(Time,runway,
      [(seize(Task:Service) :-
         do((serve_time(Service,ST),NTime is Time + ST)),
         respond([(NTime,np,runway,release(Task))]))]).

    request(Service,Priority) :- randomz(P),
        (P < 0.5, Service = departure_process, Priority = 1,!;
                  Service = arrival_process, Priority = 0).

    next_arrival(CurTime,I,NextTime,NI) :-
        expon(10,AT), NextTime is CurTime + AT,
        NI is I + 1.

serve_time(departure_process,Time):- normal (20,4,Time).
serve_time(arrival_process,Time) :- normal(25,5,Time).

    simulation_time(0,250).
    initial_state([free(task),free(runway)]).
    start_message([(Time,np,task,arrive(I))]) :-
        next_arrival(0,0,Time,I).
    histogram_form((wait-time,runway,(7,0,10))).
%--------------------------------------------------------------------

IV. Fight Cyber Intrusions

As seen in the previous section, the agent’s 
technology can solve many problems in different 
ways. In its flagship application, the mobile agents 
were instructed to solve the problem of denial-
of-service attacks (DoS or DDoS) in the network, 
specifically with the transaction’s server. In the 
computer network, band-width is an important 
factor and sometimes a rare resource in distributed 
applications. A transaction requested between the 
client and the server can call for many completed 
turns on the network. This sort of operation creates 
a traffic bottleneck, thus consuming a great deal 
of transmission band. In a system with many 
clients and invaded systems that is under attack 
by hackers, the total number of band requests 
can exceed the allowed readiness capability. 
This can cause the lowest possible performance 
for applications that are involved in or stop the 
entire system, and thus configure an invasion 
DoS. With the agent searching for the requests 
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or transactions, sending the client’s agents to 
the servers, the flow in the network is reduced. 
This way, the network will transmit only what 
the agent finds, thus making the transmission 
speed the largest proportion of band required. 
Projected agent’s architecture makes decisions 
on where a functionality part can reside, based 
on the following (among other factors):

• The number of requests to the server;
• The transmission band; 
• The traffic network; 
• The number of clients and servers activated.

Architectures based on mobile intelligent 
agents are potentially much less susceptible 
to flexibility problems with computational 
programming in its environment workspace. 
Certain decisions should be made to improve 
upon prototype development, as the system is 
easier to modify after it is made. That proposal 
of an agent’s architecture could support an 
adaptations network through a new one draw 
made automatically. This model of agents can also 
solve problems created by inconsistent or bad 
connection quality with the network. Currently, 
some applications in the network are too heavy 
to complete the transaction or to locate places in 
which the information is saved. If, for instance, 
a connection falls, the client should restart from 
the transaction starting point. With the agent’s 
technology the client can obtain information, even 
if the connection is not active, by working off-line. 
Agents can complete the transactions and return 
the results to the clients when the connection is 
reestablished. In this capacity, the AI community 
has been struggling intensely for solutions 
for more than two decades.  The potential for 
applications in this arena is immeasurable.

V.Conclusions and Future Tendencies

In this work, we presented a mobile intelligent 
agent study. Additionally, we developed and 
presented an agent’s architecture based on the 
Prolog programming language to accomplish 
viable formats with which to fight DoS and DDoS 
invasions automatically and without human 
intervention. However, our framework requires 
adjustments to improve the interface and to 
enlarge the agent’s scope. To accomplish this 
task, we must predict the agents’ paper in the 
future and design appropriate builds, which are 
not trivial matters. 

Presently, several agent-based applications 
exist to safeguard computer network user’s 
data. Major Universities, research centers and a 
considerable number of commercial companies, 
including IBM and Microsoft, are facilitating safe 
research with intelligent agents. The Department 
of Federal Police cannot be excluded from this 
new technology.
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Abstract - In this paper, we discuss open issues regarding certification, auto-configuration 
and authentication of routing messages for mobile ad-hoc networks (MANET). We 
describe and discuss existing models for these operations and highlight their specific 
problems. Considering routing protocols usage, we propose new solutions based on 
protocol modifications and distributed certifications that can be integrated to establish 
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I.INTRODUCTION

WIRELESS networks are defined as computer 
networks connected through wireless links, such as 
radio frequencies and infrared rays. Wireless local 
area networks (WLANs) have arisen with the main 
purpose of overcoming the limitations imposed by 
traditional wired networks, thus permitting faster 
network installations and mobility at lower costs. 
According to the IEEE 802.11 standard [1], WLANs 

can be classified as access point-dependent 
networks (infrastructured) or independent 
networks (ad-hoc). In an infrastructured WLAN 
all communications among mobile nodes (MNs) 
travel through one or more mobile support 
stations (MSSs) and usually at least one MSS has 
a direct connection to a wired network. In this 
situation, MNs cannot communicate to each other 
directly.

In Ad Hoc WLANs, referred as Mobile Ad 
Hoc NETworks (MANETs) by the The Internet 
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Engineering Task Force (IETF) [1], MNs can 
communicate with each other directly because 
there is no MSS. Inside a MANET, MNs do not 
require any physical infrastructure, and the 
nodes can move freely because there is no central 
communication point. A MANET can operate in 
isolation or as an extension of some preinstalled 
wired network, which, in this case, requires a 
communication gateway to connect the attached 
ad-hoc networks.

MANETs are used mainly when a fixed wired 
network cannot be installed, or if wired networks 
are not well-suited. This can be during a natural 
disaster situation (hurricanes and earthquakes), 
when rescue teams must setup coordination and 
communication systems quickly. Other scenarios 
that require MANETs include battlefield exchange 
of tactical information among soldiers, police 
operations, information sharing in business 
meetings and student interactions in computer- 
supported classrooms.

MANETs are advantageous because they are 
quick to install (regardless of location because they 
require no previous infrastructure nor a fixed base 
to route messages) and provide fault tolerance 
(any malfunction or disconnection of a station can 
be solved with a dynamic reconfiguration of the 
network), connectivity (if two stations are inside 
the same area within reach of radio waves, there 
is a communication channel), mobility and other 
characteristics.

However, these characteristics impose fragilities 
that are important in these networks. The IETF 
Request for Comment (RFC) 2501 [2] explains how 
these fragilities are related to dynamic topologies, 
restricted bandwidths and variable link capacities, 
power save consumption operations and limited 
physical security. Consequently, MANETs require 
proper specifications involving certification, 
authentication, configuration and routing in order 
to sustain trust relationships in these networks.

In this paper, some proposals [3]–[5] related to 
certification and auto-configuration are presented 
and discussed. The problems in these models are 
emphasized and some solutions are highlighted 
regarding auto-configuration and the deployment 
of distributed certification authorities (CA). The 
integration of these functions is shown to be 
necessary for MANET to be a trust environment. 

II. MANET Routing Protocols

Routing protocols are responsible for finding, 
establishing and maintaining routes among MNs 

that must communicate. It is very important for 
routing protocols in MANET to exchange as few 
messages as possible to avoid network overhead 
(bandwidth network usage) and in order to save 
power. These combined factors are related directly 
to the performance of the routing protocols. 
Different techniques have been developed to 
optimize the time for some routing protocols to 
create and establish routes. Other protocols were 
optimized to consume less bandwidth but require 
more time to establish a specific route.

According to the IETF MANET workgroup 
[1], there is a desirable quality list that routing 
protocols must supply with: (a) distributed 
operation, (b) no routing loops, (c) under demand 
operations, (d) pro-active operation, (e) security, (f) 
inactivity period operation and (g) unidirectional 
link support.

In general, MANET routing protocols can be 
classified as reactive and pro-active. Pro-active 
routing protocols store information about routes 
to every MN in the network. Reactive protocols only 
create a route when it is requested by an origin 
node. Four routing protocols are specified by 
IETF with RFC drafts: (a) Topology Dissemination 
Based on Reverse-Path Forwarding (TBRPF) [6], (b) 
Optimized Link State Routing Protocol (OLSR) [7], 
(c) Ad hoc On-Demand Distance Vector Routing 
(AODV) [8], and (d) Dynamic Source Routing (DSR) 
[9]. Drafts (a) and (b) are considered pro-active 
routing protocols, while (c) and (d) are reactive 
routing protocols.

The TBRPF creates per hop routing by the 
shortest path for each destination. Each MN 
running TBRPF generates a topology information 
tree database that is saved in a topology table. 
To minimize network processing, each MN 
reports only a small portion of its topology 
table to a neighbor MN. TBRFP uses different 
combinations and periodical updates to keep 
every MN informed about its own topology tree. 
To reach and maintain robustness in highly mobile 
environments, the protocol allows each MN to 
send additional information (complete topology 
tree) to its neighbors.

The TBRPF can be divided into two main 
modules. The first module, termed “neighbor 
discovery”, discovers and learns information 
about neighboring nodes. The second module, 
called “routing”, performs topology discovery 
and computes the routes to every destination. 
Differentiated HELLO messages are used for 
neighbor discovery and contain only information 
about a specific neighbor change. This results in 
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shorter messages for a link state algorithm.
The key concept of the OLSR is the use of 

multipoint relays (MPRs). MPRs are MNs selected 
to forward and broadcast OLSR messages, thus 
constituting a flooding mechanism. MPRs are spread 
throughout MANET to provide every MN with the 
partial information about the necessary topologies for 
computing the best route to every MN in the network. 
MPRs, combined with local duplicity avoidance, are 
used to minimize the number of control packets that 
should be sent in the network. OLSR is projected to 
work with highly scalable networks where traffic is 
sporadic and randomly distributed among the MNs. 
As a pro-active protocol, it is also appropriate for 
scenarios in which MN pairs change often, because 
no additional control packet is generated in the 
network since the routes are maintained and known 
by all possible destinations.

 The AODV is based on the Destination-
Sequenced Distance Vector Routing Algorithm 
(DSDV) protocol. The AODV is classified as 
distance-vector algorithm and is considered a 
reactive protocol because a route is created out of 
necessity. In general, the AODV tries to eliminate 
the broadcast routing message flooding, which 
in turn limits its own scalability. The AODV also 
tries to minimize latency when new routes are 
requested. Its functions are similar to traditional 
algorithms, including a feature to facilitate 
the interconnection with wired networks. Even 
though it adheres closely to traditional protocols, 
the AODV allows multicast and unicast traffic; 
however the protocol shows only one route to 
every destination, which constitutes a restrictive 
characteristic.

The DSR is a simple and efficient routing 
protocol designed for multi-hop MANETs with 
up to 200 MNs and supports high mobility 
rates. It allows the network to organize itself 
and auto-configure without any infrastructure 
administration. DSR is divided into two main 
modules called “routing discovery” and “routing 
maintenance” that work together to permit the 
MN to discover and maintain updated routes. 
All aspects of the protocol operate on demand, 
thus eliminating periodical routing information 
exchange. This characteristic reduces network 
bandwidth consumption and saves power. The 
DSR also permits multiple routes to a specific 
destination, allows every sender to select and 
control the used routes, provides loop-free 
routing information, supports unidirectional links 
and presents fast convergence when the network 
topology changes. 

Noteworthy is the common characteristic 
of the four described protocols to ensure that 
nodes can trust the critical operation of routing. 
These protocols all require functions for node 
identification and message authentication, issues 
that are discussed herein. 

III. Message Authentication within 
Routing Protocols

For the routing infrastructure to be trusted 
and thus to avoid malfunctioning in MANET, it 
is necessary to secure the routing messages. An 
authentication service for routing protocols is 
proposed in [10] and [11], in which an extension 
header – the MANET Authentication Extension 
(MAE) – is prefixed to every message of the 
routing protocol. All necessary information to 
authentication is included in the MAE. The main 
focus of the proposed model was to maintain the 
routing packets and their messages in unchanged 
formats, regardless of the specific protocol.

The MAE format includes tree protocol fields. 
Two of these fields are used to control the MAE 
itself (the MSG_TYPE field is used to differentiate 
MAE messages from other routing protocol 
messages and the MSG_LENGTH field indicates the 
size of MAE in bytes). The remaining field (AUTH_
OBJECTS) carries authentication information, 
such as message authentication code, signer 
certificate, hash chains and sequence number. To 
ensure trust within the MANET, the production 
and verification of these objects must rely on 
the correct identification, authentication and 
certification of nodes, which brings the issue of 
operating these functions in a fully distributed 
ad-hoc environment.

IV. Distributed Certification

The MANET characteristics render a centralized 
certification service ill-suited for these networks. 
Instead, the distributed certification models 
present a more appropriate solution. Some 
existing models [3, 12 and 13] use threshold 
cryptography theory and pro-active secret key 
updates based on the Shamir schema [14]. This 
schema is fully distributed and the service is 
based on a node coalition approach and uses a 
cryptographic system that fully obeys the RSA 
model.

The certification models consider a MANET in 
which every MN vi has its RSA key pair {ski ,pki}, 
where ski=<di,ni> and pki=<ei ,ni> are respectively 
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the private and public keys to be used in point-to-
point transactions.

The distributed certification authority (CA) has 
a key pair {SK,PK}, where SK=<d,n> is used to sign 
all MN certificates. Any certificate in this approach 
can be verified using the system public key SK 
that is known by every MN in the network.

According to threshold cryptography, SK is 
divided in the network. Every MN vi, besides its 
own key pair, has the partial key Pvi. Any subgroup 
k of n nodes can work as a CA. However, it is not 
possible to any MN to know the whole SK, except 
during the schema initialization. 

Threshold cryptography is indicated to 
MANET as a result of some of its proprieties: 
(a) the distribution and decentralized control of 
the keys fits the profile of ad hoc networks, (b) 
security omnipresence is guaranteed since the 
secret is fully distributed in the network and 
intrusion detection is more practical and efficient, 
(c) the limit k is the balance between the service 
availability and intrusion tolerance. In other 
words, a group of adversaries need to destroy 
(n – k +1) partial key holders to bring the system 
down (once the network auto-configuration 
becomes impossible without these nodes) and 
at least obtain k partial keys to steal the SK. 

The system initialization is a critical step and 
includes choosing carefully the value of k . The 
lower the k  value, the easier it is for an intruder 
to obtain the secret SK. Inversely, the greater 
the k value, the higher is the system security 
level, although this reduces fault tolerance 
simultaneously, since the closer k is from n, the 
greater is the probability of (n – k +1) MN leaving 
the network; an event that would block the 
certification service.

A certificate generated by a CA is formed 
by parts of SK coming from a subgroup of k 
MNs, and is used for certifying a MN public 
key, as in a normal RSA cryptographic 
system. Therefore, every MN has its own 
SK signed certificate, certi=<vi,pki,Tsing,Texpire>, 
comprising the MN identifier vi, its public key 
pki, the signature date Tsing and the certificate 
expiration date Texpire . 

Two methods are used to control the certificate 
validity: (a) implicit certificate revocation stating 
that every MN must renew its certificate at least 
every Trenew period, where Texpire ≤ Tsing + Trenew, (b) explicit 
certificate revocation where a certificate registered 
in a Certificate Revocation List (CRL) is not valid yet 
its Texpire is valid, which implies that only revoked 
certificates that did not expire must be in the CRL.

As implemented in [3], this model involves 
only subgroups, k size, of partial key holders. 
The basic operations include: (a) secret key 
negotiation, where the secret key can be obtained 
by a MN in the system initialization or by using the 
auto-configuration service (in the first case, both 
keys and certificates are distributed to MN by a 
central negotiator before MANET formation; in 
the second case, an auto initialization algorithm 
where k MN can provide a partial key to a new 
MN in the network), (b) secret key update, instead 
of changing the system key periodically, the 
operation only changes the partial key with the 
main purpose of protecting the secret key from 
breaking. This model supports k-1 partial secret 
breaks because SK is obtained with k keys. If in an 
update situation there are fewer than k  discovered 
keys, SK is protected and does not need to be 
changed, (c) the certification service permits that 
when a MN starts using the certification service, 
one subgroup of k partial secret key holders (one 
coalition) is created and every MN vi generates a 
partial signed certificate to the requesting MN. 
This one then generates its certificate by grouping 
k received certificates that represents a SK signed 
certificate. This service includes emission, 
renovation and revocation of certificates, and the 
setting of a security policy for each step, even 
before the MANET is formed. 

V. Auto-configuration

In order for a MN to communicate in a network 
it must have a unique identifier, usually the 
IP address. However, in MANET the topology 
changes dynamically, thus creating difficulties 
for centralized administration to distribute IP 
addresses or any other identifier. This situation 
leads to a distributed, dynamic and automatic 
service.

Auto-configuration provides a service that 
renders MANET more efficient and robust. Even 
though there are many approaches related to 
auto-configuration, none has been standardized. 
A proposed auto-configuration model [4] uses 
message authentication supported by a distributed 
CA, according to models such as those presented 
by Silveira et al. [3], Luo et al. [12] and Kong et 
al. [13]. The presence of a distributed CA avoids 
the possibility that any intruder MN can produce 
messages or even change the messages already 
created with the purpose of breaking the protocol 
or rendering the service unavailable. The approach 
by Buiati [4] requires that the MN is configured 
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previously with a valid certificate before they can 
request and join the auto-configuration service. 
Therefore, for a MN to request an IP address or 
even respond to a client MN solicitation, that MN 
must have a valid certificate. The authentication 
service of the auto-configuration mechanism is 
supplied using the same MAE described above 
for routing in MANET, which has all the necessary 
information to guarantee authenticity, integrity 
and non-repudiation in all MAE protected 
messages.

The MAE contains authentication objects 
which includes a mandatory digital signature 
(DS) and authenticates all non-mutable fields of 
auto-configuration messages. The MAE should 
have one more object that can be the certificate. 
The message sender DS is obtained with the 
sender private key because the certificate that 
accompanies the MAE has the sender public key 
that can be used to certify the message sender. 
If the MN certificate is not locally available, MAE 
can possess a CERT object, which carries with the 
message the certificate that created and signed 
the MAE. Additional objects are used to provide 
additional services that are beyond the protocol 
auto-configuration approach.

Every NM that is valid and trusted to a specific 
MANET has an IP address identifying its interface, 
and a subset of free IP addresses (FIAs) to offer to 
MN clients that wish to associate to the network. 
Within a particular MANET, a MN FIA must be 
distinguished from other MN FIAs to avoid 
multiple MNs distributing the same IP address. 
Additionally, every MANET has a unique identifier 
defined as partition ID (PID), which permits that 
a MN having the same PID as other MN consider 
both MN in the same MANET. The PID also helps 
to distinguish different MANETs that share a 
specific area, and is a parameter that is necessary 
to control the fusion of MANETs.

The Dynamic Configuration Distribution 
Protocol (DCDP) is used to distribute network 
configuration information such as IP address, 
network mask and default gateway. The DCDP uses 
binary division to provide to distinct IP address 
for MNs in the network. Binary division assures 
that all MNs receive distinguished IP addresses, 
thus avoiding IP address conflicts even when two 
or more MANETs are fused.

As stated by Buiati [4], in order to obtain 
and associate an IP address the MN must have 
received its valid certificate. When a MN wishes to 
join a MANET so that it can obtain an IP address, it 
broadcasts an ADDR_REQ message using its MAC 

address as the source address. Any MN belonging 
to the MANET answers the message with an 
ADDR_REP that contains a FIA with the largest 
free IP quantity because a MN can have more than 
one FIA with different address quantities. The MN 
can receive more than one answer from the other 
MNs, and then selects the MN that has the largest 
FIA by sending a SERVER_POOL message directly 
to the chosen MN server, thus discarding all other 
received messages.

The SERVER_POOL message confirms the 
intention of the requesting MN for obtaining an 
IP address. The elected MN server then divides its 
FIA, sending one-half to the MN that requested it 
and keeping the other half for answering future 
requests. The requesting MN receives the FIA 
throughout the IP_ASSIGNED message and stores 
the free IP addresses in its own FIA, reserving the 
first IP address for itself (if it possesses more than 
on FIA, the MN must mark which FIA has its own 
address). The remaining addresses may be used 
to answer other MN client requests. The process 
is completed using an IP_ASSIGNEMENT_OK 
message to the server MN.

VI. Open Issues and Proposed Solutions

As discussed above, the integration of auto-
configuration, certification and authentication is 
imperative for establishing trust in MANET. The 
models described, though bringing effective 
solutions to each of these operations, present 
open issues to be resolved. A fully distributed 
MANET certification authority can be created and 
implemented [3], but it depends and relies on 
the value of k, which describes the size of a MN 
group capable of holding the parts that constitute 
a SK key. During MANET operations this implies 
directly that MN must be reached so that a MN 
can have its certificate signed. If k MANET are 
not reached, the MN cannot join the MANET 
because it cannot sign its requests. A routing 
protocol should then be used to reach k  MN, thus 
permitting the certificate signature.

Another problem related to k is its fixed 
arbitrary value, the definition of which is relative 
to two empirical heuristics: (a) k cannot have a 
large value (close to the total number of MNs in 
the MANET ), because this brings a reachability 
issue and reduces fault tolerance, and (b) k  
cannot have a very small value (considering the 
number of MNs in MANET), because this increases 
the vulnerability of SK. However, the number of 
nodes in a MANET  is possibly highly variable, 
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thus implying that an adequately defined k  value 
may become inadequate considering that some 
number of MNs can leave or join the MANET  at 
anytime.

An initial solution is that k may vary as a 
function of a percentage of the network actual 
size. However, to be able to modify k  dynamically 
it is important to define a maximum and a 
minimum value (both related to a percentage of 
the network size) that should be chosen according 
to the security constraints of the network. 
Moreover, these values should be monitored 
during the MANET operation, whether they are 
growing or decreasing, given that if a minimum 
or a maximum value is reached, it is necessary 
to redefine the limits for k . Given these limits, 
according to the analyses of the results obtained 
in [3], the value of k  can be defined as an average 
of the maximum and the minimum sizes.

Still considering that k may vary periodically, the 
model requires improvements in the CRL because 
the number of revoked certificates would be much 
larger once the number of used certificates is fully 
dependent on k. The more the value of k varies, 
the more frequent is the emission of revoked 
certificates and the requests and emissions of 
new certificates. This generates more traffic in 
the network, thus forcing the MNs to process new 
certificates, thereby leading to increased power 
consumption and a longer CRL list.

Moreover, as MNs enter and leave the network, 
the dynamic variation of k implies each time to 
return to the CA initialization stage because the k  
parts of SK must change. A centralized approach 
for the process of CA initialization is possible [3], 
but contradicts the MANET requirement of fully 
distributed services. A new model of a distributed 
CA, aware of periodical changes of k, requires a 
mathematical model for the computation of a new  
SK in a distributed environment.

Additionally, there is the issue of reaching 
k MNs for a new node to be accepted in the 
MANET. These MNs can be reached using routing 
protocols with the signature based on a previous 
requested certificate. This problem requires a MN 
to work as a proxy, acting in other MN’s names 
and representing k - 1 MN to sign the certificate 
request. If a proxy MN already has a valid 
configuration in the network, it could provide 
signed certificates even if the k - 1 nodes cannot 
be reached otherwise.

Another approach considers that a temporary 
IP address can be used to request the certificate 
signature. This implies that a topology change is 

required due to the temporary IP chosen by the 
MN. To solve this problem, a range of IP network 
address (even in CIDR) could be allocated and 
announced in the network informing that if a MN 
wishes to sign a certificate so it can join MANET, 
it then should use an IP address range reserved 
to that finality.

In this situation, the OLSR could be used 
as routing protocol because of its pro-active 
characteristic, in addition to the information 
messages, the reserved IP range could be 
announced by the MPRs. A time-to-live (TTL) 
should be limited to 2 or 3 hops because it is 
highly probable that k - 1 nodes could be contacted 
at these distances by routing, thus limiting the 
certification signature-related traffic. In fact, any 
pro-active routing protocol could be used in this 
situation once the routing information is easily 
created, because the IP range would be well-
known in the network. 

Although the model by Buiati [4] uses the 
distributed CA approach implemented by Silveira 
et al. [3], the routing considerations where not 
applied there, thus limiting the extent of the 
proposed auto-configuration model, which 
assumes that the MN already possesses a 
valid signed certificate. Another problem in 
Buiati’s model [4] is that the auto-configuration 
operation assumes that every message sent in 
the network is a broadcast message. This auto-
configuration model does not scale well because 
in a large MANET the number of messages would 
increase significantly, creating problems related 
to unnecessary bandwidth consumption and 
increasing power consumption by the MNs.

To resolve this specific problem, the protocol 
should be altered so that only the first message is 
broadcast to all nearby MNs. In this message, the 
MAC address of the MN goes with the frame. As the 
destination MN receives the sender MAC address, 
the other messages in the communication process 
can be conducted using unicast addressing, thus 
avoiding network flooding. 

VII. Conclusion

 MANET utilization is increasing at a rapid pace, 
but critical problems remain unresolved. Specific 
problems related to auto-configuration, routing 
metrics and distributed certification are increas-
ing as MANET standards are developed.
 The approaches by Silveira [3] and Buiati 

[4] evaluated herein present open issues to be 
solved. Our proposed solutions consider routing 
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Although the model by Buiati [4] uses the 
distributed CA approach implemented by Silveira 
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and other protocol modifications to integrate 
solutions for auto-configuration, certification and 
authentication.

An approach such as that proposed by Buiati 
[4], that relies in a static value k as the number 
of parts for a group key SK, is not adequate 
for MANET as the number of MNs cannot be 
predicted readily. On the other hand, k  is defined 
by considering an expected number of nodes 
n. As the real n increases or reduces, k  cannot 
vary because the entire process needs to restart 
to allow the SK secret key creation, which is a 
centralized process. A new envisioned solution is 
based on the idea that relies on a fully distributed 
CA initialization approach so that k can vary 
according to the requirements of MANET. It 
is important to note that this model should be 
validated mathematically, an issue that we are 
considering for future work. 

Silveira et al. [3] contends that the routing 
metrics required to reach k nodes is not considered 
because it assumes that all nodes are close to the 
requesting MN, which in MANET may not be true 
due to the mobility of nodes. The present paper 
proposes a solution whereby routing protocols 
can be used by proxy nodes to reach k MNs in 
order to produce a signed certificate.

The auto-configuration model, based on 
broadcast messages during the entire auto-
configuration process, should be altered in order 
to avoid unnecessary bandwidth consumption and 
power consumption. Once the first message is sent, 
the MAC address of the sender can be obtained 
easily, and the consequent communication can 
continue using unicast messages.

Towards establishing trust in MANET, an 
integrated approach for auto-configuration, 
authentication and certification is needed. In this 
paper we propose solutions for this integration 
to be obtained effectively, while respecting the 
specific characteristics of MANET, namely the 
mobility of nodes, the dynamic of node presence, 
the particular connectivity and associated 
restrictions regarding power consumption, 
restricted bandwidth and limited physical 
security.

There is evidence that the integration of auto-
configuration, authentication and certification 
results in accrued complexity for MANET nodes, 
with several factors to be considered and 
involving mutually dependent operations. Based 
on discussions of trust in [15], it can be argued 

that the explicit consideration of trust among 
nodes is a means for reducing the complexity in 
the MANET environment. 

However, the concept of trust [16] remains 
an open subject and implies the need for more 
study in areas such as collecting and distributing 
information specific to trust, monitoring nodes 
behavior, storing memories of trust, proving and 
establishing the reputation of nodes, among other 
subjects that we are considering for future work.
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Autopsy Forensic Browser
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Abstract - Computer invasions, with the purpose of extinguishing data, are on the 
rise. To retrieve erased data system audits, a computer must recover and identify the 
extinguished data content. For these types of inquiries, UNIX-like machines can utilize 
The Coroner’s Toolkit (TCT). However, because this solution has limits regarding auditing 
partitions, UNIX appears to necessitate similar tools that investigate other types of archives 
systems. The set of tools presented in this article supplants this lack of recognizing and 
investigating partitions NTFS, FAT, UFS, EX2 and EXT3, generating reports detailed in a 
browser, beyond the resources already implemented for the TCT.

Key Words: Computer Forensics, Network Security.

I.INTRODUCTION

The use of TCT tools (unrm + Lazarus) for 
investigating free blocks in EXT2 partitions is 
desirable for visualizing the data browser with 
hyperlinks, indicating potential recovered file 
types with labels (letters → file type), as described 
in Figure 1.

Figura: 1 Labels of the report presented by TCT/Lazarus tool. 

Data retrieval, conducted with the unrm tool, 
is a straightforward process. The device under 
investigation must be informed about the file to 
which will be generated the image of the non-
allocated blocks, as in Figure 2. This example 
illustrates an IDE hard disk that is mounted as 
slave and its first partition (hdb1) is investigated.

unrm /dev/hdb1 >> imagem_hd.out

Fig. 2. Example: Non-allocated blocks retrieved with the TCT/unrm tool.

The resulting image is then submitted to the Lazarus 
tool (Figure 3) which interprets it to generate the HTML 
files to be viewed by any browser, as shown in Figure 5. 

lazarus -h -D . –H . -w . \
imagem_disquete.out

Figura 3 Example: Using the TCT/Lazarus tool to generate 
visualization for the browser.
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Main parameters used by Lazarus are described 
in Figure 4.

-h creates a HTML document (viewed by any browser);

-D <dir> send the blocks to a specific directory;

-H <dir> send the main HTML files to a specific directory;

-w <dir> send other HTML outputs to a specific directory.

Figura 4: Main parameters used by TCT/Lazarus

Figura 5: Example of browser visualization of a result 

generated by TCT/Lazarus        

II. TCT ANALYSIS

By critically analyzing TCT and its unrm 
and Lazarus tools, we identified two negative 
factors, with regard to efficiency, that should 
be considered when adopting them as a main 
solution for uncovering erased data system 
audits. Specifically, these include:

a) The investigated partition type is limited 
The TCT tools do not recognize NTFS, FAT or 

EXT3 partitions, making them of little use when 
performing forensic investigations in machines 
with Microsoft Windows and/or Linux operating 
systems with EXT3 file systems. 

The new EXT3 features, when compared to 
EXT2, have caused system administrators to switch 
to this file system, thus reducing the number of 
computers that are amenable to investigation 
with TCT tools.

Despite the great increase of Linux operating 
system adoption, especially on servers, the 
number of Microsoft Windows machines is still 
too high among servers, and even higher when 
desktops are considered.

Investigating Windows (FAT) partitions with 
TCT is only possible with a conversion to EXT2 
format, demanding alterations on the i-nodes 
table of the investigated partition. This activity is 
not always possible with data analysis.

b) The web interface is not user-friendly
Despite labels and colors used to identify the 

block types identified by Lazarus (Figure 5), the 
web interface lacks familiarity and ease-of-use due 
to assuming label knowledge and not providing 
additional information about the data.

III. Sleuth Kit + The Autopsy 
Forensic Browser

3.1 Sleuth Kit1

The Sleuth Kit open source tool kit for digital 
forensics developed by Brian Carrier to be used 
in UNIX systems (Linux, OS X, FreeBSD, OpenBSD 
and Solaris) is capable of analyzing NTFS, FAT, 
UFS, EXT2 and EXT3 file systems. 

In its first version, the Sleuth Kit was called 
The @stake Sleuth Kit (TASK). TASK consists 
of a collection of commands based on the TCT 
command line. 

With this kit, the user can examine the computer 
file systems through a non-intrusive approach 
that is not dependent on the investigated machine 
operating system to process the file system, 
deleted and hidden from files DOS, BSD, Mac, Sun 
and Linux partitions. 

The results generated by Sleuth Kit tools are 
used by another tool – The Autopsy Forensic 
Browser2 – which presents such details as 
image integrity, keyword searches and other 
automatized operations about the investigated 
partition through a graphical interface.

1 http://www.sleuthkit.org
2 http://www.sleuthkit.org/autopsy

Computer Forensics with The Sleuth Kit and The Autopsy Forensic Browser
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The results generated by Sleuth Kit tools are 
used by another tool – The Autopsy Forensic 
Browser2 – which presents such details as 
image integrity, keyword searches and other 
automatized operations about the investigated 
partition through a graphical interface.

1 http://www.sleuthkit.org
2 http://www.sleuthkit.org/autopsy
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3.1.1 Data Input Features
1. The Sleuth Kit analyzes the file system images 

generated by the dd command – found 
on every UNIX and available for Microsoft 
Windows – in a non-proprietary format;

2. The data format of the investigated partition 
(NTFS, FAT, UFS, EXT2 or EXT3) does not 
depend on the operating system of the 
machine on which the Sleuth Kit is run;

3. The Sleuth Kit can be run from a UNIX system 
during an incident response, showing files 
that might be hidden by running rootkits 
without modifying the files (not even A-
Time) under investigation.

 
3.1.2 Search Techniques
   Deleting and allocating file names listings;
	Showing details and content of all NTFS 

attributed (including Alternate Data 
Streams);

  Showing file system details and meta-data 
structure;

  Creating file activity timelines that can also 
be imported by spreadsheets for creating 
graphics and reports;

	Visualizing hash files in a hash database, 
customizing databases that can be created 
with the md5sum tool;

	Filetype-based organizing (grouping, 
for example, executables, images and 
documents). Can also generate thumbnails 
of the images that were found for a quicker 
analysis.

3.1.3 General Features
The Sleuth Kit was written in C and Perl and 

uses an aspect of the TCT code. It has been tested 
under Linux, Mac OS X, Open & FreeBSD, Solaris and 
CIGWIN platforms. The information written herein 
refers to version 1.70 of July/02/2004.  There 
are add-ons on the project’s website that can be 
applied as patches to improve certain Sleuth Kit 
features. fFor example, showing Unicode names 
in NTFS partitions and image indexing by name.

3.1.4 Details on Sleuth Kit tools
File system tools: These conduct the general 
processing of data from file systems, including 
layout and allocation structures.
	fstat�: Shows details of the file system and 

statistics, including layout, size and labels.
File Names tools: Conduct the processing of the file 
names structure, typically found in parent directories.

3 http://www.sleuthkit.org/sleuthkit/man/fsstat.html

	ffind�: Searches for file names allocated and 
non-allocated from a point in the metadata 
structure;

	fls5: Lists named file and directories from an 
analyzed image.

 Metadata tools: Conduct the processing of the 
metadata structure, storing details about the files.
	icat6: Extracts data units from a file specified by 

a metadata address (i-node number);
	ifind7:  Searches for a metadata structure;
	ils8: Lists a metadata structure and its content in 

a pipe-delimited format;
	istat9: Shows the statistics and details about a 

metadata structure (i-nodes) in a human-reading 
format.

Data Unit tools: Conducts the processing of the 
data units in which the file contents are saved (FAT 
and NTFS clusters, and UFS, EXT2 and EXT3 blocks/
fragments).
	dcat10: Extracts the content of a file unit;
	dls11: Lists details about data units and can 

extract the non-allocated space from a file 
system;

	dstat12: Shows statistics about a file unit in 
human-reading format;

	dcalc13: Calculates where the data of an image 
of non-allocated spaces (generated from a DLL) 
are in the original image. This tool is used when 
evidence is found in a non-allocated space.

Media management tools: These tools receive a 
disk image as input and analyze the management 
structure on which they are organized.
		mmls14: Shows a disk layout, including non-

allocated spaces. The output identifies a 
partition type and its size, in order to ease the 
use of dd to extract partitions. The output is 
classified based on a boot sector in order to 
ease identification on layout. 

Other tools:
		hfind15: Uses a binary classification algorithm 

to find hashes;
	mactime16: Uses fsl and isl tools output as input 

to create a timeline of a file activity;

4 http://www.sleuthkit.org/sleuthkit/man/ffind.html
� http://www.sleuthkit.org/sleuthkit/man/fls.html
6 http://www.sleuthkit.org/sleuthkit/man/icat.html
7 http://www.sleuthkit.org/sleuthkit/man/ifind.html
8 http://www.sleuthkit.org/sleuthkit/man/ils.html
9 http://www.sleuthkit.org/sleuthkit/man/istat.html
10 http://www.sleuthkit.org/sleuthkit/man/dcat.html
11 http://www.sleuthkit.org/sleuthkit/man/dls.html
12 http://www.sleuthkit.org/sleuthkit/man/dstat.html
13 http://www.sleuthkit.org/sleuthkit/man/dcalc.html
14 http://www.sleuthkit.org/sleuthkit/man/mmls.html
1� http://www.sleuthkit.org/sleuthkit/man/hfind.html
16 http://www.sleuthkit.org/sleuthkit/man/mactime.html
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	sorter17: Classifies files based on their type 
and executes extension checks and hash da-
tabase checks.

3.2 The Autopsy Forensic Browser
This Open Source tool written in Perl provides a 

HTML-based graphical interface for Sleuth Kit that 
is similar to a file manager, showing details about 
deleted data and file system structures, with results 
that can be accessed using a HTML browser. 

Distinct from Lazarus, Autopsy does not require 
any tool to be executed previously. It can work 
directly over mounted partitions or over image files 
generated by the dd command. 

Autopsy can be considered an interface for 
Sleuth Kit, as everything done through its interface 
generates Sleuth Kit commands which are interpreted 
and shown again by Autopsy. 

Running Autopsy is simple; after its installed, to 
the user runs the autopsy binary that will indicate 
the address/port to be accessed by a browser. These 
data can be customized in an Autopsy config file.

3.2.1 Additional Features
When being run, Autopsy asks for the creation 

of a new Case or to open a previous Case. Each 
created Case is saved as a directory to make it 
easier to search for audits that it created. 

One or more Hosts must be specified inside 
each Case, and these hosts will be sub-directories 
of Cases which specify, for example, more than 
one machine being audited in the same process. 

After this, all menus present Sleuth Kit 
functions to be invoked at each request by the 
web interface.

17 http://www.sleuthkit.org/sleuthkit/man/sorter.html

IV. Running Sleuth Kit + The Autopsy 
Forensic Browser from a CD

 Most auditing procedures of suspect and/
or compromised machines must be conducted 
without removing the hard drive. As you 
cannot trust the analyzed machine operating 
system, it is recommended that the user 
implements a live-CD prepared for this task, 
which contains basic UNIX tools that are as 
long as Sleuth Kit, Autopsy and other auditing 
tools.

 Some distributions have CD ISO 
images with this goal, making it easier for 
the user to conduct forensic jobs. Two of 
these distributions are presented below:
	Professional Hackers Linux Assault Kit 

(http://www.phlak.org)
 Morphix-based, created by Alex de 

Landgraaf.
	Knoppix security tools distribution (http://

www.knoppix-std.org)
 Knoppix-based, with light window managers; 

ideal for forensics use in older machines.
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Abstract - Cryptanalysis is an important tool in computer forensics. Various approaches 
have been used to implement high-performance computational cryptanalysis; however, 
they fail to provide an easy-to-use, portable and flexible solution. To achieve these goals 
we introduce the Quebra-pedra framework. This framework provides dictionary and brute-
force attacks and uses standard Java features to provide these requirements simply and, 
at the same time, achieves performance levels similar to those of C/C++ programming 
languages by using native code.
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I.INTRODUCTION

The search for evidence of criminal acts 
using computer forensics frequently includes the 
retrieval of encrypted information. When there is 
no cooperation in providing the key to decrypt the 
data, cryptanalysis techniques must be employed 
in the search.

Among the cryptanalysis techniques, known 
as attacks, some are for general-purpose use. 
The most generic techniques are, respectively, 
the complete key-space search – or brute-force – 
and the dictionary attack. These attacks demand 
enormous computational resources because of 
their extensive trial-and-error nature. Therefore, 
to be useful in the time frame of a criminal 
investigation, they require the use of high 
performance computing.

On the other hand, there are numerous 
algorithms used to encrypt data, some in public 

domain and highly documented, and some 
proprietary and protected by patents or restrictive 
use licences. Because of this, the cryptanalytic 
systems – at least those that are publicly available 
– are capable of attacking only a limited number. 
Thus a more flexible solution is needed.

To enable the attacks in these cases, a 
programming framework (the Quebra-pedra) was 
developed. This framework is designed to posses 
as its main characteristics flexibility, portability 
and performance. This paper shows how the Java 
programming language was used to obtain these 
characteristics. 

II. Computational Cryptanalysis

Some applications that are available publicly 
provide computational cryptanalysis. L0phtCrack 
(LC) [1], and John The Ripper [2] are two of the 
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well-known applications that are capable of 
brute-force and dictionary attacks. However, by 
default, they are programmed to attack only a 
few cryptographic algorithms and are designed 
to search only for passwords to access protected 
operating systems. It is possible to extend them 
to any algorithm, but this extension requires 
some programming and access to the source 
code of those cryptographic algorithms. These 
problems render these applications inadequate 
to immediate use with unknown cryptographic 
algorithms. To be useful in computer forensics, 
a tool that is not bounded by these problems is 
needed.

The design of such a system must begin by the 
attacks that  it supports. Below, we will describe 
some details of the general-purpose attacks cited 
previously.

The complete key-space search, or brute-
force attack, has the main characteristic of 
always locating the key, using the cryptographic 
algorithms used today because it is based on the 
premise that all of the keys are tested. However, 
in most cases, the key-space is very large, making 
this attack a non-viable solution in a traditional 
computer system. For example, considering a key-
space formed by the 26 letters of the alphabet, 
the 10 algarisms and the blank space character, 
the possible combinations for 1 to 8 characters 
would be about 361,000,000,000,000. Assuming 
that we have a hypothetical system capable of 
testing 1000 keys per second, we would need 
about 1,022,778 hours or 114.5 years to search 
the entire key-space. It should be noted that the 
punctuation characters were not included in this 
example but in the real world they are frequently 
used in the keys and each character inserted 
in the former calculation would exponentially 
enlarge said key-space.

The dictionary attack is a variation on the 
brute-force attack that tries to reduce the total 
time of the search. In this attack, the cryptanalyst 
uses a dictionary containing words to be tested 
as keys to the encrypted data under attack. Some 
systems also implement a set of rules that modify 
the base dictionary being tested and, in this 
way, extend the dictionary to achieve a higher 
probability of finding the correct key. This attack 
is based on the premise that a large number of 
users chooses their keys among words of common 
use, or variations of these words. Obviously, the 
success of the attack depends on the correct 
key being present on the dictionary. To enhance 
the probability of success, a good dictionary is 

required. For instance, the dictionary available in a 
standard Unix system has approximately 235,000 
words. Using the same parameters of the example 
cited previously, we can say that four minutes 
are necessary to test the entire dictionary. Each 
modification added to this dictionary will require 
four additional minutes to be tested. In this case, 
it is the cryptanalyst’s job to choose the enhanced 
modifications to improve the probability of success 
in finding the correct key, keeping in mind that 
each modification will be tested in a short time.

To allow a simplified cryptanalysis mechanism, 
the design and implementation of a extensible, 
portable, high-performance and low-cost 
framework was required. These are the basic 
premises upon which the Quebra-pedra framework 
has been built.

III. Quebra-pedra: a general-purpose 
cryptanalysis framework

Quebra-pedra (qp) is a general-purpose 
cryptanalysis Java framework based on key-space 
search. This framework provides brute-force and 
dictionary attacks, and can be easily extended to 
any cryptanalysis problem that can be attacked in 
this way. A stand-alone application – qpseq – has 
been implemented using the framework to verify 
the potential of the platform. Figure 1 shows a 
basic diagram of this implementation.

Figura 1 Class diagram of a stand-alone key-search 
application using the Quebra-pedra framework 

 

The framework is based on the following 
principles:

– execution platform  independence (compatibil-
ity/interoperability);

– cryptographic algorithm independence (exten-
sibility).

Flexible Cryptanalysis in Java
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Platform independence is important because it 
allows any available processor to be used in the 
search for the key. Therefore, this independence 
allows the cryptanalyst to choose only those 
processors best suited to the job. To obtain this 
independence, the Java programming language was 
used. This language has been ported to virtually 
any processor available today and was, therefore, 
a natural alternative to the implementation of the 
framework.

In the early design stages it became clear 
that cryptographic independence would be a 
key characteristic of the framework. As stated 
previously, the existing systems are not easily 
adaptable to new algorithms. In computer forensics 
this is a highly desirable feature of a cryptanalytic 
system. In Quebra-pedra this was solved by using 
standard Java features.

The framework uses a simple mechanism based 
on two concepts introduced in the Java language, 
primarily in version 1.3: reflexive code and Java 
native interface [5].

Reflexive code is a concept that allows, among 
other things, the dynamic load of code in runtime. 
This allows, therefore, the modification of a system 
to enhance his capabilities on-the-fly, without the 
need to recompile it. The Java native interface 
(JNI) allows the use of native code written in C/
C++ language inside a Java system. This code only 
needs to be in dinamic library (DLL in MS-Windows, 
.so in Unix systems) form.

The use of these concepts together allows, 
therefore, the dynamic load of native code without 
the need to recompile the cryptanalytic system. 
This can be better understood in the following 
hypothetical situation: a cryptanalyst comes across 
some encrypted data and, after an initial analysis, 
concludes that a proprietary algorithm has been 
used, and the method of encryption is unknown. 
In this situation the analyst can utilize the same 
libraries used by the encryption program, if they are 
available, to search for the key. It is only necessary 
that the analyst implement an adaptor, comprised 
of a few lines of Java code, and the libraries can 
be used directly in the cryptanalytic system. 
Therefore, this model of code reuse eliminates the 
reprograming/recompiling of the application task, 
rendering the adaptation easy and rapid.

The adaptor is a small Java class that must 
implement a specific interface (qpAlgorithm in 
figure 1). Figure 1 also shows two such adaptors: 
qpcrypt and qpmd5. Some examples come with 
Quebra-pedra to make the implementation of the 

adaptors an easier task.
As a bonus, this method isolates the cryptanalyst 

from other details on the cryptanalytic system, 
as communication protocols and distribution 
of tasks mechanisms. Additionally, by design, 
the verification method is decoupled from the 
framework, and rather is in the body of the 
adaptors. This means that the analyst can use 
the same system to perform simple tasks such 
as password searches, or more complex tasks, 
as searching for keys to text decryption, zipped 
archives and data fragments.

The framework also provides some useful 
characteristics such as a successes cache and 
text recognitions, and will provide in the near 
future additional features including automatic 
checkpointing of execution states. The successes 
cache is a database of all the previous success 
key searches and is verified each time a search is 
initiated. If the key is already in the database, the 
work will not have to be conducted again, thus 
saving resources. The text recognition features 
are currently very simple, but very powerful. The 
framework does have a Sinkov log-likelihood [8] 
implementation. This particular implementation 
computes the digraphs ocurrence in texts, and is 
the most powerful statistical test for this kind of 
problem.

IV. Performance of the system

Java has been categorized frequently as a low 
performance programming language, however, 
no study has been conducted to evaluate its 
performance as a cryptanalytic tool. To address 
this, some performance measures have been done 
with the qpseq implementation. These measures 
were based on the execution of key searches by 
brute-force and dictionary attacks with the DES 
algorithm and the results found are shown on 
Table 1.

Implementation Time relative to C
Java with Hotspot ~8
Java with JNI (C native code) ~1,15
Table 1: Comparison of execution times between the 
qpseq and a C implementation  

The measures show to the DES algorithm that 
the JVM with Hotspot technology was about eight 
times slower than the reference implementation, 
and that the version that uses C code through JNI 
was only about 1.15 times slower. Preliminary 
results with other algorithms show the same 
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tendency. The system used in these tests was the 
Sun JRE 1.4.2, the gcc 2.8 C compiler, the Linux 
operating system, with the 2.4.22 kernel, all 
running in a Pentium IV 2.4GHz computer.

From these tests we concluded that the purely 
interpreted Java language is too slow to be useful 
as a cryptanalytic tool, but when the native code 
is used through JNI, it is an adequate alternative 
to other languages. If other characteristics such 
as ease of programming and dynamic load 
through reflexive code are taken into account, 
the little overhead demonstrated by Java becomes 
irrelevant.

V. High-performance cryptanalysis: 
distributed processing

A typical personal computer is underused 
because it remains in an idle state most of the 
time. These processors can be used to run parallel 
tasks that require a great deal of computing power. 
Some systems use this approach of sharing idle 
CPU time: SETI@Home [3] and its variations [4] are 
well-known examples.  This system architecture is 
considered today to be one of the subcategories 
of grid computing. [1,4]

A distributed cryptanalytic application is being 
implemented using the Quebra-pedra framework 
and the ProActive middleware. This middleware 
is part of the ObjectWeb project, an activelly 
developed open-source community hosted in 
INRIA, a french computing science research 
institute. ProActive is a GRID middleware (a Java 
library with an open source license) for parallel, 
distributed, and concurrent computing, also 
featuring mobility and security in a uniform 
framework [6]. Preliminary results show significant 

advantages in using this middleware. A better 
study is needed to quantify this advantage.

VI. Conclusions

Despite the performance issues, the Java 
language can be used to obtain a cryptanalytic 
system that is portable, extensible and can achieve 
good levels of performance through the use of 
native (non-Java) code. This paper demonstrates 
how simple concepts that are part of the language 
were used to obtain such characteristics in a 
cryptanalysis framework – the Quebra-pedra. A 
grid computing application is being developed 
using this framework and the ProActive library to 
further investigate wheter Java can be of practical 
use in high-performance cryptanalysis.
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tendency. The system used in these tests was the 
Sun JRE 1.4.2, the gcc 2.8 C compiler, the Linux 
operating system, with the 2.4.22 kernel, all 
running in a Pentium IV 2.4GHz computer.

From these tests we concluded that the purely 
interpreted Java language is too slow to be useful 
as a cryptanalytic tool, but when the native code 
is used through JNI, it is an adequate alternative 
to other languages. If other characteristics such 
as ease of programming and dynamic load 
through reflexive code are taken into account, 
the little overhead demonstrated by Java becomes 
irrelevant.

V. High-performance cryptanalysis: 
distributed processing

A typical personal computer is underused 
because it remains in an idle state most of the 
time. These processors can be used to run parallel 
tasks that require a great deal of computing power. 
Some systems use this approach of sharing idle 
CPU time: SETI@Home [3] and its variations [4] are 
well-known examples.  This system architecture is 
considered today to be one of the subcategories 
of grid computing. [1,4]

A distributed cryptanalytic application is being 
implemented using the Quebra-pedra framework 
and the ProActive middleware. This middleware 
is part of the ObjectWeb project, an activelly 
developed open-source community hosted in 
INRIA, a french computing science research 
institute. ProActive is a GRID middleware (a Java 
library with an open source license) for parallel, 
distributed, and concurrent computing, also 
featuring mobility and security in a uniform 
framework [6]. Preliminary results show significant 

advantages in using this middleware. A better 
study is needed to quantify this advantage.

VI. Conclusions

Despite the performance issues, the Java 
language can be used to obtain a cryptanalytic 
system that is portable, extensible and can achieve 
good levels of performance through the use of 
native (non-Java) code. This paper demonstrates 
how simple concepts that are part of the language 
were used to obtain such characteristics in a 
cryptanalysis framework – the Quebra-pedra. A 
grid computing application is being developed 
using this framework and the ProActive library to 
further investigate wheter Java can be of practical 
use in high-performance cryptanalysis.

References

[1]  Roy D Williams et. al., “Parallel Computing Works”, Morgan 
Kauffman Publishers, 1994.

[2]  Anderson, David P. et al., “SETI@home: an experiment in public-
resource computing, Communications of the ACM, 45(11), pp56-61, 
Novembro de 2002.

[3]  A. Grimshaw, et al.,”Wide-Area Computing: Resource Sharing on a 
large scale”, IEEE Computer, pp1-9, Maio de 1999.

[4]  R.K. Joshi and D. J. Ram, “Anonymous Remote Computing: A 
paradigm for parallel programming on interconected workstations”, 
IEEE Trans on software engineering, Vol 25, No 1, pp75-90, Janeiro 
de 1999.

[5]  Sun Microsystems, “Java 2 SDK Standard Edition Documentation”, 
disponível em http://www.java.sun.com/, acesso em Maio de 2004.

[6]  D. Caromel, W. Klauser, J. Vayssiere, ”Towards Seamless Computing 
and Metacomputing in Java”, Concurrency Practice and Experience, 
10(11-13), pp. 1043-1061, Setembro de 1998.

[7]  Seeley, Donn. “Password cracking: a game of wits”, Communications 
of the ACM, 32(6), pp700-703, Junho de 1989.

[8]  Ganesan, R.; Sherman, A. “Statistical Techniques for Language 
Recognition: An Introduction and Guide for Cryptanalysts”, 
Cryptologia, 17(4), pp321-366, Fevereiro de 1993.

Flexible Cryptanalysis in Java
The International Journal of

FORENSIC COMPUTER SCIENCE

www.IJoFCS.org

IJoFCS (2006) 1, 49-56

Attacks Detection Based 
on IP and TCP Protocols Violations

Norma Rodrigues Gomes 
and Luiz Antonio da Frota Mattos

Abstract - One of the biggest challenges in the network intrusion detection field is the 
limitation imposed by the use of well-known attack signatures that disable the previous 
detection of new attacks. This work presents a packet analysis methodology for detecting 
anomalous behaviors, not based on attack signatures, but on verifying whether the network 
protocols are being violated, and on the content of the respective headers. The biggest 
benefit of this methodology is the possibility of detecting anomalies or inadequate behaviors 
that can correspond, totally or partially, to variations on well-known and unknown attacks.
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I.INTRODUCTION

THE need for network security is growing 
and evolving with the increasingly open and 
interconnected nature of current computer 
networks. The use of computer networks coupled 
with large technological advances has ushered 
in critical security-related problems. A security 
mechanism gaining in popularity is the Intrusion 
Detection System (IDS), which is a component-based 
structure that secures network environments against 
unskilled and sophisticated attacks. The majority of 
the IDS framework is based in attack signatures, 
which describe known behavior standards that 
are considered suspect and constitute security 
problems [2]. One of the biggest challenges in the 
area of network intrusion detection is the limited 
ability to detect attacks when using signature based 
systems, in which there is no possibility of  new 
attacks detection that use unknown signatures [6]. 

Our proposal showcases a packet analysis 
approach with the purpose of detecting anomalous 
behaviors, based not on attack signatures but 
rather on verifying network protocol violations 
and on the content of the respective headers. 
Using this type of analysis allows a user to 
detect certain known attacks, or some variation 
therein, as well as new attacks with no previous 
violation history. Specifically, our packet analysis 
methodology for detecting attacks is based on 
the specifications of IP and TCP protocols. Section 
2 presents information about the problem caused 
by packets that violate network protocols. Section 
3 shows the consistency of the proposed packet 
analysis, defining the employed methods. Section 
4 compares the method based on protocols 
violations with the one based on attack signatures. 
Section 5 synthetizes the obtained conclusions 
and presents future ways for improving the 
proposed work.
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II. Problem Description 

In computer networks, the interactions 
among the various hosts that constitute the 
environment is conducted with protocols, 
with mandatory specifications. However, 
it is possible to mount attack packets 
that violate the communication protocols, 
causing unexpected reactions on the 
packet´s receptor side. A computer network 
is vulnerable to suffering various types of 
attacks with multiple purposes, including 
network scanning to identify any services 
or operational systems used, and Denial of 
Service (DoS) to interrupt legitimate access 
to services, servers or other resources. The 
IDS was developed as a security mechanism 
to detect network attacks. Most of the IDS 
infrastructure is based on attack signatures, 
which detect intrusions, analyze their 
behaviors and generate attack-descriptive  
rules. Thus, whenever a particular behavior 
reoccurs, the respective attack is detected 
and the network is shielded.

Although valuable, signature-based IDSs are 
incapable of detecting attacks that have not 
been encountered previously. This limitation in 
IDS technology represents one of the greatest 
challenges in the area of intrusion detention. 
One approach to solving this matter, postulated 
by Allen in [1], that warrants further examination 
is to allow the system to understand normal 
behavior patterns and detect any divergences. 
Such an approach consists of determining 
what constitutes normal behavior inside the 
networks, hosts or applications, and flagging 
any suspicious activity that does not reflect 
what it is expected. When observing signature 
attacks, one can see that some of them represent 
violations to mandatory network protocols 
(for example, TCP/IP). Thus, it is important 
to understand the standard behavior of the 
involved protocols in the network data traffic 
in order to detect if this behavior attends to the 
specifications of the protocol in question. Such 
specifications are defined in the Request For 
Comments (RFC) documents, which describe 
expected standards for individual protocols 
[8]. Therefore, when verifying the protocol and 
its specifications, as defined in the given RFCs, 
some anomalous behaviors can be detected, 
rendering unnecessary the use of some attack 
signatures and enabling the detection of some 
variations of existing signatures. 

III. Packet Analysis for Protocol 
Violation Detection 

Our proposal consists of conducting a packet 
analysis for detecting behaviors that diverge 
from those outlined by the protocol. Toward this 
goal, we have defined the work scope, in terms 
of protocols and analysis types, methods to 
formalize the protocol rules of expected behavior 
and an implementation of this packet analyzer, at 
the archetype level, as detailed below.

A. Packet Analysis Scope
Given the popularity of the IP/TCP protocols, 

the scope defined for accomplishing the packet 
analysis are the IP and TCP headers. Thus, as 
we will work with TCP, a trustworthy protocol 
guided by connection, the packet analysis will be 
conducted in two stages: 

• Stage 1 – Stateless Inspection
• Stage 2 – Stateful Inspection

In the Stateless Inspection (Stage 1) the 
examination of individual packets ensues. That is 
to say, the analysis is restricted to the content of 
the header’s fields of one specific packet, without 
concern for keeping track of the connection TCP/
IP state.

In the Stateful Inspection (Stage 2) the 
examination of a sequence of packets is 
conducted, in which the analysis embraces the 
header’s data of more than one packet, allowing 
one to detect standards of behavior among packet 
sequences and to create correlations. This article 
emphasizes the methods and results related to 
Stage 2 of the proposed packet analysis.

B. Stateless Inspection
The first stage of the TCP/IP header’s analysis 

is conducted under two aspects: 
• Syntactic analysis – in which the structure of 

the header is verified, and whose fields are 
the basic unit of formation; and 

• Semantic analysis – in which the meaning of 
the header is verified in terms of the values 
of its fields.

Thus, for a header to be considered valid it 
is necessary that it is valid syntactically and 
semantically. In other words, the header must 
obey the syntactic rules that determine which field 
chains can form headers, and the semantic rules 
that determine if the header has meaning based 
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on the field values. From the study and analysis of 
the content of the RFC documents (RFC 791, 793, 
1323 and 2018), and from some considerations 
regarding these documents [7], we defined 31 
syntactic and semantic rules for the IP and TCP 
headers. Once the rules of the Stateless Inspection 
aspect were defined, the next step was to apply a 
logical model to create a theory corresponding to 
the set of mandatory rules that ensure that the IP 
and TCP headers are considered valid.

1) Application of a Logical Model to Formalize 
the Header Rules

In order to define the syntactic and semantic 
rules established for the IP and TCP headers 
logically, we constructed a formalism applying 
first-class logic. The rules of the IP and TCP 
headers are interpreted from the construction of 
a first-class theory. This theory is formed by a set 
of first-class logic formulas generated from the 
rules defined for the headers. 

After formalizing the syntactic and semantic 
rules of the headers, the main formula was 
constructed: 

“∀x ∀y (packet_hd_val(x,y) ← rules_ok(x,y))”.

Whereby "x and y are, respectively, valid IP 
and TCP headers of a package if x and y obey 
all rules". The expression "rules_ok(x,y)" will be 
true if the conjunction of all the corresponding 
formulas to the rules of the headers are true. 
Thus, the predicated “packet_hd_val” will be used 
to consult if a given set of values represents a 
package with valid IP and TCP headers. 

2) Archetype for Accomplishing the Stateless 
Inspection (RECAB)

The implementation of the rules that define 
the validity of IP and TCP headers, formalized 
through a set of formulas of first-class logic, is 
accomplished by programming in logic. One of 
the great advantages of programming in logic, 
as compared to conventional programming, is 
that the task of the programmer is summarized, 
practically, to the specification of the problem that 
must be solved, since the logical languages can 
be seen simultaneously as languages for formal 
specification and languages for the computer 
programming. Therefore, the created theory to 
formalize the rules of the headers, which consists 
of a set of formulas of the first-class logic 
corresponds to a program in logic. Thus, the 
archetype to test the referring rules to IP and TCP 

headers, called RECAB, was developed in Prolog. 
The essence of RECAB consists of the analysis of 
individual packages in which it is verified if the 
referring rules to IP and TCP protocols are obeyed. 
In the case of a protocol violation, the package is 
identified and the detected errors are listed. To 
ensure that the packages, in windump format, 
are processed by the archetype, a conversion of 
the same packages in Prolog terms is conducted, 
such that they are represented by atomic formulas 
[3]. The original idea, referring to the processing 
of the packages for RECAB, consisted of placing 
the packages under analysis as part of the proper 
Prolog program. Because of the great number 
of packages that had been analyzed, there was 
a danger of overloading the program. Thus, to 
prevent compromising program execution, the 
packages, defined as Prolog terms, were stored in 
a text file. This file, whose content corresponds to 
the net traffic collected for analysis, is passed as 
in-parameter for RECAB, which makes a sequential 
reading of this file, analyzing each read package, 
and telling in the case of a protocol violation, 
until the end of file. 

B. Stateful Inspection
In the same way as the Stateless Inspection, 

the scope of the Stateful Inspection consists of 
IP and TCP headers, having as emphasis the TCP 
connection. According to a previous study [8], the 
more generic behaviors can be analyzed when the 
scope is the TCP protocol, referring to:

1) Connection Start;
2) Data Transfer; and
3) Connection End.

Following this baseline schematic, a project 
for studying the behavior of a TCP/IP connection 
during the Stateful Inspection stage is proposed 
in this work. This project is known as the ESTCON 
(Study of Connections), and represents the 
location at which the behavior will be verified 
if a connection was established with a three-
way handshake, if the data transfer occurred 
after the establishment of the connection and 
if the connection was completed with flag FIN 
or RESET. The ESTCON studies the behavior of a 
given sequence of packages, in order to identify 
any violation of the expected behavior of the 
protocol that represents some type of attack. The 
implementation of the ESTCON supports itself in 
the use of a database to correlate the packages. 
The text file with the packages represented for 
Prolog terms, used in the Stateless Inspection, 
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was imported to a database, originating with a 
table whose structure is composed for all fields 
of IP and TCP headers. The following describes 
what was verified in the proposed project for 
accomplishing the Stateful Inspection, the 
ESTCON.

1) Classification of the packages by 
Connection

As the Stateful Inspection has as its central 
focus the TCP connection, the first phase that 
composes the ESTCON consists of classifying the 
packages according to the connection to which they 
belong. This classification is conducted through 
the “pair socket” that consists of the source and 
destination addresses of the IP header, and of the 
source and destination doors of the TCP header. 
This identifies a unique connection in the net by 
grouping the packages. Once the classification 
of the packages by connection is concluded, a 
process of verification is initiated, consisting of 
four items for each set of packages identified 
as being a connection, which is described in the 
following section. 

2) Items Verified in the ESTCON
The basis of the ESTCON consists of verifying 

four items referring to the most generic behaviors 
of TCP/IP connection, as defined previously [8], 
which are identified herein in Table 1. Item 1 it 
is verified if the establishment of the connection 
occurred through the process of a three-way 
handshake. Item 2 is verified if it had the data 
transferred in some direction with the respective 
confirmation of receiving inside the connection. 
Item 3 is verified if it requested the end of the 
connection through the FIN flag. Finally, item 4 is 
verified if the RST flag was used at some moment 
inside the connection. Thus, with the values 
obtained in the four items the system can identify 
what occurred inside each connection, according 
to Table 1, which presents the 16 possible 
combinations of the four items, corresponding to 
a table-truth of the ESTCON items. The content 
of the column “Meant” is inferred from the 
combination of the values of the four items, whose 
bigger objective is to summarize what happened 
inside the set of analyzed packages.  The 
term “Cold Start”, used in Table 1, indicates the 
situation in which a connection was established 
before the net traffic began to be monitored [5]. 
Analogously, the term “Cold End” will be used to 
describe a connection that was not finished when 
the log file was terminated. 

3) Status Definiton proposed in the ESTCON
The value of “STATUS”, as defined in Table 1, 

is based on the study of the standard behavior 
of the IP and TCP protocols, as well as in some 
attack techniques that reveal themselves by 
violating such standards. The “NORMAL” status 
implies that the set of analyzed packages presents 
an acceptable or expected behavior by TCP/IP 
protocols. The “SUSPECT” status means that the 
set of analyzed packages presents a behavior 
that represents a possible form of attack (for 
example, a scan technique). The “ABNORMAL” 
status indicates that the set of analyzed packages 
does not present a standard behavior, but is 
not considered suspicious. The “VERIFY” status 
means that only on the basis of the values of the 
four items, it is not possible to identify the true 
status of the analyzed packages. This requires 
the system to verify some questions (outlined 
below). 

In the case of code 8 in Table 1, the system 
has verified that the last package, inside the set 
under analysis, is situated in the end of log. In 
the positive case, the status of the connection is 
considered “NORMAL” assuming the closing of 
log occurred before the register of the posterior 
phases (transfer and end). Otherwise, the status 
is set to “ABNORMAL”. For the effect of the 
ESTCON, the positioning of the package inside of 
log is given by the total number (N) of packages 
stored, dividing the log file into three equal parts 
(beginning, middle and end). Each one contends 
(N*33,33%) packages. The cases of codes 13 or 
14 are verified if the first package, inside the 
set under analysis, is situated at the beginning 
of log. In the positive situation, the status of the 
connection is considered “NORMAL” assuming 
“Cold Start” occurred. Otherwise, the status is 
set to “ABNORMAL”. In the case of code 15, the 
only example of an RST flag, the system verified 
which packages had provided an origin to the RST 
packages. Based on these packages, the system 
verified if their <End_Origem> fields repeated in 
other connections also classified with code 15. In 
cases where the number of repetitions exceeds a 
pre-defined threshold (default value 10), the status 
of the connection is considered as “SUSPECT” 
because this excess of repetitions means that the 
same <End_Origem> sent packages to diverse 
destinations, characterizing a SCAN coming 
from the <End_Origem> address. In case a SCAN 
is not configured, the number of packages that 
originated RST packages is verified by analyzing 
groups of packages. In the event that this number 
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is superior to a threshold (default value 300), 
the status of the connection is considered to be 
“SUSPECT”, configuring an attack of denial of 
service (DoS) through FLOODING of the destination 
door with innumerable requests [8].In the event 
that a FLOODING is not configured, the system 
verifies which flag was used to generate the RST 
package. If the flag=SYN, the status is considered 
as “NORMAL”, assuming that it was an attempt 
of a non-accepted connection. If the flag=ACK, 
the system verifies whehter the package is 
situated in the beginning of log, in which the 
status is considered as “NORMAL”, assuming 
that it occurred as a “Cold Start” with an abrupt 
ending. In the negative case, the status is said 
to be “SUSPECT”, assuming that there was an 
attempt of recognition attack with an ACK flag 
without a pre-established connection. Finally, if 
the flag=FIN or any another unknown value, the 
status is considered as “SUSPECT” by the same 
reasoning of probable attempt of a recognition 
attack.

IV. Obtained Results

Various tests with the RECAB and the ESTCON 
were made involving real net trafficking, and 
mounted packages with anomalies simulating 
various forms of attack. For the purpose of 
comparison, the same tests were made with 
Snort, an open-source IDS for public-based 
attack signatures. All tests were accomplished 
in the Windows 2000 environment, with an 
Ethernet interface of 100 Mbits/sec. This was 
used for running the Snort for Windows version 
1.9.1 (http://www.silicondefense.com/support/
window). To follow, the accomplished tests are 
presented. 

A. Tests with RECAB
As this article emphasizes the Stateful 

Inspection, the results of the tests with the RECAB 
will be described in a resumed form, emphasizing 
only the most significant points. The RECAB was 

Table 1: Table-Truth of the Four Items verified in the ESTCON.

Item 1 Item 2

End of 
Connection (summary of what happened inside each 

connection) (valuation)Item 
3

Item 
4

Connection 
Establishment 

Data 
Transfer

FIN
Flag

RST
Flag MEANT STATUS

1 T T T T Three complete phases NORMAL
2 T T T F Three complete phases NORMAL
3 T T F T Abrupt Interruption (possible fail of operation) NORMAL
4 T T F F Data Transfer not finished (Cold End) NORMAL

5 T F T T Starts and Ends the connection, without data 
transfer ABNORMAL

6 T F T F Starts and Ends the connection, without data 
transfer ABNORMAL

7 T F F T Abrupt Interruption before beginning of data 
transfer (possible fail of operation) NORMAL

8 T F F F Connetion not used yet VERIFY
9 F T T T No connection establishment (Cold Start) NORMAL

10 F T T F No connection establishment (Cold Start) NORMAL
11 F T F T Cold Start and abrupt end NORMAL
12 F T F F Cold Start and Cold End NORMAL
13 F F T T It is only showed the end of connection VERIFY
14 F F T F It is only showed the end of connection VERIFY
15 F F F T Answer to a not accepted request VERIFY
16 F F F F Unknown SUSPECT
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skillful at identifying violations of protocol rules 
by verifying the rules in each package. This 
characteristic allowed the detection of attacks that 
combined more than one signature, referring to 
protocol violation, in one unique package, a fact 
that was not observed in the analysis accomplished 
by Snort. Moreover, for some protocol violations, 
Snort did not generate any alert. However, it must 
be stated that the archetype presented overhead 
in the treatment of large numbers of packages. 
Thus, the programming of our system must be 
adjusted to handle large data sets in order to be 
useful as a practical application. This may require 
using a different programming language.

B. Snort Signatures versus IP/TCP Protocol 
Violations

In addition to the RECAB tests, a survey of the 
signatures used by Snort was conducted. This 
survey verified that few signatures constituted 
a protocol violation, whereas the majority 
performed searches for suspect strings in data 
in the packages. However, even for a minority, 
it was verified that some rules treated in RECAB 
could represent a given set of signatures of Snort, 
arriving in a ratio of 1:12 (one rule for twelve 
signatures). Thus, through a pre-analysis, using 
RECAB, it is possible to reduce the number of 
signatures in an IDS, that, depending on the ratio, 
would increase the efficiency of the detection 
mechanism. 

C. Tests with ESTCON
Initially, tests with 100.000 collected packages 

of real TCP/IP net traffic were conducted, whereby 
a situation with a “SUSPECT” status, code 15 of 
Table 1, was identified. It was verified that more 

than 600 SYN packages had been sent from the 
same origin address (host-a), to 66 different 
destination addresses in diverse doors, which 
replied with RST packages. Such a situation was 
characterized by ESTCON as a SCAN from “host-
a”, where the intention would be to identify which 
doors were active or not in diverse hosts. However, 
when the net administrator was contacted, 
they verified that the host-a corresponded to a 
Network Address Translation (NAT) server whose 
IP address is used by all hosts of the internal net 
for accessing the Internet. Thus, we concluded 
that it was not a scan leaving from the same 
origin, but rather from several internal hosts 
trying to access diverse destinations, generating, 
therefore, a FALSE-POSITIVE.

To duly test ESTCON and compare it to Snort, 
some sequences of the packages simulating 
the attacks had been generated, using the tools 
NMapWin (www.insecure.org) and Engage Packet 
builder (www.engagesecurity.com). The results 
are presented in Table 2.

When using the NMapWin tool, we observed 
that it always sent in its “scans” some package 
with a type of anomaly (flag NULL or flag 
ACK with <Num_Ack>= 0 or flag URG-PSH-
FIN), not restricting to send packages with 
flags in accordance with the scan respective 
denomination. These “scans” were sent from 
one origin for diverse doors in one host with 
the objective to identify the operational system 
used in the destination host (fingerprinting). The 
SYN-flood attack consisted of sending 800 SYN 
packages to one door in the same host, with the 
objective of generating a DoS in the destination 
door.

Thus, it can be verified that Snort, although 
having generated alerts for three scans, generated 

Table 2: Results obtained in the ESTCON and the Snort using Mounted Packages Simulating Attacks.

Attack ESTCON Snort

Scan SYN Stealth
(NMapWin)

Scan from ”host-y” - Flags SYN, ACK, 
NULL, URG-PSH-FIN (Attempts: 1616)

NMAP FINGERPRINT (stateful)
STEALTH ACTIVITY (XMAS scan)
STEALTH ACTIVITY (NULL scan)

Null Scan
(NMapWin)

Scan from ”host-y” - Flags NULL, ACK, 
URG-PSH-FIN (Attempts: 1881)

NMAP FINGERPRINT (stateful)
STEALTH ACTIVITY (XMAS scan)
It generated more than a thousand of alerts:
STEALTH ACTIVITY (NULL scan)

ACK Scan
(NMapWin)

Scan from ”host-y”-  Flags ACK, URG-
PSH-FIN (Attempts: 1876)

It generated  three alerts:
STEALTH ACTIVITY (XMAS scan)

SYN-flood 
(Engage Packet 
builder)

Denial of Service (flooding) to “host-x:
door-x”  from ”host-y” - Flags SYN 
(Attempts: 800)

<no-alert>
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skillful at identifying violations of protocol rules 
by verifying the rules in each package. This 
characteristic allowed the detection of attacks that 
combined more than one signature, referring to 
protocol violation, in one unique package, a fact 
that was not observed in the analysis accomplished 
by Snort. Moreover, for some protocol violations, 
Snort did not generate any alert. However, it must 
be stated that the archetype presented overhead 
in the treatment of large numbers of packages. 
Thus, the programming of our system must be 
adjusted to handle large data sets in order to be 
useful as a practical application. This may require 
using a different programming language.

B. Snort Signatures versus IP/TCP Protocol 
Violations

In addition to the RECAB tests, a survey of the 
signatures used by Snort was conducted. This 
survey verified that few signatures constituted 
a protocol violation, whereas the majority 
performed searches for suspect strings in data 
in the packages. However, even for a minority, 
it was verified that some rules treated in RECAB 
could represent a given set of signatures of Snort, 
arriving in a ratio of 1:12 (one rule for twelve 
signatures). Thus, through a pre-analysis, using 
RECAB, it is possible to reduce the number of 
signatures in an IDS, that, depending on the ratio, 
would increase the efficiency of the detection 
mechanism. 

C. Tests with ESTCON
Initially, tests with 100.000 collected packages 

of real TCP/IP net traffic were conducted, whereby 
a situation with a “SUSPECT” status, code 15 of 
Table 1, was identified. It was verified that more 

than 600 SYN packages had been sent from the 
same origin address (host-a), to 66 different 
destination addresses in diverse doors, which 
replied with RST packages. Such a situation was 
characterized by ESTCON as a SCAN from “host-
a”, where the intention would be to identify which 
doors were active or not in diverse hosts. However, 
when the net administrator was contacted, 
they verified that the host-a corresponded to a 
Network Address Translation (NAT) server whose 
IP address is used by all hosts of the internal net 
for accessing the Internet. Thus, we concluded 
that it was not a scan leaving from the same 
origin, but rather from several internal hosts 
trying to access diverse destinations, generating, 
therefore, a FALSE-POSITIVE.

To duly test ESTCON and compare it to Snort, 
some sequences of the packages simulating 
the attacks had been generated, using the tools 
NMapWin (www.insecure.org) and Engage Packet 
builder (www.engagesecurity.com). The results 
are presented in Table 2.

When using the NMapWin tool, we observed 
that it always sent in its “scans” some package 
with a type of anomaly (flag NULL or flag 
ACK with <Num_Ack>= 0 or flag URG-PSH-
FIN), not restricting to send packages with 
flags in accordance with the scan respective 
denomination. These “scans” were sent from 
one origin for diverse doors in one host with 
the objective to identify the operational system 
used in the destination host (fingerprinting). The 
SYN-flood attack consisted of sending 800 SYN 
packages to one door in the same host, with the 
objective of generating a DoS in the destination 
door.

Thus, it can be verified that Snort, although 
having generated alerts for three scans, generated 

Table 2: Results obtained in the ESTCON and the Snort using Mounted Packages Simulating Attacks.

Attack ESTCON Snort

Scan SYN Stealth
(NMapWin)

Scan from ”host-y” - Flags SYN, ACK, 
NULL, URG-PSH-FIN (Attempts: 1616)

NMAP FINGERPRINT (stateful)
STEALTH ACTIVITY (XMAS scan)
STEALTH ACTIVITY (NULL scan)

Null Scan
(NMapWin)

Scan from ”host-y” - Flags NULL, ACK, 
URG-PSH-FIN (Attempts: 1881)

NMAP FINGERPRINT (stateful)
STEALTH ACTIVITY (XMAS scan)
It generated more than a thousand of alerts:
STEALTH ACTIVITY (NULL scan)

ACK Scan
(NMapWin)

Scan from ”host-y”-  Flags ACK, URG-
PSH-FIN (Attempts: 1876)

It generated  three alerts:
STEALTH ACTIVITY (XMAS scan)

SYN-flood 
(Engage Packet 
builder)

Denial of Service (flooding) to “host-x:
door-x”  from ”host-y” - Flags SYN 
(Attempts: 800)

<no-alert>
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them as a result of the anomalous packages sent 
by NmapWin. Therefore, with the exception of the 
Null Scan, the conclusion that we can draw is that 
Snort did not detect the others scans and neither 
did the SYN-flood. 

In ESTCON, the “SUSPECT” status was attributed 
to the four situations (Table 2). In the three first 
cases, the scan from “host-y” was detected, 
identifying the flags used in the sweepings and 
the number of packages sent. In the case of 
SYN-flood, the system identified the destination 
and the origin of flooding, the flag used and the 
number of packages sent.

D. Comparisons between ESTCON and a 
System of Reconstruction of TCP/IP Sessions 
(RECON)

RECON [4] is a system that allows one to 
reconstruct and to track the state of TCP/IP 
sessions using packet headers. Moreover, 
RECON implements some routines to carry 
through applications in intrusion detection. 
The objective of one of these routines is to 
accomplish a Detection of Host Scan based 
on sessions reconstructed for RECON. In our 
present study, this routine was compared with 
the ESTCON scan detection. RECON verifies 
the number of accessed hosts from the same 
IP using a list of TCP sessions created from the 
traffic analysis, where the destination door 
must be the same for all accessed hosts. In 
ESTCON, this same verification of the number 
of hosts is completed only where there is no 
established TCP session (code 15 of Table 
1). In this scenario, it is not necessary that 
the destination door is the same, as only the 
“connection” (pair socket) is different. Thus, 
in the case of sweepings in a unique host 
in all doors (1 to 65535), RECON would not 
detect this malicious behavior. In ESTCON, 
as the doors vary, the packages are grouped 
in different “connections”. In this scenario, 
ESTCON would detect a scan leaving from 
one host with different destinations. 

A disadvantage of this application is 
that RECON also analyzes TCP sessions 
established in the scan detention, but this 
does not occur in ESTCON. An example of 
real data, described previously [4], presents 
an activity in which one host, “host-x”, 
initiated sessions with several other hosts in 
the 25/tcp door that continued for over 40 
consecutive hours, with peaks of up to 807 
accesses to distinct hosts. Such a situation 

would not be detected by ESTCON, but 
was detected by RECON, providing further 
evidence that host-x was being explored and 
used to generate SPAM.

V. Conclusions

The proposed analysis of packages allowed us 
to render a formal definition of the IP and TCP 
specification protocols and create a correlation of 
packages that could efficiently conduct detection 
of some types of attacks and study the behavior of 
the TCP/IP network traffic. The biggest advantage 
observed in verifying the violation of protocols 
herein was that attacks generated by protocol 
anomalies would be avoided. Thus, variations 
of attacks and unknown attacks, that involve 
protocol violation, could be detected without the 
pre-existence of a signature. 

In future studies, the rules of RECAB could be 
implemented as one plugin of Snort [9]. ESTCON 
could be turned into a study on the false-negative 
tax by applying the inferences presented in Table 
1. A last suggestion is to increase the scope of the 
analysis of packages by including other protocols, 
such as ICMP and UDP. 
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